MRS ISSN 1003-3254, CODEN CSAOBN E-mail: csa@iscas.ac.cn
2025,34(4):1-17 [doi: 10.15888/j.cnki.csa.009839] [CSTR: 32024.14.cs2.009839] http://www.c-s-a.org.cn
O R 27 B AT W I AL A Tel: +86-10-62661041

ETREF SR AE AR ARLIARY

B I, s B

ARG R LSS BRR SR, KK 163318)
CRARIT AR A i K HE 5 Re BT B S0 =, KK 163318)
(m%ﬁéﬂiwllﬂi TSR 28 KRN, A 277500)
MWE/E: S, E-mail: 943029361@qq.com
8 OE Rk, A hiE NREOR I PRE K e, it thig AR ARG s AR & JE 5, @AEEﬁEX’Eé%U oy
AN TR IE N AR B AEE S S8t ta e . N ABRFAIE B T % 5200, PRk D N\ e ar il 45 A () 22 222
PEH 8N . A RGEHARDT T Dyt AR A AR, 32 2 I Dy aet A e PG PO IS A3 940 R 0 79 A T i
TorHT. AE it N GRS I 7 1T, B A0 1R T R S (RN B 70 S — B A il DL K A [X 48 e
REHAR IR A . LE O N AR AT U 77 T, Wt 9 2R AR TS Rp bl & . AR BRARRIE R T (5 B 25 . thab, A3
AT BVES TR AR, RGO T 1 2P B AR, BLAE RS A& Fl 3 5. RIS 45 =2 0 Sk v i) J= R, 451
WX HIREA AR PEA R « A 77 B0 8T AL D 1 AR 938 A 72 55 1) . 8 T3k 28437, B4 Hh 17 RSk T BE It
FLJ7 0], ALHE B E AR BT . BT SRR IR B A B T R PRI 9. AR SCANSORA T3 44t 1 % i A ks
VIR B AT 7 A0 A S5 S S 40 7 R 0, A o S B A 502 o L 25
SKHRIR): Dhis NI R ; PR EE 2% 205 Mg 3, i 28l G B — 3tk

SRR BRI, S B, Ik SOk A B T IR B 2 ST 1 Dl NIRRT M 4 AR 53R o BN R S F,2025,34(4): 1-17. http://www.c-s-a.org.cn/1003-
3254/9839.html

Review of Forged Face Detection Techniques Based on Deep Learning

ZHAO Ya'?, GAO Ming-Chao', YAO Wen-Da', XU Feng’ \

(School of Computer and Information Technology, Northeast Petroleum University, Daqing 163318, China)

(Hellong]lang Key Laboratory of Petroleum Big Data and Intelligent Analysis, Daqing 163318 China)

*(Cyber Police Brigade, Tengzhou Public Security Bureau, Zaozhuang 277500 China)

Abstract: In recent years, as the forged face technology rapidly develops, the face synthesized has been extremely hard
for the human eyes to identify, and the application-of this technology by some criminals has badly threatened social
stability and personal privacy, so the importancesof forged face detection technology has become increasingly prominent.
This review systematically. disc\ussesfthé current status of forged face detection technology, mainly from two aspects of
forged face image detqction"and forged face video detection. In the aspect of forged face image detection, the methods
based on the image spatial domain and frequency domain, identity consistency detection, and the application of face
region localization technology are discussed. In the field of forged face video detection, the research focuses on the
integration of spatio-temporal features, the utilization of physiological features, and the combination of audiovisual
information. In addition, the study introduces the commonly used evaluation indicators and systematically analyzes a
variety of important data sets, including their characteristics and application scenarios. At the same time, it also points out
the limitations in the current literature, such as the lack of robustness of adversarial samples and the poor adaptability of

detection methods to new forgery techniques. Based on these analyses, this study puts forward the possible research
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directions in the future, including the optimization of cross-domain detection technology, the exploration of new

algorithms, and the study of the model interpretability. This review not only provides researchers with a comprehensive

understanding of fake face detection technology but also points out the development direction for subsequent research,

possessing high theoretical value and practical application significance.

Key words: forged face detection; deep learning; frequency domain; spatio-temporal fusion; identity consistency
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