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Error Detection of Linux Configuration

SUN Si-Yu, ZHAI Gao-Shou, YU Zhao-Yang
(School of Computer Science and Technology, Beijing Jiaotong University, Beijing 100044, China)

Abstract: Linux and other large-scale software usually use configuration files to adjust system functions. When the
number of configuration items is large, the dependencies between them will become complex and error-prone. If the
configuration dependency constraints are not properly defined, under certain conditions, even if the corresponding
configuration item is selected, it will not take effect due to potential dependency problems; or even lead to system
compilation or operation errors. Existing studies focus on Kconfig files and only consider configuration errors caused by
reverse dependencies. This study comprehensively analyzes Kcoﬁﬁg and Makefile and investigates four scenarios of
direct and reverse dependencies of Kconfig, inconsistent dependenéies of the two, and the lack of definition of the latter’s
configuration item in the former, in order to find as many potential problems as possible. On this basis, the study designs a
configuration error detection tool for the Linux 6.7 kernel source code and identifies 52 configuration errors, which
verifies the effectiyeness andipracticality of the methodology and prototype system in this study.
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] 1 Makefile ()00 B 10 e FARH G 2R, 43X He A6t
FAFATH A, T RRC B A R0 B 1)@ 8 R IA S, A
SELFRIE TS 15 RO e B AR BT 2% R B R R
MR EAT . H B R R ﬁ%zi%ﬁﬂ%iv%ﬁ%
%, Kconfig 5 Makefile A — S04 1% LA &% Keonfig
TN Makeﬁleﬁgﬁlﬁﬁ)\(%i%

G X ELEER I SRR, S BT SR S R AT
E RIS 1A T 72 390 1) B33 MR 2% 1, RS BT AR i
TP MR R A6 1, 45 T B ANAFAE BRI 2% 1, T 52 Y
SIS, Qi SR I AAEAE, W 2 B BRIME B 26 1,
A ANAFTE BRUME ) B #2452 D B T e AR M %, 45
AFAEAH MR, X AR 47 5 4 )5 A2 A CNF
AR, FEEN SAT KRS HEAT R AR, S0 B A
W R AR, T3 2 L ECAR A R Il A A ) P
IO, K A A A PR T B T, Sl B 8 A R i L T A
G AT 58AE | SRR B S ) R I R 1 G L T
B, K H H RIS 2, R ek e
IERBAT 57 AE. 54} Keonfig 5 Makefile # i AR —
PR, T 285 Makefile 45 8] T B BC B HHE — 2
B H AT Keonfig H 5 SR B 420N I 71485, %
Makefile 73 #7 tH (I HH A X55 Keonfig o ) B

e
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i H AR SN A

5 R AR A 0 T 20 I 5B 8, 54T SAT 3K
R ) 52 . X Keonfig $f 2k Makefile Wit B e XK
SR, M 8 2K 7 Makefile 25 8] AR T B 0, 56
WEHAE Keonfig W12 155 € LB 15 A7 1E WO
R, WA 3 A2 — B A B B k.

3 B 2 BRI JEATL 1) B % F2 THAT R0, A2 —
G AEAE BLH MR B 7 495 1) PG BB ) A S R 7
ORI, IX MG L T =3 MR OC RANT] e 22 51 NG
2, ST A E AN B U HH R T B TR, 241X P
0B U HH ke, T8E gk N SR 28 20 T 38 RS 0 LT
BATITHH.
2.5 SAT Kf#z%

I3 BT 25K T B IR M 4 9 CNF 1), — ML

BT A i SRARSIE T CDCL ks, it |

PR T B8 AE 56 K 1) CNF A 20U, SRAE SAT 7,
SR A 55 P 0T K 4 A B B B e
Beo AR PR B TR BB, oAb B B
SR 2% SV A 5P BT R o () — S MR S5 4 B
F 2 25 SR T K02, 28 ML A 2 4 3
HBUE, A9 T A0 A0S e AIG IR SEms, FH A S
S BIRAR A7 A5 B 1) TE SR (f1)9785 Jo 6 ) o B 52
T SAFAE UKL DA S T RAEAE KL 25) RIS B D)
5 T A E B YR, S T AT 2 31 b SRR 4R 5
B O BR, SRAFAS A 58 i 5 BRI DR (DR AR R D
AR 4 A0F) BB .

% S B SR AR B SR 0 TRV S R e
B S AL (RS A 4 R A SR TR L,

EIAPAT LA 0 22 5K 88 A 2 BB A I o e A (1) A

AT B TT A, BV 24T 4 30 0 10l 8 I 8 2 11 28
B FFHEATIRL. (2) TR o M 2 R T
), I SR FEAE L6 7S 1y IR 5 i A et B
R AR IR H TR M HEAT IR A (3) 1o S0 5 5 40,
4 7 T35 R I 1T A, 2 P 3 I A 1
A b, £ BAEAE RO A, UK 3L R 5 e T4 it
1T 578 B, TN ST B (3 T I T 4
Lo, IR BT BT AR R R A

3 SEERaE RS0

AR K HT Linux 6.7 FRAS ) A AZIRIS I &, H
(1 A2 56 I i B AG 0 T L PR A DU B 7, TG B ARSI T 4
H B AT A MR AR, 16 Keonfig fRATASIHL

Makefile fif B A5 Bk fif A T B0 AH OGSO, 3 AL B
TR AR A 25 B, 2 1 R 40 B 48 MK 95 T B ) MO E B3R
AT ) AR ESGIRRE FE FH SR 2 1R AT 4
3.1 Kconfig 5 Makefile f#ti23 1745

Kconfig fiftfr i th 45 5ox Gl s 5. Bl 6, FE 4
THECETUE L BRME SR BB A
L.

nfig CONFIG_WATCHDOG_HANDLE_BOOT_ENABLED bool
rompt CONFIG_WATCHDOG_HANDLE_BOOT_ENABLED (CONFIG_WATCHDOG)
_BOO IABLED 1| (CONFIG_WATCHDOG)

| j
i 5 Keonfig ARy 278/t s FLELIUE SUMBRIA(E
\

&
dep CONFIG_INTERCONNECT_QCOM_SDM676 (CONFIG_INTERCONNECT and CONFIG_INTERCONNECT_QC
select CONFIG_INTERCONNECT_QCOM_RPMH CONFIG_INTERCONNECT_QCOM_SDM676 (CONFIG_INTERC
select CONFIG_INTERCONNECT_QCOM_BCM_VOTER CONFIG_INTERCONNECT_QCOM_SDM676 (CONFIG_I
dep CONFIG_CLK_RBA779G® (CONFIG_COMMON_CLK and CONFIG_CLK_RENESAS)

select CONFIG_CLK_RCAR_GEN4_CPG CONFIG_CLK_RBA779G® (CONFIG_COMMON_CLK and CONFIG_C
rev_dep CONFIG_CLK_RBA779GO (CONFIG_CLK_RENESAS and CONFIG_COMMON_CLK and CONFIG_AR
dep CONFIG_RTWB9_8852C (CONFIG_NETDEVICES and CONFIG_WLAN and CONFIG_WLAN_VENDOR_RE
rev_dep CONFIG_RTW89_8852C (CONFIG_RTW89_8852CE and CONFIG_NETDEVICES and CONFIG_WL
dep CONFIG_INTEL_VBTN (CONFIG_X86_PLATFORM_DEVICES and CONFIG_ACPI and CONFIG_INPUT

Kl 6 Kconfig fit 45 3R 1 Boffs: BB, S At

Makefile AT #5 (0T 45 5 B &L 7, 38 1 475
) PN A IR T R g R B 0 SCA, AR 2 4T R AR B
2 SR TRHC B TP A 1)t

XfF: 1inux-6.7/kernel/bpf/reuseport_array.

[CONFIG_BPF_SYSCALL, CONFIG_INET]

f¥: 1inux-6.7/kernel/time/tick-broadcast-hrtimer.
[CONFIG_TICK_ONESHOT, CONFIG_GENERIC_CLOCKEVENTS_BROADCAST]

X 1inux-6.7/drivers/memory/of_memory.
[CONFIG_OF, CONFIG_DDR]

XfF: 1inux-6.7/drivers/sh/clk
[CONFIG_HAVE_CLK, -CONFIG_COMMON_CLK]

XfF: linux-6.7/drivers/usb/cdns3/cdns3-trace.
[CONFIG_USB_CDNS3_GADGET, CONFIG_TRACING]

U T T Makele BRI B

3.2 EERBERAAEREVER

BB M A Bl 2 AR B T — AN B I A, 7R
SE M AEA]H depends on JEHEET 5T S A 30 B
3 Hic B UANAEAE € X TeiE £ 15 depends on A9 i 4%
PERESL, 1% )RR B fE R T B W B A S
TP A ] kA 24 T 280 L 0 50 e 2 P G U0 35 4 45 SR
U 8, TEAS I AR R B T — S phy 4R A 1) R 5 ) S BB
iR 2% o) 8, 4n1: INLINE_SPIN. LOCK_BH &2 —1 5
Linux [ BE4H W AH AL 170 B 00, 0 & e Ak
WAL T kernel H3E R, FLBRNE N y HAKH: T EC & 0
ARCH_INLINE_SPIN LOCK_BH #l GENERIC _
LOCKBREAK [ 5E 2, Ml ARCH_INLINE_SPIN_
LOCK BH HfE s390. arm64. csky. loongarch 224
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o 2 % B 4 y, INLINE_SPIN LOCK_BH 74 A fig
SR AR, TR I 12 B P A SRR T I 2 DR Ay Ok
LB T AR B y (AR RO T B A % 1B
Tt [R] B 72 3R AFAE 5 — A Al /@, 7E loongarch 2244, AN
TEE HAR#h GENERIC_LOCKBREAK f#)5E X, Bt
F P G5B %N £ loongarch S RFAC # I INLINE_SPIN
LOCK_BH, 5t & BT B AT, XX FpAS [F) 42
a0} T B 00 52 R B 70 A [ 1D Il A PR A R 7 SR A 2 ol
© 7 e B 00 ERE S 3800 i 2% 1R SIS A AH SR AL
B @ Wl B W AEFR E 44 T 1 Keonfig SCAFH.

/il CONFIG_INLINE_SPIN_LOCK{X i J"CONFIG_ARCH_INLINE_SPIN_LOCK
[CONFIG_ARCH_INLINE_SPIN_LOCK, not CONFIG_GENERIC_LOCKBREAK, not CONFIG_DEBUG_SPINLOCK

#iC B CONFIG_INLINE_SPIN_UNLOCK_TRQRESTORE#fi J*CONFIG_ARCH_INLINE_SPIN_UNLOCK_IRQRESTORE
[not CONFIG_DEBUG_SPINLOCK, CONFIG_ARCH_INLINE_SPIN_UNLOCK_IRQRESTORE]

Jid B CONFIG_INLINE_READ_UNLOCK_BH({% i I"CONFIG_ARCH_INLINE_READ_UNLOCK_BH
[CONFIG_ARCH_INLINE_READ_UNLOCK_BH, not CONFIG_DEBUG_SPINLOCK]

B8 E%ﬁﬁﬁﬂ%ﬁiﬂﬂ%%ﬁ%&

33 EERER R ARG R

T FE A AR 3 A R FR S AR 5| O\, B R A
B E T A #— AN E I B i select 18 5 fil) ids A
WRAE R y/m B, BREL I A 1) B BB AR 0 2, § 308
IR E A SRGIRAE R y, B2 A FFRLRER, 5
B 3.2 N B B i) R ) X AAE TR AR B R R, B
PR A 2 H T B IR select B 1% 5 &, #k ik b
ITC B T A [ 2% AR E — 1 DL R AT5 AT DA 2

far iz AT Be il 9, i 28 1 173878 Keonfig
I fEAE# select SND SOC IMX_RPMSG i) 4x 5]

R BB AL 0], 55 2 47 N select P B I B |

M, 3 3 4729 SND_SOC_IMX_RPMSG 1 [f #&X
#it, £ e B AE 2 4k Keonfig H4% select, W % %% select 15
AT T U 4 P or 43, AR AN T RO 56 1 MR &
RIS LT select 4 AL 1725 &t #E BB IR, SND_SOC
FSL_RPMSG X} SND_SOC IMX RPMSG #47 select
FRAE I AT BE - BN ) R

selectfil B CONFIG_SND_SOC_TMX_RPMSGIM ] fit 5| % A A2 1t
ONFIG_SOUND and CONFIG_SND and CONFIG_SND_SOC and CONFIG_SND_IMX_SOC and CONFIG_RPMSG and C
ONFIG_SND_SOC_FSL_RPMSG and CONFIG_SOUND and CONFIG_SND and CONFIG_SND_SOC and CONFIG_COMMON

#l: CONFIG_SND_SOC_TEGRA_WM8753 and CONFIG_SOUND and CONFIG_SND and CONFIG_SND_SOC and CONFIG_SNI

KO BRI A T A I 25 R B
SND SOC FSL RPMSG 7E sound/soc/fsl/Kconfig
R sE SO Bin & 10,

122 Z%i% % System Construction

config SND_SOC_FSL_RPMSG
tristate "NXP Audio Base On RPMSG support”
depends on COMMON_CLK
depends on RPMSG

depends on SND_IMX_SOC || SND_IMX _SOC = n
select SND _S0C_ IMX RPMSG if SND IMX _SOC != n
help

Kl 10 SND SOC FSL RPMSG & X B
SND_SOC_IMX_RPMSG 7t sound/soc/fsl/Kconfig
R E SO B & 1.

config SND_SOC_IMX_RPMSG
tristate "SoC Audio support for i.MX boards with rpmsg"
depends on RPMSG
depends on OF && I2C
select SND_SOC_IMX_PCM_RPMSG
select SND_SOC_IMX_AUDIO_RPMSG
help

11 SND_SOC_IMX_RPMSG 7 XU Bt

SND 'SOC_IMX_RPMSG f#i T HLE OF, %0
FALF drivers/of/Keonfig SCHEH, /N5 & R
KL & . H1 sound/soc/fsl/Kconfig HFHEC & & X R I,
FFTE select iBH)ZEZ)H OF 7£ SND_SOC _IMX_RPMSG
1 SND_SOC_FSL_RPMSG A y if Il {&, H OF 7
make menuconfig i 1] LA FH - B Ik #E, 25 H Pk
7 SND_SOC_FSL RPMSG %1 T OF, &5k H
BT A 12 7] .
3.4 Kconfig 5 Makefile /R~ —H IR EQMEE R

Kconfig 5 Makefile fKHi A — SR A5 RI £ T [R]
—HCE I, £ Keonfig HE A OC & 5 78 Kbuild
ZA G5 Makefile 40 H5 #4) 2 () S5 B M P R0 G B 3 S
PR AR AR O R AR — B0 1) R, 43 SO PR B
B HALE T PR S RN R E T
SREC LIV 8 il 0 PR B, fEL S PR AT I AR
Pick I A Al A 5 B DA DA A T B AN 3 2 —
SIS R A 0 B R L , (E R A R R R R AR
[ise% I0

R s T 45 BN 12, 45 R DL 4 g
AN, BRUNEE 2 NI L AT (REAS) BT
XFS_QUOTA il i Makefile 5 Kconfig AA—£ ()
o) @, 55 2 474 Keonfig 298 H5E XK XFS_FS HIE.
B, 5 3 T4 Makefile HES: (4 BRI

Kconfig[CONF1G_EIHERNEI, CONF1G_PCL, CONFLG_NEIDEVICES, CONF1G_NEI_VENDOR_8390]
Makefile[CONFIG_WD80X3

Kconfig[CONFIG_XFS_FS, CONFIG_BLOCK]
Makefile[CONFIG_XFS_ONLINE SCRUB]

Kconfig[CONFIG_PINCTRL
Makefile[CONFIG_PINCTRL_PFC_R8A77965]

Kconfig[CONFIG_PINCTRL
Makefile[CONFIG_PINCTRL_PFC_R8A77990]

12 Kconfig 5 Makefile 1A — SO 25 5 A B
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XFS_QUOTA #£ fs/xfs/Kconfig o IR M 5 Sl
Kl 13.

config XFS5_QUOTA
bool "XFS Quota support"”
depends on XFS_FS
select QUOTACTL
help

K 13 XFS_QUOTA & X HEX
XFS_FS 5 XFS QUOTA fiF [ —A 3, 52
SR B 14,

config XFS_FS
tristate "XFS filesystem support”
depends on BLOCK
select EXPORTFS
select LIBCRC32C
select FS_IOMAP
help

K14 XFS FS & X H B

7 fs/xfs/Makefile SCHF R, fi& T XFS Af 5L B

TRAEAG G B A6 . 56 142 17y iifeq (S(CONFIG_
XFS_ONLINE_SCRUB), y). % 178 15 /9 xfs-$(CONFIG _
XFS_QUOTA) += scrub/quota.o. £ 178 {7, 2 142
AT BT IR A A endif 45 3, IR LA S XFS_QUOTA
& # XFS_ ONLINE SCRUB, i £ Kconfig FIAHE &
SCHR & A B AR B [ AR R SR 29 SR XFS
ONLINE_SCRUB #il XFS QUOTA A y.
3.5 Kconfig sk Makefile fit & I E X 2K 5E =&
R

Kconfig &t 2 Makefile Bt & 1 & X 4%, B
Makefile H1 47 ERC B IUE R 5 SO/ SO ST S B 1
A, MHZEC B A% 1F Keonfig Hh e X, 1XFin]
02 5 B0 B I N ARG K G T A R VR, A5 4T

BTG A P B TR, T2 A B S N, FE R

e 5 T (1) S B g B 28CR, 3% 06 T Linux WA & 2 —
ANBUR P R *ﬁiﬂﬂéﬁ%fm%,ﬂﬁfﬁ?ﬂﬂiﬁﬁ‘] Linux
6.7 WA, ANFAERC B SRR W R e, Dy 1 96k T H X
Pic B 2 )RR MU BE 0, X Linux AQEDHEAT T g,
43 A 7E net. drivers. kernel. mm H 3% T 7 Makefile
TN 4 2% RIBRIC B U 9 PE 1B T, 48 A\ 15 F)79: obj-
$(CONFIG_TESTCASE ONE) += testcaseone.o.

ol 25 S an 18 15, BRI RAT RS th ANfEAE
I ) R, EAZ A AT BAAE D Linux A U515 € il b
TFRERE o — 2 AXAD BT B VAl A .
3.6 LKWERGIHTH

AR SCTE Bk IO JER R ke 0 S B 5 SR R 1. B
Linux 6.7 [ N RZ RS T 5, P R A A7 AE HA 2K

TR % 5 29 T0. B B0 A 5 A2 1 9 T
WRAAS — 8] R 14 T BRILZAb, AR SCE N s E
T4 BETCE SRR ), FE i TR JER AR A

LB A5 L CONFIG_TESTCASE_TWO X ff1inux-6.7/mm/testcasetwo.

LB A5 L CONFIG_TESTCASE_ONE £ f}1linux-6.7/net/testcaseone.

i B JC5i2 L CONFIG_TESTCASE_FOUR X f|1inux-6.7/kernel/testcasefour.
L 5 L CONFIG_TESTCASE_THREE X {f-1inux-6.7/drivers/testcasethree.

K] 15 Kconfig Hk Makefile Bt B 5iE SR SE R A B
F 1 BERERERINSG 4

i RS Y BB A HERER (%)
BB R 45 29\ 64.44
BT 18 9 - 50.00
Kconfigtj Makeﬁ%!e ! N - " 5833
fic BAA =200 '
.‘Kconﬁéﬂﬁi
MakefileRE BT X ! 10000

LA FF IR (AT B A A T B AR s =, HAY
78 i 1 B MO R I R IX — T B R A, AR SCAE
Linux 6.7 KA PAZIRAS 3047 7 904 T2 kismet'”, 1%
T HEFET Keonfig W S 1A 51 N BELEEAK R A
AR ARSI, kismet A1 AS S JE 7R (A6 0 Y Bl % bR
WL 2. KT B AR AT AL 0] A e 0 xef G L 3% 3,
kismet A L) 3 T00 i) f A, 28 5 R Af DA 1Y) 2 TES 1R
(1 T giztar) [RIAEA AR SO Y Aar H

X2 FE TR ) SR I TE G L

i) R kismet_ ARSCJFE R
B AR R Kﬁ%v‘l Xk
B AR R i X XRF
Kconfig5Makefile .
| Qﬂﬁﬁ{%ﬁ**'ﬁl A XHF
% Kconfight & .
* Makefileit B 15 3 A s

3 ELIRAKIUARI A UG 45 2R

TA R 2 SEBREE IR G G (%)
kismet 3 66.67
AR A 18 50.00

4 ZiwhREE

ASCWEST Linux B & 53 B -5 A ) 77 3% ke
RERLE, Wit SEIUAH R R R 40, AT T SLERI0IIE.
SEIRL R, AR R R GRS R I LB HoAth
TR Z RMAECEH R, F5/2 Keonfig 55 Makefile
P B A A — B . T IR TR RE I R
T 0GR 75| A 1140 L R R A 0 A I 8, AR S v % DR Y
RGBS T 2 1) B A A R IC B AR A S

System Construction &1 123

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

HEN ARG NH http://www.c-s-a.org.cn 2025 4F #5343 a4

FER AL 2 G0 0] LA A P B A% AT R 1 P A g
BEAR B ST RE. AR ST TAE R SR BRI B FE: (1) X ic B 4K 6t
FIfENTAUR BR T Linux #f Kconfig Fl Makefile, 1
Linux RS ST A 47 75 45 — 46 5 e B 100G B 1 RS
B, BT LR TC B A I AR B 5. (2) FE BRI A
T 2 BRI A AR — A R B R R R AL E
TP 1452 22 YR ) AR 240 SR T A 45 70 S 1) L 2 A i
REAEIH 2, A T2 H A7 R B4 X P L HE B, T~ —
AT AR AU TR WA C RS BC B 10T 3B BA
T T B M HE A e 4 45 5 ).
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