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Blockchain-based Cross-platform Network Video Copyright Protection Scheme
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(College of Computer and Information Science, Chongqing Normal University, Chongqing 401331, China)

Abstract: With the application of network video platform (NVP), network Vide?s often face copyright infringement and
cross-platform copyright detection issues when shared across different video platforms. Therefore, this study proposes a
blockchain-based cross-platform network video copyright protectidr} scheme (BCVCP), which aims to protect network
video copyrights across platforms by means of blockehain and through ownership sequence (OS) generation and
detection. This study includes identity authentication, keyframe extraction, ownership sequence generation and detection,
and network video control management. Specifically, before operations such as video uploading or access, identity
authentication needs to be carried out to ensure identity information security. Secondly, during the process of uploading
network videos, an owﬁership sequence is generated and stored in distributed nodes. Then, the keyframes of the video are
extracted and the generated ownership sequence is embedded into these keyframes. Finally, smart contracts are invoked
for cross-platform ownership sequence detection and network video dissemination management to avoid infringement
behaviors. In the experiments, the robustness of ownership encoding quality and ownership recognition during cross-
platform network video transmission is verified, thereby protecting the copyright of network videos.
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1. L « V.duration;
2. R « V.resolution;
3. keyFrames < ExtractKeyFrames(V);
4. FrameHash < HashFunction(keyFrames);
5. A « ConvertVideoAttributesToSequence (L, R);
6. UID < HashFunction(FrameHash, A);
7. combinedInfo — ComblneOnwerInfoAndUID(! UID);
8. OS «— HashFunction(combinedInfo); " \
9. return OS; .
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7 15 A AL 5 R AR, I A ORAH L A % 5 R4k
TAEBPIRAS (i RS B U A 10 9 AR5 B AR E).
AP ) 8 NVPL _ERE 3R A O KX )
BV VTR, 5 2 2 E e I Y R B AT
M rp, I 38 3 R ) BT RO SR BRI P 2 1
A ZAUB A B i RO, LARE G A S 8 0k 3 1) 75 1)
R HL 2 et PR A AL I R NVPLO fE4%
FER R BAC S, B DR A% 4 R I A PE RS SIS, #
TR W 5 ML) RSO A 21 A 2R il X — R 2,

S 2 WA BU SRS I AR GIE T O XS R v B

PR, FF i PR ILAE S BT & NVPL R 117 [H AT
HTFE FRBUR I 2K, U\ﬁﬁﬁ&&l@i#%%é%ﬁﬂﬂ%
BUT N, RIS gk S

S 2. A RS R

NV, 0, 0S(V), Vyoets VMC.
i Hi: Ownership legitimacy of O to V.

1. if checkNotExistence(OS(V), Vpo01) then

2. RAMIEV 00 ILEL V;

3. return False;

I R AL, BB TR BUT 51 OS(V) 25 AAAE T M

4. else

S. DMC « getTree(OS(V));

6. if checkAccessRecord(O, NVP1, DMC) A& TN ) then
7. NVP1.0 2 3RE AT A

8. return False;

KA O REBEM LI T & NVP1 B EVERITI Rt 5%

9. end if

10.  Vid « getVid(O, NVP1, DMC);

11.  if Vid == 0 then N

12, NVPLO FR—/M kMt bt i 0

13. return False; .
14.  endif

15.  if getStatus(Vid) != Active then

16. NVP1.0 fEHRRE A 30,

17. return False;

IR AL RN R AT IR ER (Active) RF, 7 BEDRIER 5% 3%
18.  endif

19. end if

20. return Vid, DMC;

i

2.3 MEISRRIIEH EIE
PR S L2 S5, I i 207 1] B AR AL
SRR IS A, T A 478 T v X ) ¢ A0 01 42 1) 4 ol

70 &7 ¥ System Construction

REA 258 B MAUE B & 20 (VMC) MR R P& 2
(DMC). R A% 4% 22 18] I — I AL 5 97 e 21 22 AL
T 6 X AR RE A LA Z AR R AN 5 P,

Q@ ¢

NVP
i V Ett \iﬁjﬂj
"f A
DMC e |Z0(e i DMC

( T N
23,1, WA &Y (VMC)

VMC R A, B A A A S
HRALRR 9 RUATI, 30 T U R F B 015 B 7E
VMC AR S 1 R BRI HE 1 . B 3
FER T L BT EAL O D FRRS.

Hk 3. AR SRR

HIA: V, 0, T, 0S, NVP1, OS(V), Vpoor VMC.
HitH: ResultNVPI1.

1. if checkNotExistence(OS(V), V001 then
VZHIC& bEE T
goto Bk 2;
if checkNotExistence(OS(V), Vjo0)!=True then
goto Hi% 1, 1“
else ] -
Operation, <—‘l‘1pload_;
. 1d — DMC.crééteAccessRecord(O, NVP1, Operation);
\ Vid— VMC createTreeRoot(OS());
" VMCsetVid(Id, Vid);
V«— {0S(V), O,NVP1, T, DMC, VMC};
Voo YUV
updateVMCContract(VMC, Vyoo1);
updateDMCContract(DMC, Id);
DMC setStatus(Vid, Active);
16. return ResultNVP1 {DMC Status, VMC, T};
17. end if

FE AR, B e AR T A7 T .
A CAFAE, WL TR 535 2 AT I A BUS N, 38 3 BT AL
FEHNIRALE. 0 T8 AL, i 3% b AR A, AU U5 il %
HURARS A5, SR B 20505 1 AT A BUF 41, JF 55T
BRI DMC PR, BB AR SO IE SIPIRAS . 47 IR
7 1) B A R A I 1S B (0 4% 1 1 R, T Vid A
FEAR TR AR L AT S R B AR T R

om0 N o ok WD

- = =
M= o

1< Vpoo

—_
w AW
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i H AR SN A

ID FEHZEE K.
232 RHEHEY (DMCO)

5 vMC AF, DMC M EFEHE 1 IR EAEER
Ja 225 2. DMC F H E U5 1) ] AL HE U i) AR
ID. FrABUTH]. BRAERAI DL i RS, B 4 1)
PR 7R Tl AE AR f5 @i DMC RiAT
i,

i 4. U I P 28 AL

BNV, Vy, O, T, 0S,NVP2, O, OS(V), Vo1, YMC, DMC.
i : ResultNVP2.

1. if 5% 2 (OS(V), O, Vyoo))!'=Ttue then
2. O RR—NEEMAERR T A

3. return False;

/BT R 2, BIE O 215 R SRR R S R EE 2 K

ME O AFAFTARL, WFE L] 017 K

4. else

5. Vid, DMC — 535 3(0S(1), 0, Vpoo)s &

/IDMC 3% T RS I AR R (R B, UL 3 i AR o O &

20, BRFE R AR )

6. end if

7. Operation < Visit;

8. IsValidOwner = DMC.checkOwnership(V,, OS(V));

//ﬁﬁ%ﬁﬁﬂ’]ﬁ%fﬁ*’ii‘ﬂ Yy T, I e, KA A B
F R RS WAE O 2T A BT A, B 0R AT AR A0

iﬁﬁ)ﬂl S

9. if IsValidOwner then

10.  Id < DMC createAccessRecord(V,, OS(V), Operation, T);

11.  Vid «— DMC.addTreeNode(OS(V));

12.  updateDMCContract(DMC, Id);

13.  return ResultNVP2 {V,, DMC, T, Operation};

AR BISAEE T, DMC 23008 — A5 il 1d 3%, 1A 5 i)

EE, IFN O BIE—AHMAEREN T L BEJE, DMC 2 EHE2, %

BT IS S N X PR b, B DR — R0 AT A e S AE B

14. end if

B2 4 T BE O X AL VBT R, T ORILAE
P ZEAAF & NVP2 L) AT 9 A BRL AR R
B, VS 2 AR AU BRI, A A I B A,
RS k)5 2L, W S 3. B8, DMC =61
VI IAC SR, FEON R IS INE (AR L, SR R B
EATHEE. BA SRR AU A AU A
PR AR 0 SR NE, B L RSB U7 7] 8051 17 3K,
BET A RARS LA #5165 FROBL. DMC 51 5 B
T2 & BRI AEIE AT 7], ISR MR RS
PNE, FRRVEAR GV MG 3. e, SRR U e 45 R
R B 45 NVP2, 6 GRS A RRAAS B Or 47, I 58 BT %
FERVTTAAT N, B AR AL

3 k5t
ARS8 T AE Ubuntu 20.04.6 2G5k 4r, 184
HyperLedger Fabric 2.5 F T-#4 2 X Yo, DA(E 58 UE BT
T R AT, AR B FIRRAS A Go flAS 1.18.5,
Docker fig 4% 24.0.5, Node iz 7 14.21.3, Docker-compose
Jii A 1.26.0, Caliper il 4 0.5.0.
LSRG, SR I UE RV A BT A BUF SR AE 5 A
W &AL & (NVP1, NVP2, NVP3, NVP4, NVPS) |-
(¥ e, o~ BCVCP 1EA [ W 45 MUY 5 44 it ()
EFIEFRME. S250 N Kaggle B9 (ﬁttﬁs://www.kaggle.
com/) R 50/ NRLSIEIH MP4 £ A0 F B, i 10 s-
1.min 1-3.:min~ 3-5 min P A8 [ B K A0 R 7] 49 3 2
(480p. 720p. 1080p. 4k) HIHLS, ¥ 50 AN FLHITF-1
Gy RN GREE RN IGAIE 45 P4, 2% 25 SIS, ALAR A I
K05y 3 5 REAE P AL 38 50 oy A, AR LR R
()% FEME R M, LR BCVCP X 4% Fh A7 1) 31
.
3.1 FREh
3.1 XHgEtERE
{#i i HyperLedger Caliper #lll 3 X B84 WX 45 () P4 BE,
if % 1 2050 o Ak B8R TR I KA R 0 3R 12 i 45 A
FFEHE S RIN R BRHEHH 55 IR AL A
T, A RESS TE BCVCP FEA R 4 H0T £ )
iGN M. 3B Caliper Eﬂﬁﬂhﬁﬂi&w%ﬂl‘l%%ﬁ G
HEAT W, «B‘Jmﬂzw}: S FE T H A R A AR
i Eﬁ%%‘ﬁ Ti TR T A A B2 U 7 A 0 R
%4ﬁﬁ5%m.
4, MR 55 B %0 100%, P34 F 55 18
BN 0.02 s (BKFHIEIRN 0.22 s, F/NFFF IR A
0.01 s), &N 1962.9 Tb/s, i L M LKL _E 15 80 #
T 0] DA A ) S5 458 75 5K
4 RS

RIEEE BOKIER BUMEE RIER AR
BB KM (Tbls) (s) () (s) (Tbls)

invoke 50000 0  1963.7 0.22 0.01 0.02 1962.9

5 R (B0 BEUR G g5 5B EE N AR AR A S
M. CPU &M 1O traffic 5, %iE 5 F 50 B
SR T AEAT R, LE TRV RE R R, o Re Ak 3 4K
PGSR, B T X PBERG e Tt e, b ok, B A =19 s
#hox i H—E I NAE &, eI TIESIRE.
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20254F 344 H4M

® 5 BIRIATE D

FRAE CPU (IX) (%) CPU (P34 (%) WAF (k) (MB) A7 (T3) (MB)  fitE A (MB) =%t (MB)
dev-peerl.org5.example.com-asn_1 0.00 0.00 15.7 15.7 0.00 0.00
dev-peer3.org5.example.com-asn_1 0.00 0.00 17.8 17.8 0.00 0.00
dev-peer0.org5.example.com-asn_1 0.00 0.00 15.7 15.7 0.00 0.00

cil 0.00 0.00 2.22 2.22 0.00 0.00
orderer.example.com 2.75 1.02 84.3 81.9 182 242
peerl.org5.example.com 2.90 2.14 120 117 198 271
peer2.org5.example.com 1.50 1.43 60.0 59.9 0.00 0.00
peer3.org5.example.com 2.98 2.31 130 128 199 272
peer(.org5.example.com 2.85 2.23 155 151 237 927
312 TEREAHT 32 RS E \\t

N T RRIA SR H BCVCP ERE, 347 T K,
FESCI SR AT T, S I PP RS L A% AN ) I 0 7 ek i
JETRAE A A RT3 AR R0 ] 175 SR I ) R Al

U 73R B, [ L S B T RAY £ ) 2 AR Ede AT

i I IS i A B SUAGLIN F) 1 E d @6 iV

2000 g 8

1800 r
1600 r
400

FULR (Tb/s)

300 600 900 120015001 800210024002 700
BFP R i (aps)
u AR KIER m B AEIR — btk

B (Tb/s)

300 600 900 120015001 8‘00 21002 400 2 700
. F3F02ik & (aps)
iy AR I TR

)
Ko TEREVEAY

B A < 55 2028 Z (0 38, el B A BCA VA D
SR 7 RSORSCIST £ A% R 7 0] AW AT ) e ek 2 2 1 3
HEE BRI L 433029 1820 Tb/s Al 1772 Tb/s. “F3)
FEIRFRELE 1s N, ANBEEEFP 15 & (arrival per second,
aps) HIME KM LS. FHILZ T, R EB X &R A &
TRBURK, 1R FLA0IA B AR %7 8 RE B8 (E R FFI S A
W EI, SCERT SR 0 A BCEVEVERT I, AL R
SIFE IS A5 i vie) S5 IR (] 24148 1] 42652 (1) Y Rl A

72 R4i# ¥ System Construction

£ BCVCP g, LB W 2 ) A AL 41,
1518 BT BT B AT A B, 3 A B T f R R e
SETAET IFTFT A BCR . T VP A 4580 5 B, A% SCR
W 15 8 H (PSIR) SRk PSNR 1) 548 277 9 I
B, MBI, 118 PSNR BT BRI 7225, A
FIT A K5 ) 000 % e o P44 5 0 00 5 e ot P 4%
Z A ZAE /T 3T % 2 (MSE) vFAY, MSE 5 PSNR
MR R, AR

1 w h ’ 2
MSE = MZ)C:lZy:l X(I(x,y)—l (x’)’)) (8)

114 PSNR:

2552
PSNR = 10l0g 10772 )
Horp, I(x,y) RoR 5 ﬁ?ﬁ‘uﬁ?@%@\ﬁ‘@ﬁ(}c,w MR
. 1 Coy) RN T BTAARUT F1 S ROR G B i L A7 B
(o) IR AL ) RIS A6\ T 45 4L 517 0
MO WA {525 (OB L LA B ow 2% 5 RS
F101 9 PBE R e
N T W ERAEAR S R b A R A BT A BUF 91,
SKH T TSED. f&4id #2 n] g 52 31| 2 Fhidk 75 (¥ 2 00, il
o i 7S I 2, RT DA SE B M ARADL SE R 55, i v £E S PRV
F R A SE . AN [F] e 75 B0 N ) PSNR E S [ AE
A AR AL OC B i B BRI RE ). K6 R T
ASCHR 1 TSED 5 3CHk[22-24] P42 H 10 57 4 Y
HER A 2 B, (£ AN [F) e 75 L ety (JEM: 75 No noise;
Wl 75 - Gaussian; #:87: Crop; 4 i Resize; =25 5 X}
LU 2 1A % Brightness & Contrast; 3H78: Padding; Wi 2%
2%: Frame dropping; Mi*F-¥3: Frame averaging; iz #:
Frame swapping) F#EAT HLHL, 7R 7 7EAS [FI e S Moy
Ff¥) PSNR 1A.
M 6 a5 R AT LLE , AT ) BCVCP,
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i H AR SN A

i PSNR 7] LLFH1iA %) 65.09 dB, 5 & KA ELEETH T ¥
%, VERE RIS 7, Mt 1 A AU 21K 5 FoxT B A
FEROAR A HbhE AR VT BC. PRk, RO IR A R IO B il BT A
BUF 5, wh e £ B AT & b AR 1 23 A X0 s i 4%
FEW o A AR A ARAI. T SCHER[22-24] {5 FH 2 B 2%
MRS 25 #AE — I 2R, 2 5 B dm b 2% B R 5 & A AT
G T B

£ 6 AR I R ¥ PSNR (dB)

Mg P SCHR[22]  SCHR[23]  SCHR[24] BCVCP
No noise 63.43 64.53 62.97 73.58
Gaussian 53.51 54.23 56.16 69.35
Crop 55.22 50.10 57.34 65.99
Resize 43.92 42.32 46.77 59.47
Brightness & Contrast 54.55 57.12 59.19 61.51
Padding 56.47 58.67 60.11 63.78
Frame dropping 60.76 62.97 58.98 66.84
Frame averaging 59.91 62.32 60.45 = 66.34

Frame swapping 61.38 63774 6278 67.91

¥

3.3 BCVCP V&%

DA VPASIE B 1 A ST 75 S AE ORHE C H iol BE8
B7 RS BT S BRI S i R A7 L (g S
AT, N T B IRA B R B, 3 T E BT BUT
HUREAT I BT A BORITE 57 & 4y AR, BT SR
P R, K AR SCI T RS SOk (22251 75 R AT
P, LGRS B v 2 R A 05 5 4 M £ B 40 45 R
5 R, WD AR A AR R TR AR AR T8 I BRI G R AU
SRR S I T A BT B R AT A it A w8 2 AN BT F
(R 75 I, BT A L A1 N AE O B o e A7 8% B A R

) AN B8 A AW A LI BE 7, B ORAE A% i 7 52 2

AN TN RV 7 ) A
FURRHS B2 5 LU RR 45 1R (BER) ‘ﬁ“j% P4 HAb
ME &, R R RN AR
| ¥
WXL

BER:( ZZV:] Z;l |05(p,q)—05'(p,q)|)>< 100%

(10)
Hrh, 0S f10S" R JEGEAFLELR B A BUF 51, W TG HL
FE A HIAT BN FIHL, |OS(p.q) — OS (p, @)l /& S 46 BT A AL
7 AN FEE BT B BT 5 2 [ AEAL B (p, q) I ZE 7. A

ARG FE R A U R
(1-BER)x 100% (11)

WEE 7 BsdkAT 7 b g B a DLE A
Frt H # BCVCP R I iF. X+ T TR LL 91.73% K

PO BEAT A B . SR B, 4 LA RS BEAR T 80.00%
I, 0 () BT A BT 510K T 1k 5 56 N7 10 A% 7 B AR 1)
HUHEAHUCED . ST S, 3 HU RS 2 ik 31 89.90%. i
o 0 A ) 5 7 R S R R I LA RS R, BOR TR
ROV ) ARTE 5 AT 65 i B F 45 e . DL = A
FE A2 T R B A8 7 25040 A% B i e o ol 2 RS L
T A AU BT R A A At LR 47 AU, AT B 1 R AR AT
Ji AR AL 5 BRI

%7 Ik AR (%)

g P T JCHR[22]  SCHR[24]  SCHR[25]  BCVCP
No noise 83.56 82.11 81.56 91.73
Gaussian | 78.67 81.39 80.76 89.82
| Croiﬁ 79.72 78.79 77.11 88.82
# Resize 78.61 81.23 7672 89.95
Brightness & Contrast 84.35 79.98 84.38 91.03
Padding 82.78 83.64 79.43 90.43
Frame dropping 78.99 79.34 82.78 89.76
Frame averaging 79.12 80.88 78.99 88.93
Frame swapping 81.44 77.90 79.67 88.63

4 ZHie

AHEH B BCVCP $2 4t 1 — A 200 R LR
5. % R T MRS B, 9k A
i i @3 T M — ELAT AT B T RUR 5. SCIR AT T
BCVCP 11 & i 1% 28 MU A7 AR 2 i it 12 A1
A BR8P e A A (97 [0 7
. AT A4S HEr LR T 3 X B 10 B 474U 51
B & W 4 TR O PE G o e SRR P A 0T
VT RN, 04 3R T R 7 2 A
2 M, JEERZRAE FA O 1 BB B o 1

SE 30k

1 EERZ, RIGHES, & B R, & BT DX YOk IR 5 AT LR
P 5 GWEIE. BUT T, 2023, 2(1): 89-98.

2 Shapiro D, Sergeyev V, Fedoseev V. Improved ECC-based
phase watermarking method for video copyright protection.
Proceedings of the 11th International Symposium on Digital
Forensics and Security (ISDFS). Chattanooga: IEEE, 2023.
1-6.

3 JA SRk, H T DXCHVE AR LSRR A CRAP B AT 7T (At
AL L. AbEL: LTI R RS, 2023,

4 Wang BW, Jiawei S, Wang WS, et al. Image copyright
protection based on blockchain and zero-watermark. IEEE

Transactions on Network Science and Engineering, 2022,
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10

11

12

13

14

9(4): 2188-2199. [doi: 10.1109/tnse.2022.3157867]

Qi YF, Liu JB, Dong F, et al. Short video copyright
protection based on blockchain technology. Proceedings of
the 2nd Asia Conference on Computers and Communications
(ACCQ). Singapore: IEEE, 2021. 106-110.

Zhao WH, Lin X, Chen YX, et al. A blockchain-based
copyright protection system for short videos. Proceedings of
the 2022 IEEE International Conference on Parallel &
Distributed Processing with Applications, Big Data & Cloud
Computing, Sustainable Computing & Communications,
Social Computing & Networking (ISPA/BDCloud/SocialCom/
SustainCom). Melbourne: IEEE, 2022. 929-936.

Zheng JJ, Teng SH, Li PR, et al. A novel video copyright
protection scheme based on blockchain and double
watermarking. Security and Communication Networks, 2021,
2021(1): 6493306. [doi: 10.1155/2021/6493306]

Barua S, Talukder D. A blockchain based gecentralized video
streaming platform with content™ protection system.
Proceedings of “the §23rd " International Conference on
Computer and Information Technology (ICCIT). Dhaka:
IEEE, 2020. 1-6.

Guo JQ, Li CY, Zhang GZ, et al. Blockchain-enabled digital
rights management for multimedia resources of online
education. Multimedia Tools and Applications, 2020, 79(15):
9735-9755. [doi: 10.1007/s11042-019-08059-1]

Garba A, Dwivedi AD, Kamal M, er al. A digital rights
management system based on a scalable blockchain. Peer-to-
peer Networking and Applications, 2021, 14(5): 2665-2680.
[doi: 10.1007/s12083-020-01023-z]

Chen QY, Kong YH, Cheng LL. A digital copyright
protection system based on blockchain and with sharding
network. Proceedings
Conference on Cyber Security and' Cloud Gemputing
(CSCloud)/the 9th IEEE International Conference on Edge
Computing and Scalab}e Cloud gEdgeCOm). Xiangtan: IEEE,
2023. 393-398. |

Cai ZN. Usage of deep learning and blockchain in
compilation and copyright protection of digital music. IEEE
Access, 2020, 8: 164144-164154. [doi: 10.1109/ACCESS.
2020.3021523]

Yang Y, Yu DG, Zhang RB, et al. A video copyright
transaction traceability method based on mother-child
blockchain. Proceedings of the 3rd International Conference
on Blockchain Technology and Applications. Xi’an: ACM,
2020. 1-6.

Wang BW, Li B, Yuan Y, et al. CPDT: A copyright-
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20
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Zhao SJ, O’Mahony D. BMCProtector: A blockchain and
smart contract based application for music copyright
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Jiang C, Huang KM, He SF, et al. Learning segment
similarity and alignment in largé-scale content based video
retrieval., ProceedingS of the 29th ACM International
Conferenée on Multimedia. ACM, 2021. 1618-1626.

Khzeliﬁ F, Bouridane A. Perceptual video hashing for content
identification and authentication. IEEE Transactions on
Circuits and Systems for Video Technology, 2019, 29(1):
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Zhao GJ, Li FY, Yao H, et al. TASTNet: An end-to-end deep
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and spatio-temporal weighted fusion for video content
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Yang Y, Yu DG. Short video copyright storage algorithm
blockchain
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matching algorithm for copyright protection. Proceedings of
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