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Abstract: The Hadoop system is widely used as a distributed architecture for big data storage. It generates a large amount
of log data during runtime to record device anomalies, which prbvides important clues for locating and analyzing
problems. However, traditional log anomaly detection models typically collect log data on a central server, which
introduces the risk of sensitive information leakage during data collection. Federated learning, a novel machine learning
paradigm, effectively protects data privacy by training models on local servers and aggregating model parameters only on
a central server. This study prof)oses a log anomaly detection architecture based on federated learning, which combines
local and central servers to perform detection tasks, avoiding the risk of leaking sensitive information during network
transmission. Additionally, it employs a tree parser to standardize log templates. To effectively capture complex patterns
and anomalous behaviors in log data, a BILSTM model based on the self-attention mechanism is established as a local
server model. To validate the effectiveness of the proposed method, simulation experiments are conducted using publicly
available datasets of distributed systems. The results demonstrate that the model maintains stable comprehensive
evaluation metrics, with an accuracy rate above 93%, indicating high applicability.

Key words: abnormal log detection; federated learning; tree parser; BiLSTM; self-attention mechanism
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R (3 A B 5E SO X = (e, xagge oo, AFAE RN B AE
SCAH = (b, o, by Fo 4o A Bl 2 15 25 10 BT
5, X I 4l TR B SR Y = fyryn
BILSTM Al 35 Ay

!

htforward = LSTMtorward (s, htfgrlw ard) (5)

h})ackward = LSTMbackward(xt, hi)fcl:kward) (6)

/E\: EFI 5 LSTMforwaId *D LSTMbackwaId ﬁ 7DJIJ % ZT_\‘ ﬁﬁ IJEJ ?ﬁn E
) LSTM FE Y, 4 iy (2 SR A DF et ke, 15 380 i ) 8
1] BiLSTM %t [7) & BiVector, i+ 5.4

BiVector, = [hforard, pbackward) @)
= | Softmax layer |
.
(OO0 O0O00O-000 ]
e

h, h hy hy h

\
BiLSTM JZ Invalid |-.| user |—-| webmaster |——-| from |~-’ *
Invalid |¢—| user |-—~|webmaster|<—| from |——| *

B3 iR 55 45 ) 6 S A DA R 2 g ]

34 FEHNH

BiLSTM 7£— & FEFE bl 1A 0 &)+ oG
15 B MR EE /), BAIR % 5 A —Le B 25 5, F 2
RN TCTEA X 53 ) F R AN [EE o ) B RE L. N
TR — )@, ARG 5N T R L, it
45 ) - TR AN TR 23 AN [ B3 7 IR, SR O
&R LR, BRIz S B3 = AU 32
WA EEE VLRI Z SRR U], 2R
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JINLH ) EBARRAE BB LR B L,
W B (ESET 2 IREMEAR ¥, 1978 2 A AE IR, 430k
AT BRI, e 25 RPtae, X Pl
HBRLE A [F)1E 7 (B gh AT 2% 2], B m R A Rk
e 1. ARG R SR80 T8 T H S50, # RN S
Agh R, BARGRMIFE B, 2 SkiE B IPLEIAE T
AL F. BRI F 32 EARE, 75— M) EL
JF 5, W RS B E S A A7 B BR AT S L,
M5 A B 3R IR. 3= JIHLE] RN 1 5
29t 3 MRS B E ) (Query). # (Key). 1H
(Value) iX 3 /MEFE, JHi@Ed 1HEA B 2HaE 17 E
BTN SCARFRE. X Fh 3 33 = AL AT LA A= > 3
H &7 51 S0 A Bt 2 ] PR ARORE ¢ R AT B R SOE B R
FARSCPAOE Ry H EHAREE SR E, A FRE S
M B B EHE AR A [R5 2 A E@ﬁfﬁq. I H E 7
B SCA ) I #0% 2 e b R Lok Rt AT o, BT
AR

H ¥ =ML AT DA B AR OGS N\ 4 AN [
BB Z AR BAE R, ASCRH 51 N LSTM AR )
B3N TRLER R, B AR TR K 2 AT s )R A A 2L
B, A3 AR s 1) H &P A SR A & X — A &
AT D[] 224 A 1) A N AT IR, PR 2T N
At R AP 5 28 B LSTM A7
rhOR] DUSE 0 SR R PSS B AR B HDIRES TR I
H T AR SO B B SR FERE SR U, FIH B v = AL
SEILSCAS P 5 BT A B i, R N7 0] 2 JA] Bk
2R, V] 5 ] R AR A R AR R, SR ISR AN A b

VA ST LA BT SCARE R R S I HL B SO

AR IR TR

(1) & X BiLSTM [f) ¢ i ZI) B Hi ) &R 7R N
BiVector;, Bl H 3 XA FERE, Quer;f‘ Key. Value ff]
3 MR R S BUZ RO W, Wi, Wy s

(2) STAKERE S 3 ANA FE FE A2 11 AR e 5y
Ogi, Kgi, Vgi, 2:H' Qpi = BiVector,W,, Kg; = BiVector;Wy,
Vgi = BiVector,W,;

() MBUZH SR RN NG = OpiKY/ Vd,
PR ) SR BT, EATTE RURR S R 2 OR,
R O WA R T RZAE R B K. Vd RN N K [14E
FE, Bii 1k R i K s ma s 2R 1 2k, G RIEAT RoR
He— BRI LE &N B 1S9),

(4) H— LRI ESE W = Softmax(QBiKgi/ Vd),

84 R4i# ¥ System Construction

N FH Softman B eR AL S IR EE AR R A

(5) W45 B DURL R FE B 1 Antention( Q.
Kii, Vi) = W Vi, S5 RFR N B T HEEIIHL
1 SO

A5 ETER TR AJE T BILSTM 53 A 4%
B, SR T LUK AL B 19 ) 2 91 SCAR et
HURANAG 7 AT AL B, 3 H 530 A I 5 A7 B,
RS R SCA IR T S8 5 S5 S I, VR
V3 BB T LA 0 A R B SR
SRS A S LR (R, SRR e, A
5 TR .

4 SEI i
4.1 HUREMTMNIEFR

A SCK ] HDFS A FF 88 421 T AT 5286, JE7E Xt
FL S8 48 1 Blue Gene/L (BGL) ¥ 42" A T 56 01F
ARICTT YRS, B SR VEANME B W 1 s, HDFS
H4E 42 203 > Amazon EC2 715 /51247 2T Hadoop
) MapReduce 1Mk 38.7 h A= i H &, 4 X B 1D
B4 E s H 787 A, e I G ) R Sk 2R AT 1E E Bl
S AR, BIRE T INE 57T A HES, KAy
1.7 738k Hadoop #0UEk % X bRid v . BGL 245
A8 B INRIAR JE M 557 48 17 ) 96 5 /R B 5K 556 = (LLNL)
(1) BlueGene/L 4% FIHL RGi4E i 45 AT 131072
ANGEER BN 32768 GBI P 17 A Al R R
%ﬁiﬂﬁ@%i‘&ﬁﬁk%ﬁ% B HA R 5 BN
SHE AR, 7 HERE 15 ReRRERX . A
CHT 4B A 12th Gen Intel(R) Core(TM) i7-
12800HX 2.4 GHz CPU Fil 64 GB N f£fJ Linux %% -
HEAT 5L, 7E Python 3.7 FUIREE T SEEL 1% H AN
TR, AR5 INEES MRS A 6:4.

*1 BiEE
s BIRIEEE (h HdEE () HdE K/ MB) 58 G (%)
HDFS 38.7 11175629 1505.28 2.9
BGL 5152.8 4747963 708.76 7.3

NT VR AT B S H AR Y ST IR A
FERE, B8 bR 52 2R AR 1 7 R 2 R AR VR A AR
Mgt B BRI R (Accuracy) BIRIZE (Recall). KT
R (Precision) F1{f (Fl-score) 25 4 NIEATEN Fabr
VENSEIG S5 T AT 0 FENERI, o0 FEIRE FE PR
S 4 PRGN, Wk 2 fror. o, TP (true
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i H AR SN A

positives) R~ N IEFEH] E A IEZ; FP (false positive)
TR NI T NIESE; FN (false positive) FRon N IER
e NI, TN (true positive) s N F A & N 2L

RS S A B R W IBLR RIS 38), 256 % R T R i
FEAN A [ Z ) 5 2R, 8 T 6 0E S 96 45 SR A 2P

*3HHIE RS

#2 AR i ELLE AR
TP+TN
H G prss FIGER0 (B H&)  FENI REHSE) Accuracy m
S " e Precision TP
AT GrH H ) FN TN TP+FP
TP
Recall —
HAR DA_E 4 K IR R P S 2K B, R TR
— — - < X2 ggggon X Recan
DT 4 BT 1 4047, S04 RI% 3 B 1% Fl-seore

(Accuracy) #& IEHA TN AOAE A KR 5 BT AT FEAS SO 1Y
PUAE, R AR AE — € 26 F T AT DA DA IR 20 2R 485 B
T 25 RA RNE SRR, (HAZ A RENE D9 € S 45 R AT

R ME— bR, EH 2 (Precision) & T B A E N IE. |

FHTREAHOR o, 2O TE 27 5 L. 7 51 % (Recall)
ST B8 1 S O REA AR o B o 1 KT
LA 45 3% 15 7 .38 P A 3 o S K
WL, A LA, 7E RO & b b 2, R
B P MR 2, BT FL A (Fl-score), A

Pregision + Recall

42 BTN BESCARE

iE %@wéga AR & 1, B TR i I 5
AT e AH IR 5 9 S S . 5 KR A T
T B O M R AT AR, T 76 I 0 R 5 S AT B
AL AR T HARAL S S, SR
B RA. AR ST A 7 0 5 1 5, o 95 TR0 340 1 47 8
AR TAL L, 46 F 25 S0 PESEAT AT I R SR AR A
T 8 ST AT HEAL ) R ARATRIR, I 4 %R T H
RSP R AT

081109 203518 143 INFO dfs.DataNode$ DataXceiver: Receiving block blk_-160:
081109 203518 35 INFO dfs.FS)

8999687919862906 sre: /10.250.19.102:54106 dest: /10.250.19.102:50010

ved block blk_:
224:50010:Tra

081109 203521 148 INFO dfs.D;
081109 203525 150 INFO dfs.D;
081109 203526 19 INFO dfs.Da
081109 203527 19 INFO dfs.DataNo
081110 032643 13 INFO dfs.DataBlockScanner: Verification suce
081110 032648 6359 WARN dfs.DataNode$ DataXceiver: 10.251

d for blk_-

081111 052532 20661 INFO dfs.I

thread to transfer block blk_-1608999687919862906 to 10.251.31.5:50010, 10.251.71.240:50010

34:50010:Got exception while serving blk_3873796148154884915 to /10.251.203.149:
081110210410 19 INFO dfs.FSDataset: Deleting block blk_-5151809436282334017 file /mnt/hadoop/dfs/data/current/blk_-5151809436282334017
S : 2 for block blk_5286962561053367605 terminating

030_0001fjob.jar. blk_-1608999687919862906

10.250.10.6
10.251.215.16:50010

blk_7503483334202473044 to /10,
ock blk_-1608999687919862906 to

19.102
51.74.79:50010, 10.251.107.19:50010

861988252660360438

<

PacketResponder <:*:> for block <:*:> terminating
<:**:> Starting thread to transfer block <:*:>
Receiving block <:*:> sre: /<:¥:> dest:

BLOCK* k: /mnt/had;

Received block <:*:> of size
<:**:>Transmitted bl
<:**:> Served block <:*:
Verification succeeded for <:*
<*¥¥:>:Got exception while serving <:*:> to /<:¥*:>:
Deleting block <:*:> file /mnt/hadoop/dfs/data/current/<:*:>

BLOCK* NameSystem.addStoredBlock: blockMap updated: <:**:>

job <:*:> <*:>/job jar. <:*:>

is added to <:*:> size <:*:>

¢ U4 BT HDFS BURE O E L

5B DT L B £ S R, R
DataNode 4 Bk, 1B F 5 K M40 AT o fs
B T L3 7 v b [ S 5 B

B
R

FHNBRIFFTER (lane e %) #MEH N TR,

B B i R R EL AT AR, B R AR AT S T )
#RUCRCBEAR 5, — BB AT I (15 A) C 2 A7 AE SR
BOCAE A, BERT A E R IE 5. PIE— H B3R IE
A, Bon B ST I RE, W 4 Fros. BT R
A HESCAR T EE 13 505, T EMLEE 11 5%,
PLYR H SRS 147 901, SR BCHT M A 38 e Row

A“Receiving block”, 1R B AT F — CAAATE K EEL
Fw, IR Ayce<s *: >, DA R HELR S U,
LM BAZ ) AR 3R 78 N “Receiving block <: *: > sre: /
<t*r>dest: /<o *: > 5 8 AT 9 AT IS HO A R A
[\, #FR I F“<: **> Starting thread to transfer block<:
*: >to<: *: >, < *: > RNTE I H EBRAHRMEZ RT
H G54, B 5 285 ) HE U R 2 R ITH.
43 REHSENEE KT

T Be iR I RS A A (A 1, A A S
SRIEIREOHAT SEI 73 A, 25 R Al 5.

=
b4
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1.0

—o- B AN
09 = BIERIRAE
08

0.7
0.6
05 r
04 -
03 -

PURAE

02 -
0.1

0 10 20 30 40 50
WL U EL
(a) FERL I Rin I AE AR 1L

08

HidES

0.7

0.6

—o— ERf R
—a— I TIEHERG R

05 ¢ ) ) )
0 10 20 30 40 50
IRk ARIREL
(b) BRI ZrAERf %72 4k

K5 BRI RELTAl
SEEE R T BRI YIZR B RAE, W S(a) B, B
LI VI ZREE R 3G i mT DL BA B 40 S AE S T 4
SABLAE WS BRAIR, 453 2 AR U G 1 AR o 204, T
8 UE A0 SRA A2 28 SCIGHIEESCHE 1) AR R B L. A S A 4
I PR BUCR AR B TN 5 S 2 TR) [ 22 0, 40 5 R 32

/N A DR R P ) SRR ASLE, [RIIN S0AIE B SRAE

TR /N2 T2 (1) 53 2 SRR T - UL, AP B 0
/N ) i R ) AR R . Wi V1 28 U
RN, BE AR AN S (B B AR, X
TRV IE R R R IR AS . ASCAE P ZRid A o e
O T BIAEDRS BE 5 B0 ERS BE AL A2, P 5(b) T
o, B SR U SRR VIR IR L) S L R R
T, AR i MR U115 10 B0 8 SR B, T A
SEAE A A SCRAE B (TR S A 3 i R R P 4
TS, MRRR I A FARR AR IR AS, T35 %
TP F5 bR, ANEEL S h AT LR B 7E R AR 56 ok B ik
20 VR, R BT R 5T e Bk I EG R 5 R T,
SR AR 4600 VA T 30-50 2 JAIEF, 44345 2k Rl
B 4 AR R U N R I a3 ol ks P42,

86 R4i# % System Construction

SIS BERLE B SO RS E, YW R H SR I 25
RORTF & 7.

T T R R 0 R R, S8 5 A R
EFEPE R IR 45 R, 18] 6 oo BRI 5 5 7= 2E
FOVRVE HE R, X EEER 2 58] 6 B N — B, HAL5E AL
IR A, A8 A0k 5 10 500 20 AT A TN DASG: SE S 7R 4
Rk, B ARAR IR TR AR 252850, DAL BRI L SEAREE
FI. BAEHS 7> R I A E LR R HERG %, AT N 6
B EPHIE IR H SRR HEHERR 510 96% A1 92%,
PURRAER 925 90% DAk, © | &

il o 1

»

| -~

\ | - -

& OHESo 0.964 0.036
HSL 0.078 0.922

Ko IRIEMRE
T AT (R PE, 4 HDFS H 540
ST SRR E, BRI Bl Fe 4 B, T B
SRR (R, 85 60 5T 47 16 b7 1 e 7
03% LL |, Forh FI (RS 2 7E 95% \ B ok 45 15
PSR 2, 2B R AT e

A
e

e et e FEIEE S FUE

&% 0.9363 0.9513 0.9594 0.9553

4.4 FFLESEE

Tk — A B ARG A B PR, I S
JE D), %of Bl S 6 2R FHAH ] R S 4, DINZRBie . AR 1)
B DR — 2. 9 1 Bk e H S A DI AY ) Mg, ik
X7 CNN. Transformer. Autoencoder fl LSTM iX
4 FheHE IR B 2 2 S AT 0 b 558, Hod Fl-score
VENZEE RS 2 A AT UL B2 AR, % EHR
BT (1) 5 RER AN N 73 RO B 1) oy Kt B 7 &
7N NAE HDFS $088 264, 5 P4 25 88 B il 2 LA
B, 97 LR 20 B B 5 2R 2 R o | A AR 1,
H BILSTM R A SO R I 7 8 H S A DI AL, A
EIH AT LUE HTE HDFS £ T, 4 FoPnFars2 0 R 4T,
TR ) i b R BE AR EFE 90% LA b, o 7 [o] 5 B 5 iy
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i H AR SN A

T HAh AR BIR LSTM 7EAERG % FI% =T BiLSTM,
LA B R R0 3 (] R R LA, X L R 3R I I
o LEASE AR} T4 H 28 MRS I 28R R4, EL2 5035 4
S HERS NIER HE, XN RG w47k E.
HR 7 HIRAETIRE ST R B KA T, & RIEM a5
IS T A SOy 1 ik — S B0 IR R (A 1, A S
WeBE T — 45 J5 R HE AN 5] R A SRR AT IR R, DA
AR SR XS S0 25 S 1) .

Il CNN B3 Transformer BN Autoencoder

1.0 |+ B LSTM E BiLSTM
3% =
RS R
B R
S S
R R
0.8 kS &
R
% B
K K
oo &
S K
o 06 F R R
R K i
3 3 3
& &
ks g -
K s
04 K S
K K
S S
R R
s s
5
02 5 ::
R RS
oo 5
S K
R R
5
0 & g

Accuracy  Precision Recall Fl-score
Bl 7 T AN o s s 25 SR 5T L

8 RN NTE BGL B R4 1F T, 5 Fhor2Rak
PRI R BLE B, 76 BGL £ 4E T, LSTM (14 [H] %
T T A SRR B 1%, LSTM 1] RE 3 461 T8 H &8
¥ 58 NIE. Autoencoder TR A B BAK T HoAd 43
PR, FEARSCIIRIRAE S 5ER, XA B 2 )
HEAE T H AR, BILSTM £ 4 FEm gt
Pika e fRFFIE 94% LA b, fERERAR FRILRLF. BrH &
Hm B A R [ R R oA, 885 X i Al A T s a6
BOAIE, T LS A T P4 A SCHR HE AR TE AN Rl S R T
& PERIE BRI, I — D PR R L T, AT LA 3R o 42
H 2 OB, %ﬁyiﬁzﬁ&ﬁ?%ﬁb’ﬂ%i%

. 3

B CNN B Transformer NN Autoencoder
1.0 | RRILSTM 3 BiLSTM

0.8

0.6

Value

04

02 r

F1-score

Recall

Accuracy Precision

K8 JET BGL Hdla SR HI A R 7 s Kl 45 5Roxt Le

W BN He 250 R T W2 ST AL o 72 5T
RO REAT SN L. 7R 31 T e, A
55 s ML 5 BILSTM A58, F+FI ] Fed-Avg H%AE
L 28 1 B TS R 2 S A
AL 0 IR 528, 2L 48— 1) BILSTM 4t
RN, 1T MR e e A, I R R
9 A O RO 55 L, BRI MO B i M
(7T, LU, S B, GE T B
PSR, AR O 95, LA RS0 17T 1.

o T YA SR FE BRI 5 95 302 3)
2 1% 5%, 7RI S 7 550, % 5 290 'S
Serk 2 51 AT RERE OB, T 5 AT LA Hh A

T3 R IEAR R SN N T, B AR IR KR AE

2% LLIA IS G b BB S . e, AT 2
ST — SE L A T — S bR, {628 G
B BT TR 1M 4R, 0759 8 (R B KT 10 5306
B bR, 3 — 25 BE T A SCHR H 10 2 I 2 )
Fey 5 5 R A O R PR AT 47

5 A AU SR AR > B PR A

it WM R dRXE FU4
#£h X BILSTM 0.9490 09637 09730  0.9683
BEFZSIBILSTM 0.9363 0.9513 0.9594  0.9553

0 R St SRR SRR S, 78
I A . BILSTM FISLA% S0 L1
BLELE, B0 T i BILSTMAE S 5756 F & K )
SR AT ) JE AP SONINFE 73 [ 4 b L JE I BILSTM

GRS, BT YR SRR % 05— 5 2B Y

W52 5 4 2 JE T RS 0 2 R0 7 8 25 1) P11 AT LA % L,
BiLSTM t. CNN & 1%, WA EF RN 1653454
FEREA [ B 5 BILSTM B2 (o 1 425 5L o e

Il CNN B Transformer BN Autoencoder
XX LSTM E3 BILSTM

Value

Accuracy Precision Recall Fl-score

Ko S AR 45 R b
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5 diwHRE
AR T — AR T IO S ST R S H SR 4

o). B, ASSCBEE 1B S S B R D o A K AR

2 N ES el = DR LT DT S R P S € P L

AT EAFAE I H B HOHE BeoRA Tt 2 i) 2, A I A i A

SRR R SCI 2 77 H BRI A IR & JLk, AL

B TR AR BT A AR SE B H B SR Rk, I HATH

TF-IDF S SCAAE B R IR £, X7 kR 08 G AL

AbEEH E AR HEE . &, ACRET A

TR IHLHI ) BILSTM /R A a4 Y T e 28 B 79

L AMUE RSB H B SRR BN SOR R, 1 B S

A AE A, BETTH BRI SR s 1. R

P H SRR AT AR VP, O 5 AR IR 2 ST A L 4R

oh ORI 7 VEREAT X USR5, SRIG 45 AR, AR

Fy ke U A 2R B 0 15 B BLAF O RBOR, AARIE L H %

I8 1) BEORL 22 4 i ELSRE TR F A B

sEH

1 JA1E, MR e, BB, 2T Hadoop 1401 20 H B 44T &
st 5 sl IAE BARME, 2023, 7(23): 57-60. [doi: 10.
19850/.cnki.2096-4706.2023.23.012]

2 Le VH, Zhang HY. Log-based anomaly detection with deep
learning: How far are we? Proceedings of the 44th
International ~ Conference on  Software Engineering.
Pittsburgh: ACM, 2022. 1356-1367. [doi: 10.1145/3510003.
3510155]

3 Verbracken J, Wolting M, Katzy J, et al. A survey on
distributed machine learning. ACM Computing Surveys
(CSUR), 2020, 53(2): 30. [doi: 10.1145/3377454]

4 Landauer M, Onder S, Skopik F, et al. Deep learning for
anomaly detection in log data: A survey. Machine Learning
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2023.100470]

5 Lou JG, Fu Q, Yang SQ, ef al. Mining invariants from
console logs for system problem detection. Proceedings of
the 2010 USENIX Annual Technical Conference. Boston:
USENIX Association, 2010. 24.

6 Zhang X, Xu Y, Lin QW, et al. Robust log-based anomaly
detection on unstable log data. Proceedings of the 27th ACM
Joint Meeting on FEuropean Software Engineering
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Engineering. Tallinn: ACM, 2019. 807-817. [doi: 10.1145/
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7 Zhang CK, Wang XY, Zhang HY, et al. LayerLog: Log
sequence anomaly detection based on hierarchical semantics.
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