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DNS Covert Tunnel Detection Based on PFEC-Transformer
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Abstract: As an Internet infrastructure, DNS is rarely subjected to deep monitoring by firewalls, allowing hackers and
Asia-Pacific Telecommunity (APT) organizations to exploit DNS covert tunnels for data theft or network control and
posing a significant threat to network security. In response to the easily bypassed nature of existing detection methods and
their weak generalization capabilities, this study enhances the characterization method of DNS traffic and introduces the
pcap features extraction CNN-Transformer (PFEC-Transformer) model. This model uses characterized decimal numerical
sequences as input, conducts local feature extraction through CNN modules, and then analyzes long-distance dependency
patterns between local features by using the Transformer for classification. The research builds datasets by collecting
internet traffic and data packets generated by various DNS covert tunnel tools and conducts generalization testing with
publicly available datasets containing traffic from unknown tunneling tools. Experimental results demonstrate that the
model achieves an accuracy of 99.97% on the testing dataset and 92.12% on the generalization testing dataset, effectively
showcasing its exceptional performance in detecting unknown DNS covert tunnels.
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gE BB E N 384, 320 1.

M

3 SKBRVRAY
3.1 LWINE

AHEF LI TE CentOS 7.5.1211 #/E RS T 5%
B BEERREEHECE W1 R : CPU N Intel Xeon E5-2695 v4
@ 2.10 GHz, GPU >y NVIDIA Tesla P100, GPU N 1%
N 16 GB. 4w f2i% 5 K Python 3.9, IR FE 2 S HEZE A
PyTorch 1.2.1, HL#&5 I HEHE Ty scikit-learn 1.3.0.
3.2 LR

T ATF 565 peap SO 30K DNS Ba i i 1
HAR D, AT 5 AR R A TR
Hetla 1 7 kAL R s 4R

7 0 45 I 3 A R T R A A 4.
TBEIE L, AN SCAE 5250 1 R J00 N 2 IR 8 p i 2 T
DN p&i, 3f-f# ] DNS2TCP. DNScat2 Fll Iodine %%
JLH) DNS BabibsiE T EA: slpFIE i &, JEid Wireshark
Al TCPdump 537 FE 4 35 T 2L INEGX 8 DNS B ik i
TE, HAR R T BRI ST G A B BN S i 2
Bt DK R gmtd ) AR g 288 6 F IE H ) DNS
TR, U i S8 S AR [ P I I H DNS lAE
MEAT R

ANFFEAESRIEE GitHub _E—~AJF i DNS F%iE
HAm LT, 20 H R B MR B T T 2R
DNS Bl T B, gEAT I8 (5 J- A R 1 i 2. %8s
SE MBI 2 A TE T B I DN'S Fa il bk i T o 52 b &
A EERER. B 7B S B EE A T 0 3 Bl L DNS
FaibEE T H2A4h, it 7 T DNSexfiltrator. DNSlivery.
OzymanDNS UL & cobalt_strike 253 At 7 4Ntz bgiE 1T
HL .

B2, A SCILURAE R 330953 SLHIRFEA, IHE Ik
£ B ECHE K1) 23 A 1) P 1T R s B AN 2 A P A
g, A PE I 2RI 29 S L 138 635 S FEA, HAF
KBTI ATVERE IR 1 Frow, FoRETE i 2 o 4ok
JEF EH 2 5dE, X5 Todine. DNScat2 Al DNS2TCP
X 3 FhREIE TR A, TEHEAT R PR I Rk i B
i, A OB ZBE 42 15 18 6:2:2 %0 EL i 43 )11 5
B IR AR AR, L IE BB A 5 BRI R A 1 VRN
SRR 2 Fs.

AL PEM B 425 192318 kR, HibkiE T &
s Aok 5 B A FF () DNS Fa i bk 18 o &, 1E 5

DNS it 5 I 38 e SR 4 S 36 = AR el 94 P9 IE H DN'S 3
ERETRA. KRR SRS T REIZRN R
Bl g b priscB s IE THRA, H At 1 ik
LA U R Jin S T TR R AR AS A RE 0, 2 A I
Hn e b %A BETE T B REAMIE W i S 808 0 A ik 3
B,

1R eI 2R R 4R

FEARRIY B RITFEAR%E
IEHDNSHEREA 793839 79839
Todine 15178
DNScat2 22738 58796
DNS2TCP 20880

K2 AU TR M

FHELR EEMAKE  RBEAATE SRR
YILrtE 47901 35280 83181
SRR 15911 11816 27727
MR 16027 11700 27727
3 AR EE
FEARRRY = BIHFEASE
1L DNSR B A 143051 143051
Cobalt strike 2086
DNS2TCP 5630
DNScat2 6935
DNSexfiltrator 20202
DNSlivery 1122
OzymanDNS 4431 49261
Todine 1602
TCP-over-DNS 3571
Tuns 2336
Reverse DNS shell 1084

3.3 HEIER
N T RESE AR A b B VAl AR AR A DR e
FHHERZE (ACC) “TFHIRETIZE (Avg-PREC) ~F¥H Al
K (Avg-REC) FF14 F1 {8 (Avg-F1) KiPfh— AR
AR ISR, PPN FR BRI A it (8)-30 (11):
TP+TN

ACC = )
TP+TN+FP+FN
TP TN
Avg-PREC = + 9
V8 7P+ FP) 2aN+FN) O
TP TN
Avg-REC = + 10
'8 STP+FN)  2an+Fp 10
TP TN
Avg-F1 = an

JTP+FN+FP 2IN+FN+FP
HrA, TP, FP. TN+ FN 535 R RE H B 1) 4 ASPF
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I ¥8 ¥R, TP (true-positive) & AH 7Y 1E A Hi 1R 51 g TE #¢ A
HI & ; FP (false-positive) #& #4412 MUkt 1E % DNS
TR R B E I B A2 E; TN (true- negative) &1
ARUERAIR 7 IE S DNS Ji A A FN (false-negative)
i 10 2 A5 B % S o T A AR R DNS Vi &
FEA.
3.4 LS
3.4.1 [ P Bt SR A I S s

IFi) o 004 4 o U 52 56 S ALE (3] 26 I ol 5 4 4
MR FEAT I ZR AT, AR 2 3.2 P gl 2R, BaiiE
SR 5, RS FEAT I ZRAPPAl, SEES I H )
F& PSR AL 7 Rl 8 26 o A 2 2R i = 2 O T R e

N T 5P S BIE AT R L, AR S i
THLER 2 21 1) DNS Fe e B 2 or il AH OB 7, S T[]
FEMRE IR TR i 8 MR, BFEIHROCKE . BAK
FE s i DA T B SR, R 4 TSI T
1X 8 AMRFAIE. 751X LERFAE A LAl b, AR FH BN AR AR
(random forest, RF). #RIEH (decision tree, DT). Z#F
o] & AL (support vector machine, SVM) Fl1i& # [4] 5
(logistic regression, LR) 1X 4 FhHL#% 2% 3 Hik 5 IR FE %
SIRERIEAT 1 s g, HAR Egh R L S,

R4 HIETENS

IR AL

AR

BAAE B

A KR
A BT AT A T
A YT A T
A TR R S A T

AL R

DNSH# LA/

5 DNSHCiiskin g3

RS AFBRAE A B 2 b et bl

R ACC (%) Avg-PREC (%) Avg-REC (%) Avg-F1

DT 99.00 99.41 98.64 0.9902

SVM 98.26 99.36 97.25 0.9829

RF 99.39 99.43 99.38 0.994 1

LR 93.20 91.69 95.47 0.9354

CNN 99.99 99.99 99.99 0.9999
BiLSTM 99.96 99.96 99.96 0.9996
Transformer 99.99 99.99 99.99 0.9999
PFEC-Transformer ~ 99.97 99.97 99.97 0.9997

UEAh, ARSI X A — A REAT 2 IS HORL, &
PR iz (A N RCR IS B0 . SRR
MZH BT,

8

WA S BIERIA RS H B R, A1 random
state W B N 42, max_depth Bt & N 15; SZFFA ALY
C B E N 2, A S B B BN EE; BENLARAK
) n_estimators & & A4 100, HRSH KB 5 I ENS
B E R ZEFAFHSE C RRER 2, KRS
HONERIMA.

R T CNN HIBAY: JE A B BB 256, &
BUZKR/ANSEA 3 0, 2l 20 3 4. BOmE R ECh
ReLU, WAk 77 oA I KRBk, 4&EH = KD 768
128, 1, P JaA8 SURBH R AE a2 ek 4L, I 2558
HCh 20.

BT LSTM HIBLAY: Byl /2 20 B N 2, Faisin) &
e E N 512, WOE BRECA tanh, 2R )ZE KA
1024, 64, 1, UL Jos8 SR 1HRAE 0 2k s 4L,
WZRECHCA 20.

5T Transformer )5 — KB AL : g bih 25 - B AL
HHERERN 2, HRSHYCNBINKE, L7058 X
I SEAE R B AL, IZREEHCA 20.

PFEC-Transformer ) 241X B : H CNN B 55
SRUEIESE R E N 128, G R ECN ReLU, Transformer
B gm il 2 - AL B R BN 7, EEBEE RN
384, 32, 1, %N 107, DL osd SRR AR
AR R, INREEECA 20.

FESEIG 2R B R B, 1F 4 FibLAS 2 ) Fk b, BEAL
MR IS, HUEf . . JRZ%EM F1 358
HHL 1 99.30%. SR1M, A SCH2 i) PFEC-Transformer
RERAE VR R . AR . H R )5 4 F] 99.97%,
F1 734005 0.999 7, BB AL T HLA% 7 > k. iIZ LW
Wit AR AL e A 202 3] DN'S Falie b i 75 3 &= R i
BeORARFAIE, T O 0 B i 2 30 R 45008 4 1 St Bl Bzl 56 36
)3 .

BhAbh, TR S SRR T AL A 2 S Ik, R
[F) P22 I X 0 H 4 (1 B 0 R A U T R B R 4,
ERRTE 7RI R, SR, FEFT A R B S SRR R I
R IA SRR T FA IR B 2% )80 B AR 3.
342 BIMZAHESEE

ZARE SIS (1 H 2 R B 2 ST R R AR IR
TR A R 3 R R & IR 4 2508 DNS Bk
BEIE A . RS, BT R A A B A [ I
SRR B S AT IR, ZEAREA RS 3 Fiii W DNS
Bt bl T L R B . B S, i I ZR A [ R
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Kt B B SRR Y A5 2 A A 0 R A AR AT
HfE J3vPAl, R B ARAE T2 A A R i
T 5340 7 FhEEE TR R . RN E AR
Todine. DNScat2. DNS2TCP X 3 i T.H [ it S A5
BRI B TE R A, iz A I R A A e Y
Cobalt Strike. DNSexfiltrator. DNSlivery. Ozyman-
DNS. TCP-over-DNS. Tuns. Reverse DNS shell
by 7 Fof gt L R R DA AR TR AR R B SR

AR [24-2615%45 KT 2T CNN I LSTM
(¥ DNS Bl S8 F 78 TAF, JFAE LIEAE E XS CNN AN
LSTM RS HEAT AL AN G5 M A5 202, SIN T 7 FhiR
JiE 24 3] 18 5 PFEC-Transformer #3E 17 L, 7 Fpisi Ay
BIH B I B AT I, 52 A O 4R 11 4 K T
MEERZR 6 .

6 IREES BRI AL B AR A D 4l S0 B

T ACC (%) Avg-PREC (%) Avg-REC (%) Avg-F1

CNN 86.17 81.50 83.84 0.8253
BKLSTM 73.44 67.04 70.32 0.6790
BiLSTM 81.67 76.75 81.90 0.7829
BIiLSTM+Attention  90.98 87.86 88.18 0.8802
BiLSTM+Pooling ~ 87.09 82.67 84.72 0.8359
CNN+Attention  85.12 80.21 82.65 0.8126
Transformer 87.21 88.91 76.51 0.8021
H4TCNN-LSTM  92.04 91.73 86.89 0.8895
PFEC-Transformer 92.12 94.32 85.13 0.8855

CNN. LSTM Fl PFEC-Transformer 74 [{) 2 % %
BN 3.4.1 TR, 4T CNN-LSTM #E 8! (1) S804
BWF: BILSTM 25 2 MR, B4 FRsUR & m)
BEINYERE N 512, AW RIERZ, ZHOLE N
1024, 64, 1. %21 N 107, LL 7038 g0 k- 51
RIS R, INGREE VA 20.

LML 6 173 Ra5 R, RINIR L 5 IR AE
I e B4R £ b BB 8 A 58 o RAT 55, BN T oK A ol
J51¥) DNS Fe i i i I 52 iR i e J1 3R A B 5 34t
TR 5 SRR AR b, ASHIF 78 52 H (1) PFEC-Transformer
R PEEHR . P RERATY F1oE
S AEE] 92.12%. 94.32%- 85.13% A1 0.885 5, HiA
DUAE R 2 RS R R I A0 T B KT

FEFR— A, PR I0E R IHLH ) BILSTM+Atten-
tion 5 Y LY 1 — BiLSTM A A T 4 i Aar 20, 1%
TIE R NG 5] T BILSTM LAY (1132 fb e
77, WeAh, 75 B E 5 T, 5 A = P BILSTM
RSB LY A 42 Y 1 PFEC-Transformer #5785, X /&

[Kl 9 1EH DNS it & A F% 38 It & 7 1 Hh 10 PR 29 A0 it
KAEEFRENEE. R, FEEHF T 5K PR 2R
M7 () BILSTM+Attention #E 7 7E 74 [A] R | R P
.

7EXF LA A ) B 4T CNN-LSTM #5155 PFEC-
Transformer AH{EL, #BE SEH A CNN $24 DNS i &
1) 22 B JR SBARFALE, A8 J5 0 I 8RR A1 10 4T K PR B9 A0 6t
BB, 4 3 ST 45 . CNN B 1) 2 40%
# 5 PFEC-Transformer —2£X. #X1fi, 55 PFEC-Transfor-
mer ANFIfFIZ, 547 CNN-LSTM #%84/8 ] Att-BiLSTM
B He R AT KR AIE 18] 1) K BE B AOASE X 43 #r, T PFEC-
Transformer W% Transformer. W22 & 0, 47 CNN-
LSTM 5 BY )46 %% 5 5 PFEC-Transformer FHIT, 43
SIAE A 813 Lt PFEC-Transformer & 1.76%. 456>
&, MRz A RE A ZE A K.
3.43 FERISATIERER HESLTE

N T VAR 384T M RE, RIS ST T CNN,
BiLSTM. Transformer. & {7 CNN-LSTM A1 PFEC-
Transformer 7E Il ZRid FEHH W -RNAFE S L P RR4E
YNGR TA] S AU FE I DA S ASE AR AE 72 A o P v A 2,
it 4 NEdr, AT EBA S TR Hh, T
ZRINIEA 110908 ZFEA, BRI A YIS i E
9 10 e, WAKFT LA 192318 A, RIFBE 1 ia
IFIEREXT EEIN SR 7 P,

KT BRISATIEREXS L

R e NS HGPUN TR

L (%) K (s) 1% (MiB) I (s)
CNN 86.17 65 1293 30
BIiLSTM 81.67 298 3037 194
Transformer 87.21 122 4321 89
tH{TCNN-BILSTM  92.04 367 4831 218
PFEC-Transformer 92.12 97 1809 24

T S S 0 FE S5 TR, R AR B S A I 7
% PFEC-Transformer 7& 145 584 ol B I d5c . [
IR DA R 3, FeF LSTM BRI 77 ¥EFE 2% 1 5 %
PRI, NI (] K. X 2 R LSTM 2 4Y
(7 o B = =y U 5 e I 1 2 R = 2 7 el
A B S5, 5 — 7T, BT CNN A I 7 v 5
BEURIHFE A (A A BAG, R T — 4568, 46
MZHhILZ BN SH, LHFEH T IAAESH, 115
JEF CNN HyRs B RR B . AHEL T CNN B, &
#R PFEC-Transformer 7£ )| 25 KA1 GPU WAF 5 77
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AN ELAR 35, 8 75 458 20 T ff 26 A ey BNF, CNIN 52 28 ) 45
T IE B0 &N 256, T PFEC-Transformer {Y_ N 128. iX
PSR E N Z T S8 CNN 7R ZEH R E L
A 1], Rt 78 03 st 18] _F, PFEC-Transformer #6544
4k, PFEC-Transformer £33 CNN I 5 fir A 2
Transformer 1 ¥ 50478 5K 248 £ 4 (None, 384), fLL
T4 4; Transformer #1215 N\ 5K & (None, 400, 300)
TEBE A BEAE T (K. [A Ik, PFEC-Transformer 7£
PRI K. CPU N AF o AT RS I 7 THI 33
[t Transformer FEALF5.

U4k, %L HE 47 CNN-LSTM 5 A SCH HE ¥) PFEC-
Transformer FE 1T REXT LA 7 Fras, HAR R
FAEBRERS 5 R Z AR bR S A H 4 L. AT
DI g3, EARRIE S 3.4.2 W SR6 45 S BoR, # 47
CNN-LSTM fEiZ Al A [ 2 |- L PFEC-Transformer
5 1.76%, {8 PFEC-Transformer ##} XHyg/b T A Y
AT BT FEI T SR OEUR, R Y I8 AT P 38 A He I SRt
KA FERT k> 50% LA E, FEIIZR A B9 GPU
WAF L AH BB I RE DD 50% LA L. (R, B8R H#4T CNN-
LSTM f£ iz e I 2R 19 44 [0l % 45 #5 Lt PFEC-
Transformer % /&, {HERRY 132 17 20K A0 PFEC-
Transformer, Z¢ & 3F b N PFEC-Transformer 154 55 B,
SR
3.4.4 DNS Jii S RO LT

N T IR AR SCHE H ) DNS i & R AE A AL
P, FEAT T — SRR T7 SO0 B B SR 1% S50 i $E Y
2 5 A R A0 DA AR 1) 58 4 PR E 144 (fully
qualified domain name, FQDN), ¥ FQDN F 47 51| i%
e BB 7 FV A N R P 2 ST 28 64T 20 R TN, S5
2R 8 PR,

%8 FQDN FALFINSE H

et ACC (%) Avg-PREC (%) Avg-REC (%) Avg-Fl1

CNN 79.85 72.03 83.50 0.7387

AR LSTM 70.45 69.03 81.74 0.6659
BiLSTM 82.74 74.88 86.85 0.7741
BILSTM+Attention ~ 84.44 76.92 90.11 0.7974
BiLSTM+Pooling  86.89 78.41 88.03 0.8150
CNN+Attention ~ 82.26 73.97 73.76 0.7387
Transformer 75.79 69.49 80.81 0.7021
Hi4TCNN-BILSTM ~ 87.39 79.80 75.46 0.773 1
PFEC-Transformer  88.37 85.53 83.13 0.8422

Mg R R, 24T FQDN R AET7 A AL A
DBCERAS S AR B )2 T peap () DNS il & 3R AETT

10

3. DA R Al v 22 4, B T FQDN 55T
peap HZ A0 I AR A 22 00 e AL [ 8. 38 It 6 Bl S 45
BRI, BT #— BILSTM Z4bh, KRR peap
AL 5 UG M HE 2 E A B35 1 T, X2 KA peap )
DNS it 5 RAETTEAMNFE & T DNS i & 1 2 5
%2, BEHE T AWM AR BUZE M T BUE B, 5
R 22 S B R AE SN =8, A Bl TR B 2 ST AR fig
Hh SE AR ) 4 SR T T EE — BILSTM HE A B & &
T M7 5 I n-gram 15 2., Jr LAFE FQDN RAEJ7 72
{8 FL R 8 B ARSI 5 A A, A ARSI SR B A

= 147 CNN-LSTM = PFEC-Transformer

100
80
g 60
o0t
20
0
Wz CPIEERE IR KR
W FENAF
UREEGEND
K7 BAE T EERExT L
= FQDN = pcap
100
80 |2 8274 81,67 82.26
S 60 ¢
g
& 40 H
20 1
[ECE S
B8 iz A TIAERf =X L
4 R4

ASCE A 7 DNS Y R oR ik, i Bk
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T B TEA R ). BEE R T 2
DNS P&l %18 #5028 PFEC-Transformer. /&, FH
H AR B A 8, S 1 1) IR e 4R
FNyz A B s £, 5 UE T PFEC-Transformer #5574
FIR N TR R Rt S5 25 3 2R, PFEC-Transformer
BRI LE 0 B A It A I 7 T B R AR T AL 2% S B,
T A SR T A B A DN 77 T L AT o v R B 3R RS A
[ i) B AT B HARIR B2 2 2] R B S (3B AT 0%, I e
ARG TH R 2 A RE ). XS0 45 R T A
B AE S B A A B BRI 7, Be 58 2800 il I 2%
HF ) DNS Bk g I8, N2 et e 1 fF. T
— DA TAEK 4k 8241 Ak PFEC-Transformer 1554 172
A BE 77, B2 e AE A 0 R A0 I e ) T P 1 e SR I
[FI, 3 — 0% R R A T J M AN ST PR, S B
PROHFURE R 1) DNS i b 8 A 0.

SE 30k
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