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Fine-grained User Intention Understanding for Mobile Applications Based on Multi-modality
Fusion

ZHANG Yi-Han, HONG Geng, YANG Zhe-Min
(School of Computer Science, Fudan University, Shanghai 200433, China)

Abstract: With the increasing complexity of mobile applications, existing privacy leak detection methods based on user
intent face greater challenges. On the one hand, traditional privacy leak detection, which is based on APP-level user
intent, only focuses on whether the privacy collection behavior of the application aligns with its core functional
requirements. This approach is not suitable for today’s mobile APP security detection, which has broad functionalities and
diverse user intents, necessitating a more fine-grained user intent classification. On the other hand, current research
mainly focuses on evaluating whether the privacy collection behaviors triggered by interface widgets, such as icons, are
consistent with user intent. However, the improper design and misuse of icons are very common, which limits the
effectiveness of privacy risk assessments that rely solely on widget-based user intents. Therefore, a comprehensive
understanding of user intent at the overall interface level is still needed. In response to the above issues, this study first
extracts and summarizes a fine-grained user intent list suitable for privacy compliance detection based on Chinese privacy
policies. Then, based on the characteristics of mobile application interface design, a multi-classification model with multi-
modal feature fusion is designed and implemented to identify the user intent reflected by the entire mobile interface.
Evaluation results show that the intent extraction tool in this study has achieved 83% in both precision and recall, and the

user intent classification model reaches 80% and 83% in precision and recall, respectively, demonstrating good detection
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effectiveness and practical usability.

Key words: mobile application; user intention; privacy compliance
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B A S8 AT ML T A B VA 1 B2 T B B B2 231

Bt 285, VBT T At e S W S 52 Bk 10 T 4% 32 1
T R R
22 APEERZ

AT A SR 2 T 22 B RS AE R S BT
A F R P R E .
221 FPEER RIS

& 3 Fras, AT B FABUR SCA SR LS 2 i H
J I BT R S B L FRRy s Y S

a &Y

Tellyour friends

B SE T B R

Share referral link

0060

B

P R EE[T]
3 7 FE RONLI P R

T A 38 i 2 FH 2 T I g P =
Sy, H AL gt BAG R B BOREERS 3 N A P F 1 43
FAI AR A N E, X FAF RN R DL
PO SEHLA - S, 5 80T R AT AR 4 R B
2R, fa1 51 UG A SRR R AR, N T REHERA IR
A P R, B R R T A RICRE R S T AT
15, [ B 75 L R 22 AR AE ) A0 A AT S oy
FATS. Bhabh, IR T BAN R 54 5 S /O 7 i
REAERVEREFEA (FREA) G b2 75 ZEh N

A I8 FH v A B R, 8 25 M R AR
R ST = AT IR . B o, @i H RS AR A A A
AR H TT S5 FRFAE, BERT AR 2R 4 H 5 1T 5L
AL, 2 )5, M5 25 (8133 2 ML 15 2l -5 A0 R SRR,
P P R = AU Rl SCA RIS M REAE, B )im, R
FH A s 83 2k BB (focal loss)™™), B8 BIBLE, P A
[FRBIRE AR E. ASCH P BRI TEAE 3 4%
SO A SRR IR, 2 RS AL S DA
L iAs. BRI 4 FioR, K LA X L
HAF BT AL,

222 FHEFREX

AR HFE P S 2 4 20, - = B AR R E 3

THT KUK % 55, DUTTAC €. WIS S5 0050 22 RO, A%

7


https://github.com/zyhlx/UserIntent_DataSet/blob/main/Intents.json
https://github.com/zyhlx/UserIntent_DataSet/blob/main/Intents.json
https://github.com/zyhlx/UserIntent_DataSet/blob/main/Intents.json
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

i E RSN

http://www.c-s-a.org.cn

FAFIEA REAT RCRALA A I S R 2 A AR
Mo 2l N A ) P e P 5 T AL 4 R AR A A
7], (R AR BT T U, A ABA A fE R L A AR R SR B

@ FFAEFEIN

BB

@ ZRAFHILRLS

s [T1PE

Pl

SRR Iy

FHEIAT S5

JIHL

Py R R
JiHL

et BLRRAR A 22 2T oA, e it i 22 5l
IS I RE e S AT AL, DRI AR SC R A Jl BT A AF
AL E L RNFISEAY FEAT A

® ZrREE

K4 P E RIS A

DL PR Ly s S AT S TR S T 1) 7 2 e A8 H bR A
W, s N e, B AR AR AL H AR AL K/
AL E, 15 215k B BB S5 M RHIE. 5 22 51 52 BAYT
SR R R IR G R OR, AN TT p AR — AN A A,
AR BRI RURE, 850 1E BT = 47 6]
rhH BRI FH IR R S A,

B AR SC6 £ Faster R-CNNMX — 3 0L H AxAa il
B N B AR 5 5o BT R A AT B AR, IR PE4E &
25z B PointNet-++ Vo b 22 s Afi J7 SO SCAE
NI A RSB g AR A SRR AP 72

JyFEE Faster RCNN 58U B s 2 AR iR AR, A&
SCIE I AR BUAT JR) SOAR R R A A S R A L 1, S
B BNk 1 DT 2 A b, DA S B 46 Tl 25 H A
KRR A2 Faster RCNN #5788 ] MobileNetv2°"!
VBN W 28 SR I S A ARAE, AN 2 i mE S0 B N
1280, i RPN (region proposal network) A5 74 7l {5
VEHE IR A B, T4 ROIPooling 2K 45 B 5ty
NN MFEE, F£IR N f, = RCNN(u),u € RO125123),
fio € RNVNXDm) -y TR BUE | D, FeRFE YRS, IR A
1280, EARSEEEE MUK 5(a) Fios. B35, AR
PR ARG TR X, AR SCHE AR JR) ST A AR R 1 A A A
FAL, FEEAM AT SRR R D8 RAE N PointNet+
BRI, &R 219 B o SN 25 W R AE, Rom
N f, = PointNet++(v), f, € R®0, v AL bR S RN ik B
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