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Detection for Sensitive Data Collection Behaviors in Mini-programs

HUA Nan, YANG Zhe-Min
(School of Computer Science, Fudan University, Shanghai 200433, China)

Abstract: Mini-programs have been widely used in recent years, causing widespread privacy and security concerns for
carrying a large amount of sensitive user data. Existing privacy and security analysis techniques for traditional mobile
applications cannot be directly applied to mini-programs. On the one hand, it is difficult for existing methods to
effectively analyze the privacy transfer caused by the closed-source mini-program framework and the cross-scope privacy
transfer caused by the JavaScript closures, resulting in a lack of analysis results. On the other hand, the mechanism of
dynamic sub-package loading leads to incomplete analysis scope, further resulting in a lack of analysis results. This study
proposes a hybrid dynamic/static method for analyzing the privacy collection behaviors in mini-programs. First, this
method constructs a data propagation path based on either control flow or data dependency for different unit boundaries in
the mini-programs, namely the mini-program privacy propagation flow graph. Furthermore, this method effectively
explores the mini-program Ul by learning and transferring traditional mobile application UI design knowledge, and using
the control flow association between UI events and page transition information as a guide, thereby triggering the sub-

package loading process. The corresponding sub-package code is analyzed and integrated with existing analysis results to

® HEETH: TA55%E 5 (TC220H079)
USRI T 2024-04-02; &2 []: 2024-04-29; SR FI A]: 2024-05-09; csa 752k H ik [7]: 2024-09-24


mailto:huan19@fudan.edu.cn
http://www.c-s-a.org.cn/1003-3254/9642.html
http://www.c-s-a.org.cn/1003-3254/9642.html
http://www.c-s-a.org.cn/1003-3254/9642.html
http://www.c-s-a.org.cn/1003-3254/9642.html
http://www.c-s-a.org.cn/1003-3254/9642.html
http://www.c-s-a.org.cn/1003-3254/9642.html
http://www.c-s-a.org.cn/1003-3254/9642.html
mailto:cas@iscas.ac.cn
http://doi.org/10.15888/j.cnki.csa.009642
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

form a more comprehensive mini-program privacy propagation flow graph. This study implements the tracking of

sensitive data in mini-programs through the privacy propagation flow graph. Based on the above method, this study

implements MiniSafe, a privacy collection behavior analysis tool for mini-programs. The evaluation results show that

MiniSafe achieves 90.4% and 87.4% in precision and recall respectively, both of which outperform existing work.

MiniSafe detects an average of 7 sensitive data collection behaviors in each mini-program. By considering sensitive data

collection behaviors in mini-program sub-packages, the overall detection number has increased by 42.9%, demonstrating

good detection performance and practical usability.

Key words: mini-program; sensitive data collection; data flow analysis; mini-program privacy propagation graph;

automated Ul exploration

AR, NP A8 5 T K58 A 3 51
TREFRESHT, BO8A T BIRAT RN FTES. /N
TR 2 R T NATTE 8 AR S 1% 5 T, 461 40
JAA] LLd s NR T e BRI AT REBEEE S . B
R4S HEgE T, B 2022 R, HIEEM/IMEF
= HE 780 /7, BF HIEERAH P s R 8 12.

B TR E ) (R N RIEFIE A NS B IR
) SRR ENERL B AT LA R P B AL DR R
T, GR3 P BUBREHE LR Bk L NE AR T
K& 1 U, 3EW 51 R T Tz IR AL 22 A4
M. — TR A ARAT R ONE 2 A B P EOR,
i 60% FI/NFE P X FH P SRR 1Y ORI 5 AN B A6
BTG BUFAERRFA L A B R, R 1/ NRE P B RA & 4
e ph, R /NFET P & B R IR B4 it DA ER
F P B e 4, AR IX 8 5 VA7 AR BRI =y R A 31 T,
N I A ) e A S BRSO v e B ol ik 5 A T
4. BRI B RN AT D 4 AT D 20 R B FH P B
TCREAEER .

R AL B 2 B A A i o O B o — A R,
T FH P S8R B AN T R U B AT A e s ol o o 2 4
W B P — 00 R S e L S T AR R % e LA B
KVE, SR T — RAI T HEOR, I4 R T B A it
B BRURA I P A S5 1) R AN SR T S BT T AR
P& W 1 0 A VR AR AR TH AR G R Bl S T e VA L
F5 N FHAE /INFR 3 AH % 1) R RS ) L. TR EAR, 4R 3¢
BEFRH —FIE T /NEF R8T 7 &, LS/
JF SR KOS AT AG I 8 X N A R B
TRNIIHT, ARSCHEH T S F IR A W0 7 R 885
Wrid R4 G TR T W BR 5 /N P AR T 2k it 78
SEAF IR, AN A B Tl AR R T o O s

2

KA MBHRAL IR B AT, AR SCHRZ /NEF BBAME FR IR
B T 2N A& 43 A ik R ik e N RE R R P S (user
interface, UI) TR R, B flok 7 /NEF BRI
OISR, FrmEp) T aREEd s a5 CfA R
AL FE ARG &, T0 S 4T B0/ AR B R A J At .
o BB ERARE (136 B3 P DAIE L 70 Bt /N R e B R A kUL I
o 428 )R BB AR S RO ST, SEE6 25 SRAIE R T
AR SCHE 77 VE B A RO AS ) 3 S SR /N
TR IR SR AT A, T S 30 SE 47 R /N 7 F 65 B R
TR

1 MIRTAR

AN AR G A% ) S B A A, AR 284 S5 L
Wity —E R L2 TGRS N, BN
AR AR S 1) R BT 7 L AT DA S8 A% e A8 s B FH B BF 7
B AR N AR B F & RBAERAT Jyka il 77
TH] FRIAIT 5 1 2 DA B /NP PP FE R R 22 4 T T O BIE S i3 e
1.1 #ahEEHUREREECEAR

HHIN R BT & B AR T 5T CAE 2 b A
R I 22 A FIRE AL i D), U AT R T
— o BT P B AL e M R T L TR, RS T
FORF 2 RV, TS BUR SR SR AT R A
SRIRIAIE 78 3 B 18I ) 7 B v S, 60 365 O ECHE 10 )
S U B 1 R Y T

FERURAE VA0 77 T, FLIRO R 7T CAE £ OE
TERAE RGP I BUREE . B E 8 TR
E M 2 48 AP SR U S R BRI . % 5L R G AE
LocationManager 2% T #2fit | getLastKnownLocation 77
T IRECH ol A BAE S, AH SCAT LT R
) N FH R e 0 1207 15 R FH SRR ) BB B


http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

http://www.c-s-a.org.cn

i H AR G N A

Nan 2 NP K Huang 5 NPHEZR T #3018 55 —
Tl D, L ) R SRR, R P o N AR U
. AT e APL I R RGBT
BURE A, P N R R 7 I A3 e N %
5 10 R SC R RCHH 9k AE SUE BoRAR . AH ¢ CAR
Xt 55 P i N AL R S0 R A SOARTE Lo i, A A0R
ST 2R AR K . Nan 25 Nt — 2556 T3
L FARED 1S S R, dia BIRE S i, Pl
STEEFAR, MARHS AR i) 5 0 B A 0% 1) A%
W, AR, SR T USRI RE .

PERURSAR 18 707 TH, #8875 S E A — P e
FHA R Brbse R, 72 F T 02 58 & R
AR AR 7T R S TS s T 7 AR RS
B)F- & I AR ) BE R 4 itk R A ). SR T RO ERAS
I3 BT BRI BR ], X LA 5T T AR 7 AR AR R IR R
B T A RS A L Arze 25 NPV R T T ) %
AL Bl N FH AL A R o 1 A A TR R AR TV, RE RS A K
Aab P 2z L 7 P v 5 T [ R R BN R A AR B R
H I+ IFDS (interprocedural finite distributive
subset) HE LS T5 o0 A Sk Re 6 S B R 3
T IO SO GBUR R RS B, R BCs AR . IR AL,
A TAEE SR T 7% SR IR 0 44 70 Aok, 72K
5 2023 T7 IS T 50 -4 J5 22 B Ft TAE R
T2 NG BT AS [RIGE R — SS R S ARG
T 22 5 R G B R ERBL SIS S B I e, G
Li 25 N5 Wei 2 NV T 0 ¢ 51 R G411 1A 3E
50 HT B 75 1%, T Gordon 25 AU H T Al 40 M b 4%
AR, il 1 % E RGHELE b — LI T-HE Java A EE )12
AT B B TR RS A T RIS, S b T
KVE T 2 S BTG R AT RS 0] R, AN R 7
EA RORD T S o ik R B TR Y. A, i —
SR AL T AR 5 T B R S A B B NS R
SIHTEIEEIE, FERE TR R AR TR T S X SR A A
S ITVENCRAR T 1 2 5 RS s B R I g

SRS, RE A R BUREIE R AT Tk I
PR /INFR b A G il R R RIE S B R, RS T AR
IR R AT 5 7 N S 2 e = e D
PR R A, TG VR L B T4 i Bl RN R
J Y R U L.
1.2 NEFRIAREER

IR IR RAT RS &, HEEE

UL 25 He o i ok 1 3G BRAR, Bh 2R S 5L

I B OGN 2 4 ) R R BIE 9E AR AR AT 2Rt /N
T 7 2 L B RS B VT, B0 5 — M Bk i 2 4
TR, Lu 2 N3 B T /IR e A A o 1 T D
PR )8R, 357 1 /R e o — b o VR B AR THRCR
BET U7 [ ARAL . A 22 RS R R Y U TR
Zhang % NPV T /IR T S TR R 1) RS 51 A
P, FCAIF e R B BRI g N, R s i 7
R B R B R 2 S, IR SO N ARG AT
NI T, Zhang S5 NP I X A R B4 385 ) S
TS AR A L B € L TR, i 7 A R &
BN, Giih T AE D2 T I S IETHFE. API
H5E=J7FEMH . AUIRE R IR E LRy
SAE L. Yang 25 NPSEE T BN R A4S D i IR A,
I ia o3 B /AN T i ST VE R ARG i R S
SEHGF %A R AR DU R AR T A e
B3 AT R0 G 2 R (0 /INFR T R B0 FH R A B 7 V5, Re
%75 R T+ A B 5T AR BRUR APT I A I 7 T A A
JBIRTTZ TR I T /N v R 25008 B A 5G4
HAAE 2., TR T A R LE B R Bk
BIF 0 G 1 1) AT 2 5 M 3 /NAR P o 1 0080 22 4,
SR X LL A 7848 H 10 23 B 792 3R R 1 1m) /N R e 1) — A
A C T AN IWIRe

Wang %5 NP RSGH: T /NP P RS
v R, B T 1 )N 38 S R ATAESE TaintMiini.
LA 1 A O B (universal data flow graph) 25
g /N v % o 288 2R P B804 s e B R TS R R
s 18] () 9% R R N R A [, BT R R
77 BN 7 s VB R R SRR 73 A
FAR AT ARG FEA R, HAGEER T JavaScript X 3
R BT5 RER AL 3R, T ME DX 20 06 R AN [R] & 1,
F 3% YT A B AR B RS B A R Li AP
At TaintMini £77E 1) 10 U T S50k, 32 180 23 A
HEZE MiniTracker. MiniTracker $2 H 1 — 87 i &l 4%
¥, FRAEMRAE 7 ] (assignment flow graph). % B 45 #4 G
% [X 3 5B EE JavaScript 3T R IR B, #1575 5
RIS R E RS . 0 AMZ TAE 8 7 35 £ JavaScript
TS ML AT SR IR0, W Promise ML = A= 14 5 20 B
WEE, BE— 5T T 7 BOR.

R T AR S T e /NP PP AR DA RS A AR RN

3


http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

i E RSN

http://www.c-s-a.org.cn

GBI, Sl TAEA SRAFAE ORI st 23 |). — T
[, Je A TAEXT/INE P P AE B2 47 A A& 3L 40 #r
JTVETE B AS e B B s G 2., 1 R T AR AL 1%
TR F W, 10 240 T M JavaScript 18 5 A 4% 7K 1 1]
£ (closure) AL FE T a7t TAF#E DL ve Ik ek 204
FH 30 0408 38 2 A 0 R, 3 B T I A P SO R )
HRT. 55— 5T, ST A AR TR B NR P
SR T AN T /INEE 4 R Ik ) A B AL, TR
A DL T /NE P FER . X 33T et L
A TN REE ' E R SS RANY E e S SNTTR ¥ N AN s o
A0, WA AE ) BBURERIE W AR AT D, s i 1 2 S
AN

................................... [c Y
E 1 module.exports.post = Function(url,(datd) { 1
2 return new Promise(function(resolve

b 2o wx.request({ '
S url: url, ,
5. method: "POST" ,
G idata:_data,; i
v 7. success: function(res) { 4
8. resolve(res)

1 9. } '
' 10. 19) ]
p il 1) ]
12, } /utils/sdk.js |
______________________________________________
............................................. !
! var t = require("/utils/sdk") H
1 2. App({ !
V3. onLaunch: function() { '
V4. this.sdk = t !
: 5 '
16 1 AR L A T RS /app.js E
ITTTTSTTTTTSmSmmSmSmSmSmSmSmSmSmoSSmSmmSmmmmmmmmmmmmm T mE T 1
1 rinput bindinput="putNumber"” ]

v2 placeholder="iffffi A\ FHLS" type="text" /> ]
13, <button bindtap="toSupmit”

| 4. data-path="submit">

15 R i
16 </button>

.............................................

b)) !
Eitrlhe i) /subPages/fillout |

1 var t; H
V2 Page ({ (1) .
'3 data: {}, ,
' 4. onLoad: function() { H
! 5. t = this '
| 6. B I
V7. putNumber: function(e) { ]
' 8. t.setData({(number: e.detail.value)}) |
V9. b ,
! 10. toSubmit: function(e) { '
' 11. var base = "/subPages/submit?" !
12, wx.navigateTo({ !
H
'
'
'
'
'
'
'
'

o /NREF R BB 2 /NERF IO IRIZATIN, /)
FEFF E AR PO, & S5/ NP WA %454 /app.
js HIRL AL BRACRS T 4638 4T % B AR BUE I require
RAER 51 7 ANERRL SR, T iz sh A g b e ST T

4

2 F=HIHr S0Pk S A

AT I8 — AU B SR AT 1 8 B R R
A D247 9 P T W 7D R AR B . 1) 1 o 17— AN
T2 i B U HOR SR AT AR, e T R
FARE S (G5 P75 AN ) . N DRI R . %L
P A T T B e DL R B A N S B RS T T AR . L p
RS N I AR S T/NE 7 A, T4
P S DTS B DL S S A\ 358 T T B AR AE T
IR T B e R R BAE R R AR
BEHARR, IR R AR IHE R R/ ME P ALEZTE 5 WXML
B, o AER = /N 7 18 5 )2 15 5 JavaScript
AR,

<view bindtap="showContent"> '
[REASTYN ]
</view> ]
<view bindtap="navToFillout"> ]
1 Bide :

'

'

</view>

Page({ :
data: {}, .
showContent: function() {}, !
navToFillout: function() { '

wx.navigateTo({ '
url: "/subPages/fillout" '
b)) i
'

'

'

'

'

<form bindsubmit="confirm"> '
[<textarea name="number"

value="{{ myTool.addCountryCodg{numberly}}" />

TSHRINL/button>

<button form-type="subm#
</form>
<wxs module="myTool">
function addCountpyCode (raw_number)) {
var formatted_phone = "+86 7 + raw_number
return(formatted number]
}
module.exports = addCountryCode
</WXS>

var sdk = getApp().sdk
Page({
onLoad: function(options) {
var number = options.number
this.setData({
1,
confirm: functio
var data = e.detail.value
sdk.post("***/submit", )

e /subPages/submit

KA NS AT

R IE W 45 175 3K (1) B 44 oR AR R AR 5] Nz A AR
Ja, I APP BRI e BN RV

o N THIBATH B, /MEF R B B e iU, #%
12 M/page/index BN H TUTHIAE INE. A H OUH H E X


http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

http://www.c-s-a.org.cn

i H AR G N A

TARDIRER N E. 2 H P S B DR B 1
LS5, 0 DU 1 navToFillout J7 ik fil kR, 1%77
womilid N B APL AT T 844 J9/subPages/fillout
R ECHE SR DT BR T R R AL TN T
oh, DRI /INRE PP HE R 2 il R B . 4 - En k5
FSUG , /NRR 2 B 4 B HCH R W B DT

o HHE WSS VLT S AT M Br. s WS LT AR AE
— TR A AT . LT B b T 400 S A HE £ [
() F- T 0 3R R s — /N PN, SR AP 1) 3 A
AT, BT H P B BUSERE. 2 P %L
P EF, N A B bR S @ A5 B A L E
W] B Y P AR IR A 2 5, toSubmit BRI
WOR . 1Z R BUE T 3 B API 33 21| 142 N /subPages/
submit R4 B A 5 5258 T b, HABURE s N P
HE 22 DL R bR 5 R @ 1) %47 A% i B B0 A S A
T

o HIEHHIAN 512 T 24T B B, 48 dE im % 2
BN SR JG, 55624 )Z onLoad %L
H 20, FiE L setData R A, 2B Fhr5 R
O & AT 2 i 2 2 T AR . B AR
JZ il i E bR S @M AE R A AT A AL S R
PAE DU B PR S P SN RS, R
I E RS A @ AR R AR B L S R B T 8
JZ, fE NE confirm eR L H . 4 it — P i@ B A5
NOWIEFE 4L N B sdk.post R I RREH . Z KL
SR A 2 /AN R S R 5| F I A p e rb g X
(1) R 5. Hdi gt — P i B bR 5 A @I AL R % A5 e
S EVE RIS B N JZAE s, i 2@t R
2837 1 wx.request KIEZE L%, 52 MINERIE.

IR AT U B T AE /N U B R AR T R R,
5 2> PRk AN [F] AR T S BN, BRI 5
M S Z R P DU AR R . B R B IR
DA B 5 A B0 . A6 80 /N P U B i 1B R
e 0% 78 7 X SE AN [R] SR A AR s I AR T AN [R] i R
BT /N ARG Hh U B AL R R AT B Bk, AR
G BRI 43 BT D7 12 DU R IR ) 508 RN
(R RBURRECA , SRl /N e ) BRI WS B AT e
KT HRiR, FARTT LIRS 9 DL PR 7 T

o BRA% 1: BUREIE AL RREEAT I B R ATIS LA (107
EAME LA OB BN P Hh R 8

—J7 I, /NEE PR E 2428 1] () AN [R] B 6 A8 AT

FFECT N A W, o AR S AL S
WEZTHULERHZE. HTHEESBHEET
AN G ARG 5 S B, XF  2 HOHE IAE A e v IR
R T A EITE T A R . X #5 I %L
I R 2 T ) 75 250 /N e A D P 3 4k 3 1 it TR ) A7
FERAEEAF AT 9 B9AS [F] TUIHT, DA A DT A 1 5 Ak o .
MNP B RRIE S 2 AF H Y JavaScript & 44 bR L
30 /N R R ) R T R HE. ANER R R
TEAE 2 T FARAL F 77 XA [R] R B 44 R 38 — 26 ek 2 DA
(7] A2 FH A 7 A A, 53— e ) DL s 5 0 ) O 2 fe
H. 58 BREOCR] DUE— 28 73 9 A [ B He 1) A i A 3
PREL. UL 0B pR2 . 530 APL [l eR 2, H /)N
TR HELLIZ AT I I . HEAR R A [F] B 44 e i 7R A
RE 8% 35 B s /N e vh 080 R 0AE 1), oo U B 118
BRI R+ . SR JavaScript SCEFHT— 2% R HL
(first-class function) 4 1 0 Vi L2 i 44 bR A0 7E /N T
AN [F) 23 6] IR B, B R M G 0 7 48 1R 29 i 1
A,

FAN—TJ5H, INEF YK T JavaScript HF A ELAE
P AL gm s 5 i — AN RS, T JavaScript
Xof P A0, 1 ST B ) B 70V R s B 548 el A F 3
g & A, FEAN [FE A 18] = A 7 A B i 8. X
TR B I BN AT D9 EARHD o I A i SR B IR R &R,
T A 188 T T 1) 25 R0 ) P 5040 A st O R A TR SR T /)
B R FETZ R4 R E, IMEAEL T IRER
AR AL NFE FARKS s D 3R X R A A
HHE I 53 B Be % X 23 AN [R]85 T IR 1 AT O
AT R BN AR B 1 8 58 o0 3R S I8 I 40
AT, A DASE I Ao A FH 3 ) B e .

o PRiK 2: T N E ) BALHIE B H AR ANE 1)
ARSI E A 58 4, 3 — 0 T BUBUR IS W R AT ksl
S5 Rk

N T ORBERELF ) P ARLS, MR R T B
1, 38 PR A A e e A R RN SR ARIE I B 2. /N
PRI IEAT B AN N4 6, AN S RE 5 D Re p fil ok 2 J5
Py N i1 SO NA L R e [ =0 O RANY 4 S )
e 5 P AN e SN AR e L I i, TR T B
B IS T/ P FH P BERL BRI 9 D7 AN T 1) /N I 3,
T AE AT HME LLR 18 B2 /N P 7B B BUR .
TR I AT AT B AR AE S S0 F - U
AT R, WE 1 S0 BUR B AT AWCERAT v

5


http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

FE 8, DT e . R el TARSE T 5
FH/NRR 1 32 8 FH P 0 28 /N e 14 1) R BEOR SR BI1
B INEL, SRTTZ 7 1R T RN Tl 1) o3 dr . /NP1
F N BERE AR . mER R R U
ENFREME ST RIEA T 8, DR ME LS 24 28 .

o — b R TR B AN, P S NRR T B A8 BAT
JRA R AR T TR RN E. UL B3R &R 2 AR5
‘w5 FH A ko 82 FH T g i) T B, FLE RO A P Sk b
A IE 5 2 77 A A8 HAT N RAEAU R AR e 1 HR A
SRTTILA 1) UL BaIR R TS TR IGERNE T
AT H IR ZE, RINAE T H ok i iRl /Mg P
Ul #4F. —J7 0, MEFAEARH T 5% 8R4 F
1) U JE G4z 0 (a5 8 7 Chromium Webview
PAZEY), AL SRR S8 B sk T A ik E
BN HT/MER. 507, RE/DEF IR SR
7 UL @tk O, A HAAE R m A ks E
()R . A SCAE SE B o 7 b R B 3 S /R T g
RPN P UL A & B3R 1, 4654520 A T H ok
R B X4 FERBUNME R UL A 5 1E B

3 JiiEBet 5

BT 58 2 W Al AR A R IR, T 1] /N R A
B WS ERAT R AN L T 25 R M /N e AP i A
[F] BT 30 S BB AL, (R 25 B e BN Y T
ENASINFMLBS 2 M JE BB K520 D9k, AR STHAEER A 2y
Hr SR AT NN PR MRS RE B SR T B
SR A KNP BURBERICERAT I N T, 125
AR BT RANE 2 Fow, ok EEAE T E
FL B, R A A I R /IR P B RA A 1 U0 A i, LA
RNl B/NER UL B3R R. PN B A
A AT — B BUAE M I /N R P SR A0 A% R B A 1 [
I RENE N 5 — B B B SR R T AR SR A 25 2 1
Ja — B BUf A B/ NE P T R R E— 2P e B AT —
W BUR S 1R /N P U S Hle A AR i A LR PR U B
.

o /IR BSRL AR AR U B A B BUI AR I AE T
N/NREF AN [ B e S T (e R T
A B B AR OB A B0 Hodfs 1% 4k i 4 LA
Ti AN P A UK (IR B, ASOR H AR MR
AL R UL I /IR e BRRL A 3 3t B ) A B =
Hrid REAE S, 70 R BRI TS0 A« T A 48 23

6

DAL A Y3808 9 A 20 . B Bl a3 0 T i S )
RERF 73 T BoR VAL /IR P N5 AT R A5 2 R0
AN [F] B 4% R B LA L, A Le S Al E D /N
AR AR I 1 P R ALAE 2, R 55 TR
VA P8 1% A0 U 2 B T A 8 2 A A R A e 20 A
(oKL Al b, 38 3T 7 A DTSR R A R AT R H
T Y KA A R B AR 5 A SO R M R L D
AN FHICT (R 44 A2 S SR &R, R T B PR
SN BT B i o3 M 5 O R AR, A0 M I AR R g A
ANTEI A PR DRI 4, A RCSEBL T 54 IS Kt
I

|
|
o | ®
INEN t§ ~O 3%’ =9 2
(> |
|
|
|
|

N ‘} Bt GUmE A B A
[
\

o VLIRS

|

|
| s |
| | L MRS
FR-TEEN
| | ULFH
| | ™
| A T — [Q
UM FE | e oo gy | THURA R
} } } Joiee UL (A= 3 ’ )
******* |

BT AR UIAii J& 22 o1
@Elﬁmﬁim%% -y }gﬁﬁﬁ
| OMERFULE SRR

B2 /ER BUREERCERAT A I B A R AR T &

o /NMEFF UL HAIMLRER. M BU/E HIAE T H
Ul B R R B M S AN 5 R8T 9, 2T £/
TN 1 YT e o a2 W o 2 IR S RANY i
FEAT 7 BRI — W8, SE i T 1k i 5)
2 ) UT A R AL 5E 45 2R IR ANy UT 2416 5
2%, IR E R T /NE R UL B E SRR, F T
INFE P 1 B BRI ABAT 3 P B R T I A e AT I
A, T T (0 5 AT I R R E B UT HAERR, %
PR FH S B /N e B AL A FR A B A s e A v 4R B
A5 UL AT IR R BOR R 1E S DR
UL R R IE T 3K W U A Aot il My 1
BRI, 76 AR 2 A D T — B B M i
i AT RSB Dy 4 T PR/ e B AL A FRA 1.
3.1 MEFRRFAERRENE

QOHT SRR, T 1) N PR ) RO ACE W SR AT v A
N7 24 B 5 7 /IR Fh s AN R A B e 30 Fr i
0 B A, T A A 7R B A2 1 R 2K D Bt I 0 A 1t R
THRAR. DIBEASCES & T 2 MR P A BoR, 18 /)


http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

http://www.c-s-a.org.cn

i H AR G N A

FEFF AL — R RS 25 B R BOS R i g
F B AL AT HE U B, DA /N e UK WS SR AT A
WM. BARTE, ASCHE S 4 & /NP AN RIS IR A i J
JI5 B RSN PP RE 2R 45 S, M T RS L
JZ51Z R AR B BB I 132535 A SOR s
R 53 M 525 R A H i A P T A AT D DA B e 48 11
H b U, R 7 DU R . s, X T rid R e
P A IR B, A SCHE T JavaScript £ HISEERE Uy
Horp i B I 2 T BRI R, TR T S
PSR . E3d 3 Al G 3L RM K TR
B AR AL I
30,1 BB

INREFF FRAFAE 3 RRHSR A, 2y Sl N AR B
TS o AL, BB N PP 3T
MIN B, S SCT/NRE e L ) 2B i e 30, (RIS 3R 43k 17—
B4 R 5 B ATUR AL Dh e, DT & /N b 2 A TR
AR, DTt A B S P AZ L 552 . E E CAAE
A Hhe DU 2 /N P oo T o — e AR A R LA A
LA S AR 5% 1) 32 4 BEAT J 2 A SR JHL v D B
i FACRNE S 2 4, AT A 5 DA DT IR B 491 240
VIR ) B A 77 i, ARy B AR R
{0 32 o) A 3 5 i, Ll AL R R D A
JiiE.

U BRI R AT TR T ARSI T 2
IR B, 70 R M SR AR A B B 5 2 i A SR SAAT B BL
FESR BT AR A BE, LTI B2 5 A 24 RiT 0T BT 5 )
5 R, nsE SO AR dr A e, 8 U
UT A 40 2 b B LA K 51 N 2% 0T T P 21 9 Sh B B 25
FE BRI ARAL B BU B, DT 2 3l i /R Py HE SR 2
1) Page BRI HUORIEN Z BT, Page B HE N — 1
JavaScript X SRAEAZHL, A SCREAZS B &FK 9 0T
DS SN TRE Py e Sk N = DA TR R o
NG R E B R O O B R C R PR S S WY ipE S
T 58 B8 i 2 e N A i A AT B B, AR 0
PRAEAEAE U 2E Ay S R 0 U1 SR AR BE R oy e
SC, T 8 bR K T /N P HE 2R3 11 1) S 0 R L, A
BEHARRS A B T . E TR B R O K
EZCEpi g g RN PRNITR 8ol MNESE (AR SRR S
A7 U A SO0 T 4 bR B 2 ) 45 5 B3 DT AR
HIPAT AR (S 2, AR STy 4 b ddt DT 42 A 2
AREZ P B, 73 F IR0 HHE SR 6] (1 570 B

H0 55 p s i 2 o A .

585 1 B BO M BLUTE SRR N FR S it
I 12 il e P O A R S AT . A
AR 2B BT B A4 R BOE SRR S i R IR
79 2 LT S B KL Page 1 A, 2 10T bR OB B A 45
R, ARG A A DU M G onLoad &5 & P45 )
F47 B K, TR DT R A A YL UL S [ i R RS

T3 2 B BE3E T 0 AR i A 5 BN EE — B BoR
9] FA) B S0 B R BT RO RO R BRI, A
S I G A RSO A A N 1 pR BRI
FpHEE ZRKF DT T 2 i o F 2 O, A 0 DD A

BRI B AT A6 5 2 Yo . DT R B AR i JE AR
ITHBOE S KR APL K aiE T EZ RS0
APL X2 730 APT 2 VE M = 20 BT 1 [B] 3 oR £, [ tt
FEHS 2 B BUA S LA A0 i R N 1 R B0 A i
Mg, HEIRE I R B AR TE APL A
FAAT 9. T B AR BT 5720 APL R, AT
AR T T A= i ] SR AR A L I P S 202 [l o e B0 4
FI| T 28 A6 1 1 T T AR B O . AR SO 1 R L AR
i JE N 1 S D 0 42 I I O i 1) T ek 2
Page W Z J&, WP H a1 DU TS Hds il 1.

AN, TUEE R /NRR P i — b 2 L) UT AR B
B, B 2 [RFAE SR KBRS B, TIX He 58 A
B EHARE M E 5B 2 2 RN, s kg
I, /NFR P HE B2 208 F P N 1) B ol i 2 Ak s 4
BAREN) UL SRR R 5. 1 9B B E MBI 2
J&, AT LLE i 5T E M X R setData R AL, 5T
H s 8 I % R T 2 5 s B ZE L AR
15 /N7 A Hh 4 PRI S5 KT B8 7 WXML ST 4
TEGB BT AR P U1 70 A B AR A o 5 LS B it
FERE ARG AR 1 B, 0% filb N 2% i) 282 1) A i
Wi, TR T e Ul AL B3 RAR TR 1R
ol v 5 A5 B AE T T R g iR I DT
il .
3.1.2 LA

ANFR P AR AL S 2 AN DU . RS DU AR A2 — A
M7 AR B, 47 AN [ (0 %08 4. AN [ DL T[]
A B A7 TE RO 22 B.O% &, 1M % DT (M 0Hs <2 HLE s
VLRG0 AT 0 0. DR L HE B 20 T DL THT 3% 4056 R B

7


http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

TSP A /N EE P B RO SR AT A . A1 38
T PIAN B Bk g D e 45 1, RIS AT 9 R0 5 A
BRAZ I M. AT LA 1 S8 1 v A Bl Wi i e 1ok
BHZ D M iRE.

ORI B

U A A BT B obj.onLoad()
¥
obj.onShow()

v
obj.onReady()

obj.onShow()—-:l BATH &

obj.modelView(obj.data)

1
| i obj.toSubmit(e) i
5 obj.putNumber(e) i
obj.onHide() «—— p H

...........................

obj.onUnload()
3 BB E R

AT S B T AT — 1 S IR R 1 R A
T TH] 1) % 46 PR O BR . BR T DT e 4T D 3 S AE DLTHD 1)
Ae iy JE I R T AR, TR I AR ST DA A R R 0L Y
GUTHD AR i AN 10 R g e e, 1 T A R 1 A PR ok
P TS #AT 9. R 2 B I e AT i /MR e
% AP S B A S i B0 4% ) U ] O A8 2% E
APT [ FHAT 2R R0 LT % #6147 g . i 3 x40 Wi
A8 ULTHI 4% 1AL 1R 36 15 B 8 B2 1R ) toSubmit bR A1 i
FH, 3R 501% pR EO wx navigateTo % F AP 3 .

FEEAR LGS TR R 5 m R
DL 4 B e R S 4 B A5 o A oAb s AR
BT T U B8 B A B PR AR R I R AT R
S T B 2 B AN B APT 1 FH A s ) 3t R 531 5% Eh i
PR AR R 72, BB BB I 31 74 J O B T AT A
Sy BT R Tk — A A P 5 R R B U P A
T TH] AR R %A% A% 2. 7E toSubmit pREL R, i Xt %
H AP ZHUH R, i B BB url JE VR E
X HTHIFAER &, i B EE iz ik A m)
AT H A BOE R MIB EE B 13 1T KA K base +
“number="+ t.data.number K/~ I BATHHHZAT NI, 53
AT 5 32 38 I B A RS S U e M Rk 5 base+
“number=""1 &5 I 75 B H E“/subPages/submit?

8

number=". I X 1% F4F BT RS LA TR B S
A B A% 21 4T R </subPages/submit”, G 1
HHE i\ S $E A DU, DRI 1G4 B st A2 78 508 W 4 T T
ANEGHE R N5 B AC UL THT 2 (RIS A 0K 2R

ARSCHET FIRTTVE NPT R 1R ) 1) T T A
WX R, BT e . i — D, AR SCEE T
e At P T LA AN [) DT [R) ) S e AL R R AT
3.1.3 B AT s o3 B

NFEFP ) 32 BE 4 T JavaScript SZIL. JavaScript
() AL AL A A 45 i 1) N JE AR PR IERT DAL 0 1) FL Ak
AR R AR &, PRI AR T B AR S B R L. A
SCAE SR /NE R AR BT K B 2R A B B R,
AT b i UL R A FR) %5 A FH S5 VA A o A S /N
Fr e R U B R AT v A SR

W5 A SR AR i S — BRI A R, Joik @i e
KN 5 R B A ) AL 4 BT, — D7 THI, AE JavaScript F2
b, ANEIE T B8 A AE R A4 AR & /N AR
AL IRE AR, (F15 7 4442 & 1 IR 5
WL, A JEAE I Srb A B ) A R DL SR 4 IR AE 2
22 P U AR B, O RS A FH 3B R 40 BT RE B8 A Ak
X 73 AN [R] 4 F 38 1 7] 44 38 5 5 4 0] [R] — &b 75 .
Fy—J7 1, N EBAE F0RT DL [E] i ek A0 R AR B S AR
BHATERSBS S MERHBE T B T AR
ANE 380 B 1A% B, TP I R 2 B A S B 2
AR g 75 B BT AE B AR 3. o SR AR = R B AT A A S
PN AN A T S B 7 2R B R, X 138 B R R )
N4 A R B ik 22 1 BUAT Dy T AE A R 3R 5 E
AR A RERE AT R I R XL ] BB R AT .

A S T e S A P S AR 1 il s A P 3
HIBRE IR 2 BT I L. 1% 751835 T JavaScript 18 5 HI1E
BN A RAE R AR B @ S8 R, BRI S,
A PSSR ATL SR A0 — Al e A T A0 1) A AT O 2. 24 0 A
AR AR —ANE R R TR AN AR B UG R AT A
(B S5E R, B S LaE R Ekiz%
B UL R S A E R R A B W, il AR
B2 AP EAE R R, — BELEIT0Z A L £/
T iz T2 A B 3O STV E . 24 40 B ad R AE 4
JEFEAE S 4R 2 T A A4 A, RS AR AR
AR FINE S S T R G5 M R R IR E G R,
FEAAFNE R AR S 8 5 T EE R
B R % A2 . AR S R AT 8 s X A A R A S B


http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

http://www.c-s-a.org.cn

i H AR G N A

AR S A B I
3.2 MERF UL BaiIRE

ARIET AR EN R 5/ E AR R B RA
AR — WL T 8 S AL SR 3l B 1) UL AT J
BURRA/INEFF UL A & 10775 1207 5 Re 8 K =21
2 BN UL AT & FE A8 5 ol b 22 21 — M %% 3l i
UL A FniR, FF4 H B T 06 # 2h i /NE P UL Af =
ANFEHEAE BRG], PR S Sy R 38 L. A, N
FF 160 B N ARAT 38 5 £ B8 A DT PR e AT Ok AR,
1 L TH] R % 40 AT D9 38 5 BRRE 8 1 UT Sl . DR T A
SCR) F 5 AR R TR /N T B R 4R I R ) UT 4
5 GURN 4947 D9 2 1B PR 428 A0 DR B, TG o 285 5] 5
/INFEFF UL RR SRR, B 4 JoR T %7 8 R 0 TAE
2, B8 T % ) 5T UL A R 5RO R P
UI #244 LA R R fln 5 B8 S ULIRE ).

| FALITEB MU T
|

|

|
| |
| N | 1 FRRE: % ‘
|\t UM (SR UL PR |
e
7777; 777777777777777 A4 ————————- 3
[z rFUI I

| |
o P )T

|
U PFRAIER T2 EUT4L

|
Iy

M FTUTE K

uUrgift ’%
FIERRUI

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

4 BT UL AR R/MEF T RINE0T %

3.2.1 ULAJRFENRE ] 518

Ul B 3R R 2l R o AN E D RE LURIESN &S
I3 BT ARRSAE 55 3 0 R T B, /2 Ul B 3h iR
L H AW B R I UL A J5 3R 50 U B4 4.
/INFREFF I UL A /M5 B 515 5% 3 N H — Ffad i
W AR e R (H R AR SO R R, ANE AR
Ul Wit Bl S54& 58 80 B - AL, —J7 T, /ME
5 G R sh N AE UT 280 T 46 A [H] 1 2R A
S, BIEATER s R B e &% 10 b b 59— T,
NFRFF ) UL Wik B 783 B A P F% 3l B 11 b o
BERNE?, RINEA R L 2SR N, A3
BT T UL RARE S 5E8 5%, Hix
o AE A R AL Gi 2 2 B 3R I R & UT Af )

Bl R IR hisc & B —fk UL A RE &, AT
BUI/NRF UL il k.

FUAT &, A7 7 Monkey™”. Droidbot™!
DA S Stoat™ V52 AR FLEA 1) 7 Zx B8 3 S A UT #E4T
HaMER R . ARSI EAE R R A2 R F 22 52 0 1AHr
(ADB) 3l A 3R UT it 53 180 B I 56 ik FL X B (14 A =)
& 5., BliE it “adb shell screencap -p path/to/save/img” iy
AIRECH T UL AR, LA S “adb shell uiautomator
dump/path/to/save/layout” iy & i F % H. R G HE L1
UiAutomator™ T H A f# 4 {7 UI 444 & {5 5. A
SIS BRI R TSR AR SR8 B N AR R
THEINE T KREINIS UL AR, 3 BRI A UL #2440
JRfE BT UT #5 E hAS [R 6 2 TR g AT AR v 56 F R4S 3
KT R HESL YOLOD i i 6 448 HE 47 )11 25,
MEBIFRCH UL A g 2] UT St iy, i v il
AN UL AL 45 R 55
322 HREEESH ULERER

2 UL MR ER TR A5 IE# U /NET UL
HIFE A I, A SOKE R T 6 NE P 1 UL B s R 2.
Ul B3R Z O B A 2 T — 8 I SR 52 il — &R 51
UI &2 B8, DUk S A AN R D g, SR A SCaT BL
SREX T3 %5 HEMER UL AN [m]45 4 St 25 P28 HAT A,
SR Fe 2 7 AR ROR I UT IR 25 18], BRI HE LA ORAIE 73 A
B TR ARG A E SCT UL A B AR &R
REAT RAE R, DRI A SO FH ZNER e 8 S AR TR AT
5 ERIES UL IRE.

ANFE T AL IR 84T il A B DT ) AT
R AR, T L TH] A #AT DR 38 8RR 22 1K UT Sk
DRI 6T T~ BE % fis & /NP R I EAT A ) UL F4F,
Aab T R B 5 T AT R 2 T I 2 A A A AR O &R
W 5 o, HgeoR— AN 5K UL AR JR DS L
FRAARY. 72487 UL, B 7 R AR (5 Bk
B RIS, H 485 (1) navToFillout B 423 4 .
A navToFillout A 11 3% il i 2 18 F wx.navigateTo
BRI 2% R B /NI P AE R SR AL 1) 2% b pR B, 2 PAT —
AN U R AR, DTG AT BE 22 INEVME 7 1AL, A

S A R S AR 2 R A UT 0, R e
ISR E RV LT @ 45 bindTap, Hoxh v —
NP R e, A it — DR R AR R
2R 2 iy UL I O BAE AR A B A


http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

<view bindtap="showContent">

mfEES

wx.navigateTo({
url: "/subPages/fillout"

CoNaus whellouswne
'

K5 TEmlikeoe & 0 UL AT AR

4 SEIGPEAL

AR NF AR ST /N T B A AR AT A
TEHEAT RGBS . S X A S T v R
ANHEL, BI/NEE P B AR R M 5 /NP UT EH 3))
TRERZR B B R AT VA, I 5 2 A G AR 1 7 v 45
FREAT R LE, R B AR SCOTVE A O S AR
4.1 XWIME

ARSI I N B AR PR I R i AR IS AT
fE—HMRSS L, KRR 5SS R T #1525 N
Ubuntu 18.04 LTS, CPU 5 Intel Xeon Gold 5218, A%
A 4.15.0, F45 2.30 GHz, WAEK/NA 211 GB. i&
1TH) Java AN 1.8.0 201-b09, Python il A< 4 3.9.7.
M/NEF Ul B IR RIS R T 7 2 LR RS 280
B2 ANEFHERS . ALEE T — &9 FHL,
HWNAE N 12 GB.

4.2 IINHIEE

H T EFT A /MR h s NMEF AR 2,
HASCT st FRUE NER - &, IR SR
WUE /NP L AT DAL AR SO i B A [ (0 BoiE 4R
AR A SO 2 DL R T B A k.

HAREE 1 AT R/ P B E AR i 26 T/
FERF M0 7 TARPHE T 38 B/ N 5 Hh BB 30 1) 7
N T RAIEF T A RO, RN R A T RS
WE4E, FISRVPAl iZ 7 i sE bR s R 2R 4% T
Wt N LHIER) 65 MG /NEFP, HAh 54 A/
FEFPALE T — MBUBEIR M EEAT A, 74 11 ASDNEF
AL BB M FR AT M.

R AR 20 ARSI T SRR i B A 4 1 A ds
8. RSO U R B AT N TR 3 1) /N 7 s 4
FEX T6T B, FFAS BB 200 Bl B S thE F A /N P (AT A
o1l 2% B0 SR AT A I 2 /N D A S K

10

7R TNIRANY/ Y5 i ) N = VI 1 B e o N s 2 SN
S /INFR P o PP A A SRR 1) RSB WO B AT s T
R ARSEAE DR & R R IEE T 7862 4~/
FERF, Hoh A 785 AN /NRIF B = g 3 5 8000 B
SCHTEER . ARSCAREE T RIRM 7077 DNSNEFAE R
AR S TSI VAN ) B S /INRR Y A AR

43 MEFRIAMEBREMEESITG

HRARTTERIEAE | AR S et TAEM
SEOLEAT L. BT S, ARSCH R T RRT/NE TS
A HT T 3R T/E TaintMini 5 MiniTracker. X 5§/ HF
FCLAEAR T b A2 30 ik B H T 1) /AR RS R AT
R SRR B B, A i TR AR HE T source
5 sink WA E S A SCHEARAE BOX A T H BURAR
i, AU S5 B 4 1 H/NRR 1 I B SR B R LA %
USSR AU T B E.

SIS RN 1 Fros, i LA 2 TaintMini 14
FRILF) 83.3%, {HJE H [ AL AEW L F] 18.5%. H A #r
RS B 2 A TR S B R W, T R
THEI RS NF] TN 83 FN . 4430404, TaintMini
W iR cE 2 4 NMERSEC D) Heg T —A4
AEDGE RS ) 2500 U 1), 3k PR A T A 3 AT A 3Rk 5
RE 77, O T4 GV S5 46 1 o A i R 0 TR R, Bk
T S A [R5 A6 R A AT S R 1T 302 T LA AR B B
2) TaintMini {¥ G819 7500 R OB EREURE, T Joik X 4>
X ISR P, 2 — PR ASORURL RE 1 B 18 R T V2
3) TaintMini XJ /NP & UL JavaSeript DhREHRk = 2
% 1) DG, Bl 0 5 25 8 FH R 228 {4 I 1K) Promise ML
%, 4) AR TaintMini (RS 58 BB A BAIC, 40
LT H PR 0T 5 O THD U B R 1 SRR AR AR AR
HIF ARG, 1 3 — 20 3 B /N 7 o B s
BFR) R =2 BBR . AH5S 1 5, MiniTracker FIRE R 3R IA
5] 89.8%, 1 [ FILH T 81.5%. 1 A T BASHIH
EF| T 90.4%, BEIZIEE] T 87.4%, fE =FHIAF T
U ROR. ARSI 3 — 20 3 M R, AR SC T R
R i A B T S BB ER 7 i, 49110 obj[prop]
e 0GB MERAE, A SCRERE IR prop A8 & X B
BARJE M4, HETREAE 73 BT X K05 36 5 RN iER R
G UE HEAE. RANAR ST R T IB BRI NER T
(USSR, DR T AE AR S T MiniTracker REWS 24T Hi 4L
P AR T 2 U B M BR AT R,

BB AR RAR AR 2 PR AR ST el LR


http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

http://www.c-s-a.org.cn

i H AR G N A

S5 AT LR BT ARSI AT — 25 1 5258 43 b R
TaintMini 1.5 ) ST I 576 B B AR, HLAE 70 7 B S 7
INFR P B 2SR R A, DR A ST B8 SO AR S T R B 43 b
RCRFN MiniTracker HEAT T X6 bh. ANSEEG 53 T /MNEF
S FH A i LSS ) OB, RIDFE i N i R
U APT IR [l {45 5. % P i N BRSO, A
KT Jenl TAEYRRAI 7k, RIS A A
S SCATE A SR ST B P N 2 7 S BB
X T AP ASCE N T8 S IR B SR,
T 27 AN K P BRFAR) APL, HARTT LAy N R G S
WREE. MEE . WREARFEE, I8 5
HEAE R H P AN AAE B DL S A 25 2 1) ek £ 4 St
6 J5. X T HUBISEEAT NI I E , A SN A 2 SR E
P 2 APL K 3% %8 HIRE W, AT A AR L OE
S, DRI A SR 5 A5 W 2818 SR ARG APLAE A
WCERAT NN T AR S 638 3o 8 B SR 254 TR 30 15 5
WCER N 1 1 % A% SR R R B A AL R AT .

F 1 AFE T ELEFFEIEESRE LI oA 8ER M T (%)

TH FEHR AR Fl-score
TaintMini 83.3 18.5 30.3
MiniTracker 89.8 81.5 85.4
MiniSafe 90.4 87.4 88.7

TERHRAE 2 B seae gt Rk 2 Fion. SLie A
B, MiniTracker “F-¥JEREAS/NEF A H 5.69 4~
UK BRI AT A, MiniSafe EYTEGA/NEF K
M 7.07 S BUREARWSEAT A, “FIJ EE MiniTracker
% 1.38 1.

2 2 AN TR AR I R IR AT RS A 1L

TH for B SEYRG H AR
MiniTracker 40233 5.69
MiniSafe 50039 7.07

AATHE 0 RS 2 HBEALPkE 100 NECRT
AT 1 /INFE e T 36 00E AR SC I S B 2 A a0 R AR SCidad
N LA BT i 77 A RRVE 73X 28 /N o R A4 i
EREM. NTARER SR BRI 741 NMBUBSL
PEUCERAT . AR SCRIH A SC T H MiniSafe A& S Fi i
FE ) LA MiniTracker 43 1) 6 ) X Lo U B Hg U 24T
N. MiniSafe I H T 662 A, HEIZiEF] T 89.34%.
i MiniTracker {X A& 157 H 594 4N, H [H1 2K 80.16%,
BT ASCH 7724 T B 2R, Al it —»
NIt &3, & H A T B I FIRAR G — A 3 2R

R 8 = T RE R TE R /MR . T IX R/ P 5 0
TR R /NP EDUH Z544 . ARRE S50 146
B RNESR, AT E LK MiniTracker #5218 711X
F/NFR P R B R AN 11, BRI HE DA R0 L o i U B
AL R TR 76 R I /NR 7 A S T7 e % R
B2 R ATy, R R E AR 3 5 ) A
S5 A I 3 BT B A RO B £ I BE 44
BRI B A A 5 2K, A R D e R A A B
BET 78 1 U AB 15 2) AR SC 75 ik 1) DT
S HT RE 5 A R 35 T T P B R 5 3) A STV
(105 1 FE S AICHE 6 20 AT R 88 5 B U3 /SRR P o 3
AFAE 5 1R F IR . 1245 RIS IE B, A ORI 2 1)
/NP PP B AL 1R UL I 45 W TE /R 7 BUBR SR I - AT
RO 75 T BA RAFBUR, BRI T BLA TAE.
4.4 NER Ul BEMUIRRESITRY

A AR SO INR T T AR AR I B AT Ge it
KRS TSR 7077 ANNEFHRAE 3717 N IREFTE
HBCE SR S8 T R, BRI S
TEEECH 69984, A A Ul SRR BHfid K Thie )5,
For s Tk i RN 68 882, (/MR R B
BT ARE 98.4%. gk RS Ui B A SCHE H )/
T2 UL A s iR R 7 VA 5k T REs A 2t R /Mg
JFFEIMEL, PRIE T AT AR e L

AR CHE— VA NE R UL H S AR R ER /N
T2 1 SR B SR AT R I R . Gk 45 SR ank 3
7R, 1E MiniSafe 15 Hiff) 50 039 TR SR I EELT
R, A 35015 AMBUBRERIR AR B /MR T E A, R
15024 A=A B/ANEF PR AT SCTAE, A3
Wt UL B s bR R Bl A T B, sEfg iR
S BB B AR AT R B BB N T 42.9%. W LU #,
BTN AR, R BUSREREEAT
Kt R A Bk BT B T A SOMER UL E
BNALARZR 7V 1 06 LA RS2 F 4

K3 BUBER SR OV M E AT A

TH FE R FAF R
MiniSafe 35015 15024
5 4B

AN IR By AR AR A AR, AR
MNAVAENE 5 AR 75 77 Thi i . AH /AR vh U E s

11


http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

i E RSN

http://www.c-s-a.org.cn

8 5 BN 2 5 U BOE T R ) S AN T, E
IR T T iZ AL 2 AR, A SCRET /N7 UK
A CERAT R R X — FH P B AR O AP o R v ()
B R AR SO I BAR SR IR N BT, $E T R
/TR RO B WS B AT 9 P TN PR B A, B ST A 2
Gy BT /IR P v 5 A [R) 5 3 5 PR 5 9 DA% B ] A
NFE T S B AL A SR PR AR D 2 A 3 RS e 2 i . AR
SO ER PR AR B A A A AR T, RS T
X6 B 43 A T MiniSafe. S50Vl 45 SRR B, AL
TR /N U B WCEAT N R 1R T I
TAE, SRR B L 2 4 A B X

SE

1Bl TR T B . 2022 4R BE /N R BRI R R A R A5
https://eguayn27bz.feishu.cn/file/boxcnv3PNaH8LvxYHdOs
M6020Ag. (2023-01-11)[2024-03-11].

] K L3R D 2 A . 2020 47 H ] ELIEG 0 ) 9% 22 4 A
https://www.cert.org.cn/publish/main/upload/File/2020%20A
nnual%20Report.pdf. [2024-03-11].

Li L, Bissyandé TF, Papadakis M, et al. Static analysis of

[\S)

w

Android APPs: A systematic literature review. Information
and Software Technology, 2017, 88: 67-95. [doi: 10.1016/j.
infsof.2017.04.001]

4 Nan YH, Yang M, Yang ZM, et al. Uipicker: User-input

privacy identification in mobile applications. Proceedings of

the 24th USENIX Security Symposium. Washington:

USENIX, 2015. 993-1008.

Huang JJ, Li ZC, Xiao XS, et al. SUPOR: Precise and

scalable sensitive user input detection for Android APPs.

Proceedings of the 24th USENIX Security Symposium.

Washington: USENIX, 2015. 977-992.

6 Nan YH, Yang ZM, Wang XF, et al. Finding clues for your
secrets: Semantics-driven, learning-based privacy discovery
in mobile APPs. Proceedings of the 25th Annual Network
and Distributed System Security Symposium. San Diego:
NDSS, 2018.

7 Yang ZM, Yang M. LeakMiner: Detect information leakage

W

on Android with static taint analysis. Proceedings of the 3rd
World Congress on Software Engineering. Wuhan: IEEE,
2012. 101-104.

Lu L, Li ZC, Wu ZY, et al. CHEX: Statically vetting

Android APPs for component hijacking vulnerabilities.

o]

Proceedings of the 2012 ACM Conference on Computer and
Communications Security. Raleigh: ACM, 2012. 229-240.
9 Arzt S, Rasthofer S, Fritz C, et al. FlowDroid: Precise

12

11

12

16

17

context, flow, field, object-sensitive and lifecycle-aware taint
analysis for Android APPs. ACM SIGPLAN Notices, 2014,
49(6): 259-269. [doi: 10.1145/2666356.2594299]

Li L, Bartel A, Bissyandé TF, et al. IccTA: Detecting inter-
component privacy leaks in Android APPs. Proceedings of
the 37th IEEE International Conference on Software
Engineering. Florence: IEEE, 2015. 280-291.

Wei FG, Roy S, Ou XM, et al. Amandroid: A precise and
general inter-component data flow analysis framework for
security vetting of Android APPs. ACM Transactions on
Privacy and Security, 2018, 21(3): 14.

Gordon MI, Kim D, Perkins JH, et al. Information flow
analysis of Android applications in DroidSafe. Proceedings
of the 22nd Annual Network and Distributed System
Security Symposium. San Diego: NDSS, 2015.

Arzt S, Bodden E. StubDroid: Automatic inference of precise
Android  framework.
Proceedings of the 38th IEEE/ACM International Conference
on Software Engineering (ICSE). Austin: IEEE, 2016.
725-735.

Wu DY, Gao DB, Deng RH, ef al. When program analysis

meets

data-flow summaries for the

bytecode search: Targeted and efficient inter-
procedural analysis of modern Android APPs in backdroid.
Proceedings of the S51st Annual IEEE/IFIP International
Conference on Dependable Systems and Networks (DSN).
Taipei: IEEE, 2021. 543-554.

Zhang J, Tian C, Duan ZH. FastDroid: Efficient taint
analysis for Android applications. Proceedings of the 41st
IEEE/ACM
Engineering: Companion Proceedings.
2019. 236-237.

Do LNQ, Ali K, Livshits B, et al. Cheetah: Just-in-time taint
analysis for Android APPs. Proceedings of the 39th
IEEE/ACM
Engineering Companion (ICSE-C). Buenos Aires: IEEE,
2017.39-42.

Lee S, Dolby J, Ryu S. HybriDroid: Static analysis

Software
IEEE,

International  Conference on

Montreal:

International  Conference on  Software

framework for Android hybrid applications. Proceedings of
the 31st IEEE/ACM International Conference on Automated
Software Engineering (ASE). IEEE, 2016.
250-261.

Alam S, Qu ZY, Riley R, ef al. DroidNative: Automating and

Singapore:

optimizing detection of Android native code malware
variants. Computers & Security, 2017, 65: 230-246.

Lu HR, Xing LY, Xiao Y, et al. Demystifying resource
risks APP-in-APP

management in emerging mobile


https://eguayn27bz.feishu.cn/file/boxcnv3PNaH8LvxYHd0sM6O20Ag
https://eguayn27bz.feishu.cn/file/boxcnv3PNaH8LvxYHd0sM6O20Ag
https://www.cert.org.cn/publish/main/upload/File/2020%20Annual%20Report.pdf
https://www.cert.org.cn/publish/main/upload/File/2020%20Annual%20Report.pdf
https://doi.org/10.1016/j.infsof.2017.04.001
https://doi.org/10.1016/j.infsof.2017.04.001
https://doi.org/10.1145/2666356.2594299
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

http://www.c-s-a.org.cn

i H AR G N A

20

21

22

23

24

25

ecosystems. Proceedings of the 2020 ACM SIGSAC
Conference on Computer and Communications Security.
ACM, 2020. 569-585.

Zhang L, Zhang ZB, Liu AC, et al. Identity confusion in
WebView-based APP-in-APP  ecosystems.
Proceedings of the 31st USENIX Security Symposium.
Boston: USENIX, 2022. 1597-1613.

Zhang Y, Turkistani B, Yang AY, et al. A measurement
study of WeChat mini-APPs. Proceedings of the 2021 ACM
on Measurement and Analysis of Computing Systems, 2021,
5(2): 14.

Yang YQ, Zhang Y, Lin ZQ. Cross miniapp request forgery:

mobile

Root causes, attacks, and vulnerability detection. Proceedings
of the 2022 ACM SIGSAC Conference on Computer and
Communications ACM, 2022.
3079-3092.

-, A T ) /N R B0 A 5 . N AR
Bt EH RS https://kns.cnki.net/kems2/detail/21.1106.
TP.20230606.1805.018.html. (2023-06-07).

Wang C, Ko R, Zhang Y, et al. TaintMini: Detecting flow of
sensitive data in mini-programs with static taint analysis.
Proceedings of the 45th IEEE/ACM International Conference
on Software Engineering (ICSE). Melbourne: IEEE, 2023.
932-944.

Li W, Yang BR, Ye HY, et al. MiniTracker: Large-scale

Security. Los Angeles:

26

27

28

29

30

31

APPs. IEEE
Transactions on Dependable and Secure Computing, 2023,
21(4): 2099-2114. [doi: 10.1109/TDSC.2023.3299945]
TRAE B 7 SCRY. /INEF AT https://developers.weixin.qq.com/
miniprogram/dev/framework/quickstart/. [2024-03-11].

sensitive information tracking in mini

Google. Ul/application exerciser monkey. https://developer.
android.com/studio/test/other-testing-tools/monkey.  [2024-
03-11].

Li YC, Yang ZY, Guo Y, et al. Droidbot: A lightweight Ul-
guided test input generator for Android. Proceedings of the
39th IEEE/ACM International Conference on Software
Engineering Companion (ICSE-C). Buenos Aires: IEEE,
2017.23-26.

Su T, Meng GZ, Chen YT, et al. Guided, stochastic model-
based gui testing of Android APPs. Proceedings of the 11th
Joint Meeting on Foundations of Software Engineering.
Paderborn: ACM, 2017. 245-256.

Google. Android uiautomator. https://developer.android.
com/training/testing/ui-automator. [2024-03-11].

Redmon J, Divvala S, Girshick R, ez al. You only look once:
Unified, real-time object detection. Proceedings of the 2016
Conference on Computer Vision and Pattern Recognition

(CVPR). Las Vegas: IEEE, 2016. 779-788.

(B Tt Sk HE)

13


https://kns.cnki.net/kcms2/detail/21.1106.TP.20230606.1805.018.html
https://kns.cnki.net/kcms2/detail/21.1106.TP.20230606.1805.018.html
https://doi.org/10.1109/TDSC.2023.3299945
https://developers.weixin.qq.com/miniprogram/dev/framework/quickstart/
https://developers.weixin.qq.com/miniprogram/dev/framework/quickstart/
https://developer.android.com/studio/test/other-testing-tools/monkey
https://developer.android.com/studio/test/other-testing-tools/monkey
https://developer.android.com/studio/test/other-testing-tools/monkey
https://developer.android.com/studio/test/other-testing-tools/monkey
https://developer.android.com/studio/test/other-testing-tools/monkey
https://developer.android.com/studio/test/other-testing-tools/monkey
https://developer.android.com/training/testing/ui-automator
https://developer.android.com/training/testing/ui-automator
https://developer.android.com/training/testing/ui-automator
https://developer.android.com/training/testing/ui-automator
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

	1 相关工作
	1.1 移动平台敏感数据收集问题研究
	1.2 小程序隐私安全问题研究

	2 案例分析与核心挑战总结
	3 方法设计与实现
	3.1 小程序隐私传播流图构建
	3.1.1 模块控制流分析
	3.1.2 页面转换分析
	3.1.3 跨作用域数据依赖分析

	3.2 小程序UI自动化探索
	3.2.1 UI布局知识学习与迁移
	3.2.2 控制流信息指导的UI探索


	4 实验评估
	4.1 实验环境
	4.2 实验数据集
	4.3 小程序隐私传播流图构建模块评估
	4.4 小程序UI自动化探索模块评估

	5 结语
	参考文献

