MRS ISSN 1003-3254, CODEN CSAOBN E-mail: csa@iscas.ac.cn
Computer Systems & Applications,2023,32(12):253-260 [doi: 10.15888/j.cnki.csa.009303] http://www.c-s-a.org.cn
O E RGBT TR . Tel: +86-10-62661041

ET 1R FF N\ B Z I B AR SRR UM 4G
B ERW, RS

(REZE AR R A Fd5 P AR 5B, At 210007)
H{E/E#: 4, E-mail: submitarticle23@sohu.com
& E: AN REEORGEY 3B FE S E UG R, O T 545 2 52 28 M1 — i i ACRD AR ALY A
D, FEEUS T B B ROR. I gwTa 217 91 A E SCARF AL ER R, 5 407 0% SR AR B 2L AT ks A g0 AR A0
PRGN A, o225 0 2% 1 ST 5 46 NSk 8 4 58 HEAT RS ORI, S o7 B B N SR R 3R 2 1 2 I (404 . 6
SEREIR AR BRI, A SO AR 4 o B TE SR e HOR FEABT 95 4 [ 48 J& A0 A7 BRI 56 2R, SSRGS i) P 41
AWz AL. B 56 Transformer YIZRETE G 28 gntd o, SRIREE ] =70 BRI H brdR & S5 s 25, IF i
VR 2 S 280 g b 2 5 B S A FH RN T S T G R B R BRI 3 s R AR T 2 T P AR AR B2 7 A T i 4R
MISA ISR, P@1 YR EARIEF] 69.5%, Hekt EL T2 MIRROR $2F+ T 4.6%.

SEGRIA: I A HITLEROW; B 46 & S80A; R B BRE: 1

FIAIME R 25, T 00 PR 75 5 TR0 RN 1R 35 A BRAR AL A 5 WL 2R 453 1H,2023,32(12):253-2600. hittp://www.c-s-a.org.cn/1003-
3254/9303.html

Binary Basic Block Similarity Detection Based on Word Order Embeddings

LI Tao, WANG Jin-Shuang, ZHOU Zhen-Ji
(Command and Control Engineering College, Army Engineering University of PLA, Nanjing 210007, China)

Abstract: Neural machine translation technology can translate the semantic information of multiple languages
automatically. Therefore, it has been applied to binary code similarity detection of cross-instruction set architecture
successfully. When the sequences of assembly instructions are treated as sequences of textual tokens, the order of
instructions is important. When binary basic block-level similarity detection is performed, the neural networks model
instruction positions with position embeddings, but it failed to reflect the ordered relationships (e.g., adjacency or
precedence) between instructions. To address this problem, this study uses a continuous function of instruction positions
to model the global absolute positions and ordered relationships of assembly instructions, achieving the generalization of
word order embeddings. Firstly, the source instruction set architecture (ISA) encoder is constructed by Transformer.
Secondly, the target ISA encoder is trained by triplet loss, and the source ISA encoder is fine-tuned. Finally, the Euclidean
distances between embedding vectors are mapped to [0,1], which are used as the similarity metrics between basic blocks.
The experimental results on the public dataset MISA show that the evaluation metric P@]1 of this study is 69.5%, which is
4.6% higher than the baseline method MIRROR.

Key words: binary basic block; similarity detection; cross-instruction set architecture; neural machine translation; word
order embedding (WOE)
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