MRS ISSN 1003-3254, CODEN CSAOBN E-mail: csa@iscas.ac.cn
Computer Systems & Applications,2023,32(9):67-76 [doi: 10.15888/j.cnki.csa.009230] http://www.c-s-a.org.cn
O E RGBT TR . Tel: +86-10-62661041

BT R EY Java Web 7k SRR

F B8V, dkEAY, B’

RPUK S H RN 2 45, 5 430072)

MERIE R LS ST S W =, 1IN 430072)
BEMEE: £ Y, E-mail: jwang@whu.edu.cn

W T 0T Java Web B4 55 2, FUOHHINKOHR 1025 M 2 3R e s, B R s v T FLZE 0
Java Web I 77 7E U 91 (1047 A0SR UK IR L. D9 T A ol bk 1 R, A ST 3t T ik T AR AT A0K) Java Web N FR &
BRI 7 V5. 156 Java Web 22T (4 N\ 50008 G030 47 1575 i A | e B I 3 43 W A R R B, 3 A AR
A5 TR A — A I R R AN, R 0K 81 e A ARl TR PR AT A Java Web B2 55
2N, T3 T 9] (0 0% A T A B vl ) 2500 e, 6 DU A T AR kR e (R AT I A 16, M
A HOlE PR T SR T AUE; D T RBRELEE 1S, T AR R 7 b R T A AR 2 S SR IUBOE b AR AE. A
SCSLHL T TR Java Web B K S REUINR R 48 PTreeFuzz, A4S REW, iZ ARG M T A TERET
B4 (o I A 2R ‘

SEHBIR: YR BORIIR; Tava Webs ST b

UM FRS KGN I BT T 1 Java Web K @AM, v BT R G % ,2023,32(9):67-76. http://www.c-s-a.org.cn/1003-
3254/9230.html

Gray-box Fuzzing for Java Web with Parse Tree
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Abstract: Due to the complexity of the Java Web application business scenario and the-high requirement for the structural
validity of the input data, the existing test methods and tools have the problémé of low efficiency of test cases when
testing Java Web. To solve the above problems, this study presents‘_a\ gray-box fuzzing method for Java Web applications
based on parse trees. First, the study models the syntax of the input packets of Java Web applications, creates a parse tree,
distinguishes between delimiters and data bloeks, and hooks up a seed pool for each leaf node in the parse tree. In
addition, the study isolates the single\‘ data block of the test case and generates the input in line with the Java Web
application business fonnaf b}; packet splicing, so as to improve the efficiency of test cases. In addition, in order to retain
high-quality data blocks, each data block seed is assigned a separate weight during the test according to the execution
feedback information of the test program. In order to break through the deep path, the seed features of data blocks are
extracted based on conditional probability learning in the corresponding seed pool. This study implements a gray-box
fuzzing test system for Java Web applications based on parse trees, namely PTreeFuzz, and the test results show that the
system achieves better test accuracy compared with existing tools.
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