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Abstract: To address the problem that incremental intrusion detection algorithms do net classify old category data with
high accuracy due to catastrophic forgetting of old knowledge, thi§ study proposes an incremental intrusion detection
algorithm (ImFace) based on asymmetric multi-feature fusion auto-encoder (AMAE) and fully connected classification
deep neural network (C-DNN). In the incremental learning phase, ImFace trains an AMAE model and a C-DNN model
for each new batch of the dataset. At the same time, this study solves the problem of C-DNN’s insufficient ability to
detect certain categories of’ data due to unbalanced datasets by oversampling the data through a variational auto-encoder
(VAE). In the detection phase, ImFace makes the input data pass through all AMAEs and C-DNNs and then uses the
result of AMAEs as the confidence level to select the output result of a C-DNN as the final result. In this study, the
CICIDS2017 dataset is used to test the effectiveness of the ImFace algorithm. The experimental results show that the
ImFace algorithm not only retains the ability to classify old categories but also has a high detection accuracy for new
categories of data.
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HHmETR MBS 6 4\%2&%@%&78 AT REFRFAIE
3t 84 MK TR, [FIR, RUREE S 15
AN TR 2 550 ) ¥ iy FEH 1 b R 9 IR B, 5 4h
14 Fp oA 8] i 2 Yot 2584451 i DDoS, Heartbleed %5
42 HWREMALE

1) H T %080 45 A (1 2 AR E 40 Flow 1D, Protocol,
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B WS IR L R, DN T 7 X e AR T B
AL = AR S L, AR SO ECHE B I B X 6 AN Jk AR
fiE. [RIINF, AR SRR 1 24 55 h 288 602 1T Tohr 25 £k
. DRI, Bl SRSt h 2 830 743 1T H0HE A 78 ANERAE
ZH Y.

2) AL 53 A FH AR 2 50 )~V S5 48, e R N
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3) AW A AR 1 BT A EE 24T T AR AL AL
B b R TR RO T L A, (I B U 3
[0, 17 DX 1] . BClibvt: 8 A A I S 3 B
fi&e, #HT%%’F;‘@AE‘J%)%. B b B A 2 ik 2
(1) 7%, 3Re X, o RS AL (R, X, T %45
B B IMEL, X 2755 AT A

X — Xmin
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4) AL MECHE G Y BE LA E 12 AN A, 5
A H 530 3 4 RS &5 2] B3R5, [RIRF, 4t
B ER R o I SRR . B AR ) R 43 1
w1 iR,

5 kg5
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precision = TP FP 2)
TP
recall = ——— 3)
TP+FN
TP+FN @)
accuracy =

YT TPYTN+FP+FN

jsion X )
Fl-score = 2 x Prectsion x recait (5)

precision + recall

Hor, true positive (TP) 27 T N IE 51, S5 BRI )
FEAH & ; false positive (FP) s TN N IEH], SEFRN
] FIRE A B ; true negative (TN) 7w TN R A 451,
SRR A S R FE AR R false negative (FN) 3R 7 il
T, SEBRONIEBIFEAR KR precision FoRTERTA
A2 1Y 1 Wiy Ay 1A v, S B TR P o ) B AR recall 3R
AN AR T A K Dy TE A o E i 4R TR G B L
aceuracy R B AT TE WIS 1 7 47 504 10 L
Fl-score W& 454 precision W recall ({145 it 8 ) 45
abEfedE

K1 AR R BIE LRI R

N e e YAk
X il T T
DoS Hulk 1 184858 46215 231073
i FTP-Patator 5 6350 1588 7938
Bot 9 1573 393 1966
Web Attack-XSS 11 522 130 652
PortScan 2 127144 31786 158930
2 SSH-Patator 6 4718 1179 5897
Web Attack-Brute Force 10 1206 301 1507
Heartbleed 14 9 2 11
DDoS 3 102421 25606 128027
3 DoS Goldeneye 4 8234 2059 10293
DoS Slowhttptest 8 4399 1100 5499
Web Attack-Sql Injection 13 17 4 21
Total 441451 110363 551814
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4 AFHL T DNN-batch, Hoeffding Tree #1 ImFace
HIPEASFE b, B WORE FE, H B A F1 A 505 A SO
ek IR PSR 2 R oA 4, 8, 12, 7ESEIR T R
H, ARG T RN AN [F)Rh SR EE ok R,
[BIFAT F15p 3. Wik 3 o, X DNN-batch 535K
WX TH A 501 B0 114 ] Jost e 8% A7 R0 977 LA 2R ) i v 1 3
X5, #i40 DoS Hulk, FTP-Patator. #41fi, DNN-batch 572
W56 55 0 AL O 15 x4 B D R R A 1) 20 2K
FEFFURBEAK, B0 Bot. X144 2 D (FE A 11 Web
Attack-Xss, Heartbleed, Wen Attack-Sql Injection %5,
DNN-batch Ul 58 4= 1% 2K T 40 2568 7). [Al 1, DNN-batch
XT8R2 WIRE A R, KT EE D B R AR U 2 B
AL RN T 1B H v Rk ) 2B 7, Hoeffding Tree 5.
VR U AR AT R AR U 3R 1 ) e 0, % T8
TE%Q"E‘J*?ZI-‘%%%?JES%EE. -

DNN-batch Ml Hoeffding Tree #& 7 J5 A 15 2 (1)
%Eﬂﬂ;iﬁﬁ%‘%%ﬁ. DRt B Hal b SR AN 1 1
% U S0t I RIALHEAT AR IR R PO 5. G S 4
Ht DNN-batch Fl Hoeffding Tree & ¥, X P4 Flt 5 v2: Xt
et = DRI I 28 RE ANV, MR, 1T ImFace
SR AR R 25— A C-DNN BEAY J5 AN ik
AT, BT LA C-DNN A Jofi b5 i 11 70 25 58 1 A 7B
K. I, ImFace S04 ] AMAE %45 — UG 5 (1
FRIEBEAT R EN, KMk AMAE EA 45 550 1H 28 5 B 88 A0
FNBHRERe 77, Bk, ¥ AMAE 145 RAE R B SR
KikFE C-DNN )5 — 485 AR i 4 45 R AR
PR B o e =K I R 1K 73 25 68 ), [RIINEOR B T 0T 3
5D R R YK 7y SR EE ).

AL AR T % T34 (macro avg) A
B RINAL T 15 (weighted avg) 2244 B F R ELWL G 2R
TR I FE P 1 accuracy 2246, B 3 H macro

Special Issue & it£iik 47

© PEREE ST

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn

N RSN A http://www.c-s-a.org.cn 2023 4F #5324 H 6

avg TR KA RS L, AR FLAMGEATI Bt 17 R BR300 R £ 2 T 38 EL B 4 i
USR8, weighted avg WHRIERE A BIBEARURAERS BR8N ImFace 0% (1M (5B X0 1F1 250 o 8
REAR A T 5 0 L IHEAT B DR, 11 3 R0, ImFace WA MIREA IS 360 7).

# 3 ARAFIEEARHK HFSLI6 45 Rt ik

Hek S Kt Al F157%
DNN-batch Hoeffding Tree ImFace DNN-batch Hoeffding Tree ImFace DNN-batch Hoeffding Tree ImFace
Dos Hulk 0.9996 0.9998 09998  0.9994 0.9969 1.0000  0.9995 0.9984  0.9999
. FTP-Patator 1.0000 1.0000 0.9975  0.9969 0.9962 0.9981  0.9984 09981  0.9978
Bot 0.9149 0.9947 1.0000  0.9847 0.9618 1.0000  0.9485 0.9780  1.0000
Web Attack-Xss 1.0000 0.6368 1.0000  0.9000 0.9308 09154 09474 | 107562  0.9958
Dos Hulk 0.9993 0.9919 09997  0.9968 0.9992 09998  0.9981  0.9955  0.9997
FTP-Patator 0.9975 1.0000 09826  0.9956 0.9931 0.9969  0.9965 0.9965  0.9897
Bot 0.9792 1.0000 1.0000  0.7176 0.0560‘ \ 0.9949.. . 0.8282 0.1060  0.9974
5 Web Attack-Xss 1.0000 0.7500 0.8815  0.0308 0.0231° 08981  0.0597 0.0448  0.8981
PortScan 0.9962 0.9997 0.9995 09994 &  0.9973 0.9997  0.9978 0.9985  0.9996
SSH-Patator 0.8678 0.9806 09727 09907« ©  0.9873 0.9686 09251 09839  0.9707
Web Attack-Brute Force  0.6997 1.0000 09963 = 0.8904 0.1661 0.8904  0.7836 02849  0.9404
Heartbleed 0.5000 1.0000°  1.0000  0.5000 0.5000 1.0000 05000 0.6667  1.0000
Dos Hulk 0.9999 09782 09988  0.8930 0.3526 0.9992  0.9434 0.5183  0.9990
FTP-Patato ", 09900 % 71,0000 09838  0.9969 0.9950 0.9969  0.9934 0.9975  0.9903
Bot 10,9427 0.9702 09287  0.7532 0.9949 0.9949  0.8373 09824  0.9607
Web AttackXss' 0.0000 0.6000 0.9835  0.0000 0.0231 0.9154  0.0000 0.0444  0.9482
PortScan 0.9994 0.9987 0.9988  0.9968 0.9986 0.9991  0.9981 0.9987  0.9989
SSH-Patator 0.8668 0.9615 09722 0.9881 0.9949 0.9500 09235 09779  0.9610
Web Attack-Brute Force  0.6853 0.9412 09962  0.8538 0.1063 0.8738  0.7604 0.1910  0.9310
Heartbleed 0.0000 1.0000 1.0000  0.0000 0.5000 1.0000  0.0000 0.6667  1.0000
DDoS 0.8426 0.9998 0.9987  0.9995 0.9981 0.9970 09144 0.9989  0.9978
DoS Goldeneye 0.9197 0.9776 09831  0.9908 0.9956 0.9913  0.9539 0.9865  0.9872
DoS Slowhttptest 0.9354 0.9973 0.9829  0.9873 0.9891 0.9927  0.9606 09932  0.9878
Wen Attack-Sql Injection  0.0000 0.0000 0.7500  0.0000 0.0000 0.5000  0.0000 0.0000  0.6000
10 . — - 10+ o 10, am ¥ \;
. 0.8 . 0.8 §§T/ \?2 0.8 &ﬁ
g os 0.6 §\§f ) T oos ;}ié/ 7
ﬁ 0.4 ﬁ 0.4 §§\//// 2 04 §§§% /2//
00 LN | N ' 00 L1 ' 00 Lt 7/
BRIk 83 MK ik 2Rk 83k B 29K 83K
@ ETpnE " (b) T FA9 Tl (0) VY F1 405
; L3
10 ¢ B — | —— — — 10 ¢ — —
0.8 §/7 Qi/// §7/ 0.3 §§/// i\// \ 0.8 §\\/// E? \
s LN g\l B\
= 04 Q\E\// SC \ = 04 i\\i// \ AR 20 N I\ | N\
2 [\ | N\ | \" 2  (\ |\ | \" N\ B
=02\ 1\ |\ =02\ |\ | N\ SR\ B
oo N2 I N | N\ L oo N7 | N1 | N\ L oo N |\ [\ L,
5K 2 ftik B 3K BRI B2/ B3R L F2 ik F 3k
(d) DB ks iE (OIS SIEEIEES (O BT F1 4y 4

DNN-batch Hoeffding Tree [ | ImFace

3 ARV SEAE 2 WL GO 5L F ) S e 2 SRS HEE ]

48 %it+ZfiR Special Issue

© TEBSERBIHGT  hip/Avww.c-s-a.org.cen


http://www.c-s-a.org.cn

2023 4F 55324 5 61

http://www.c-s-a.org.cn

i H AR SN A

5.5 #&MEtEXTEE

N 4 frox, Al T AR EVEENKH B i
VA PR A S A AN [R) B9 22 T (11 24 Ab B 1)
H1-T- DNN-batch 753 & 2% 3] (13 F2 AU e 28 i H 2
(0 22 76, Rtk DNN-batch X 358 82 () &b B i Ja] 2
3RSV RN, 5 1AL, BN ImFace (X #

C-DNN X WA E 2617 73 25, Atk ImFace 1AL 2R
[B] 2L Hoeffding Tree SR, 7E76 4 (4L, 4515 0
—HB BRI BB, Hoeffding Tree Ht4x 24 i — HipT
HI PR M, ImFace M| <> %3 n— > C-DNN Ffl—4
AMAE. [Rtt, W A3 7E 38 5 5 =) I B a1 b 2
B[] 25 A A 7).

R4 ARG DR 12 A I ()0 IR

Sk K iﬁﬂiﬁ% ﬂFiﬁ]%f%HﬁAI‘Eﬂ ;(s) %
DNN-batch Hoeffding Tree ImFace DNN-batch Hoeffding Tree' ImFace
1 4 48326 48326 48326 0.39 ‘ 8.09 4.20
2 8 81594 81594 81594 0.69, 20.15 18.66
3 12 110363 110363 110363 097 36.58 34.08

6 LaibREYE

8B 2 ) 2 BETHI I 1D 1) R A A 25 3 7 TR R
SO TR P2 5 P 5 R L, S i
[T AMAE 1 C-DNN [ fImFace 572, 1@ id S50 1iE
B, ImFace 7% BB W5 1E 3 2% >) Iob 7 v £ B3 % TH R
(143 25R8 7. JF A, ARGl EYI SR Bl it VAE Xt
B AT IR 0 7R Rk £R T B SR AN S 4 1 o
C-DNN #5200,

ImFace 7EAKAN A VF 2 codk i s |). Kbl T4
K TmFace 5145 UCHE 03T 28 2 10 250408 #0523 38 i — A
AMAE Fl1—> C-DNN, Kt e 98¢ /b 50323 1) 2 1] o
N ImFace HIEA RIS 7 2 —. BRULLLSE, 3@
i St 4k SLAIE B B A R 2R B (3, TmFace 595
ot B A 1) 43 S TR AE 3G 0. BT LA, afal J& /> ImFace
SRV I 3 2R R T 2 2 ok 75 LA e 1 — A ) A

SE R

1 Xiao YH, Xing C, Zhang TN, et al. An intrusio-rfl detection
model based on feature regluction aIZd convolutional neural
networks. IEEE Access, 2019, 7: 42210-42219. [doi: 10.11
09/ACCESS.2019.2904620]

2 Yang SC, Tan MS, Xia SY, et al. A method of intrusion
detection based on Attention-LSTM neural network.
Proceedings of the 5th International Conference on Machine
Learning Technologies. Beijing: ACM, 2020. 46-50. [doi: 10.
1145/3409073.3409096]

3 Li ZZ, Hoiem D. Learning without forgetting. IEEE
Transactions on Pattern Analysis and Machine Intelligence,
2018, 40(12): 2935-2947. [doi: 10.1109/TPAMI.2017.27730
81]

X

4 Rebuffi SA, Kolesnikov A, Sperl G, et al. iCaRL:

Incremental  classifier and representation learning.
Proceedings of the 2017 IEEE conference on Computer
Vision and Pattern Recognition. Honolulu: IEEE, 2017.
5533-5542.

5 BRICTHT, BRI, SO IR FVERAL SCHS A B R A
WA FE. T H 3k K ALER, 2022, 49(2): 219-226. [doi:
10.3969/j.issn.1000-3932.2022.02.017]

6 FHEET:, By, BOLAE, &5 T (8] e 4k AN 22 4 S 1)
LA AN AZAI. 5F R R 2A 4R (B SRR, 2021,
35(4): 365-369, 275. [doi: 10.13349/j.cnki.jdxbn.20210201.
005]

7 EREARSIR, TR, SOl 2 )2 53 JR AL AR

S NI 7 V. 22PN RSB AR AR2022, 41(2): 55-62.

[doi: 10.3969/j.issn.1001-4373.2022.02.008]

Miah O, Khan §'S, Shatabda S, et al. Improving detection

aceuracy for imbalanced network intrusion classification
'

o0

using cluster-based under-sampling with random forests.
Proceedings of the 1st International Conference on Advances
in Science, Engineering and Robotics Technology
(ICASERT). Dhaka: IEEE, 2019. 1-5. [doi: 10.1109/ICASE
RT.2019.8934495]

9 Poakie, e, BHE, & T uii N KNN AR R A
A A6 Tolk K22 224), 2020, 46(1): 24-32. [doi: 10.11936/
bjutxb2018100005]

10 Wu D, Jiang ZK, Xie XF, et al. LSTM learning with
Bayesian and Gaussian processing for anomaly detection in
industrial IoT. IEEE Transactions on Industrial Informatics,
2020, 16(8): 5244-5253. [doi: 10.1109/T11.2019.2952917]

11 Duan T, Tian YH, Zhang HR, et al. Intelligent processing of
intrusion detection data. IEEE Access, 2020, 8:
78330-78342. [doi: 10.1109/ACCESS.2020.2989498]

12 Hassan MM, Gumaei A, Alsanad A, ef al. A hybrid deep

Special Issue % it £k 49

© PEREE ST

http://www.c-s-a.org.cn


http://dx.doi.org/10.1109/ACCESS.2019.2904620
http://dx.doi.org/10.1109/ACCESS.2019.2904620
http://dx.doi.org/10.1145/3409073.3409096
http://dx.doi.org/10.1145/3409073.3409096
http://dx.doi.org/10.1109/TPAMI.2017.2773081
http://dx.doi.org/10.1109/TPAMI.2017.2773081
http://dx.doi.org/10.3969/j.issn.1000-3932.2022.02.017
http://dx.doi.org/10.13349/j.cnki.jdxbn.20210201.005
http://dx.doi.org/10.13349/j.cnki.jdxbn.20210201.005
http://dx.doi.org/10.3969/j.issn.1001-4373.2022.02.008
http://dx.doi.org/10.1109/ICASERT.2019.8934495
http://dx.doi.org/10.1109/ICASERT.2019.8934495
http://dx.doi.org/10.11936/bjutxb2018100005
http://dx.doi.org/10.11936/bjutxb2018100005
http://dx.doi.org/10.1109/TII.2019.2952917
http://dx.doi.org/10.1109/ACCESS.2020.2989498
http://dx.doi.org/10.1109/ACCESS.2019.2904620
http://dx.doi.org/10.1109/ACCESS.2019.2904620
http://dx.doi.org/10.1145/3409073.3409096
http://dx.doi.org/10.1145/3409073.3409096
http://dx.doi.org/10.1109/TPAMI.2017.2773081
http://dx.doi.org/10.1109/TPAMI.2017.2773081
http://dx.doi.org/10.3969/j.issn.1000-3932.2022.02.017
http://dx.doi.org/10.13349/j.cnki.jdxbn.20210201.005
http://dx.doi.org/10.13349/j.cnki.jdxbn.20210201.005
http://dx.doi.org/10.3969/j.issn.1001-4373.2022.02.008
http://dx.doi.org/10.1109/ICASERT.2019.8934495
http://dx.doi.org/10.1109/ICASERT.2019.8934495
http://dx.doi.org/10.11936/bjutxb2018100005
http://dx.doi.org/10.11936/bjutxb2018100005
http://dx.doi.org/10.1109/TII.2019.2952917
http://dx.doi.org/10.1109/ACCESS.2020.2989498
http://www.c-s-a.org.cn

i E R %N

http://www.c-s-a.org.cn

2023 4F #5324 H 6

13

14

15

16

17

learning model for efficient intrusion detection in big data
environment. Information Sciences, 2020, 513: 386-396. [doi:
10.1016/j.ins.2019.10.069]

YiY, WulS, Xu W. Incremental SVM based on reserved set
for network intrusion detection. Expert Systems with
Applications, 2011, 38(6): 7698—7707. [doi: 10.1016/j.eswa.
2010.12.141]

Constantinides C, Shiaeles S, Ghita B, ef al. A novel online
incremental  learning  intrusion  prevention  system.
Proceedings of the 10th IFIP International Conference on
New Technologies, Mobility and Security (NTMS). Canary
Islands: IEEE, 2019. 1-6. [doi: 10.1109/NTMS.2019.8763842]
Xu BH, Chen SY, Zhang HC, et al. Incremental k-NN SVM
method in intrusion detection. Proceedings of the 8th IEEE
International Conference on Software Engineering  and
Service Science (ICSESS). Beijing: IEEE, 2017. 712 -717.
[doi: 10.1109/ICSESS.2017.8343013]‘ \

Roy D, Panda P, Roy K. Tree-CNN: A hierarchical deep
convolutional neural network for incremental learning.
Neural Networks, 2020, 121: 148-160. [doi: 10.1016/j.neunet.
2019.09.010]

Tao XY, Hong XP, Chang XY, et al. Few-shot class-

incremental learning. Proceedings of 2020 IEEE/CVF

50 T iteZEik Special Issue

19

20

21

22

Conference on Computer Vision and Pattern Recognition.
Seattle: IEEE, 2020. 12180-12189.

Zhu F, Zhang XY, Wang C, et al. Prototype augmentation
and self-supervision for incremental learning. Proceedings of
the 2021 IEEE/CVF Conference on Computer Vision and
Pattern Recognition. Nashville: IEEE, 2021. 5867-5876.
Data M, Aritsugi M. T-DFNN: An incremental learning
algorithm for intrusion detection systems. IEEE Access,
2021,9: 154156-154171. [doi: 10.1109/ACCESS.2021.31279
85] B

A, 26k, T, S5 BE T e 22 0 % 1) 1 R
NI T5 1. i‘r;%:mwﬁ, 2022, 39(9): 476-482.

Kingma DP, Welling M. An introduction to variational auto-
encoders. Foundations and Trends® in Machine Learning,
2019, 12(4): 307-392. [doi: 10.1561/2200000056]
Sharafaldin 1, Lashkari AH, Ghorbani AA. Toward
generating a new intrusion detection dataset and intrusion
traffic characterization. Proceedings of the 4th International
Conference on Information Systems Security and Privacy.
Funchal: SciTePress, 2018. 108—-116. [doi: 10.5220/0006639
801080116]

(B e FhEHE)

© ERERBATHRT

http://www.c-s-a.org.cn


http://dx.doi.org/10.1016/j.ins.2019.10.069
http://dx.doi.org/10.1016/j.eswa.2010.12.141
http://dx.doi.org/10.1016/j.eswa.2010.12.141
http://dx.doi.org/10.1109/NTMS.2019.8763842
http://dx.doi.org/10.1109/ICSESS.2017.8343013
http://dx.doi.org/10.1016/j.neunet.2019.09.010
http://dx.doi.org/10.1016/j.neunet.2019.09.010
http://dx.doi.org/10.1109/ACCESS.2021.3127985
http://dx.doi.org/10.1109/ACCESS.2021.3127985
http://dx.doi.org/10.1561/2200000056
http://dx.doi.org/10.5220/0006639801080116
http://dx.doi.org/10.5220/0006639801080116
http://dx.doi.org/10.1016/j.ins.2019.10.069
http://dx.doi.org/10.1016/j.eswa.2010.12.141
http://dx.doi.org/10.1016/j.eswa.2010.12.141
http://dx.doi.org/10.1109/NTMS.2019.8763842
http://dx.doi.org/10.1109/ICSESS.2017.8343013
http://dx.doi.org/10.1016/j.neunet.2019.09.010
http://dx.doi.org/10.1016/j.neunet.2019.09.010
http://dx.doi.org/10.1109/ACCESS.2021.3127985
http://dx.doi.org/10.1109/ACCESS.2021.3127985
http://dx.doi.org/10.1561/2200000056
http://dx.doi.org/10.5220/0006639801080116
http://dx.doi.org/10.5220/0006639801080116
http://dx.doi.org/10.1016/j.ins.2019.10.069
http://dx.doi.org/10.1016/j.eswa.2010.12.141
http://dx.doi.org/10.1016/j.eswa.2010.12.141
http://dx.doi.org/10.1109/NTMS.2019.8763842
http://dx.doi.org/10.1109/ICSESS.2017.8343013
http://dx.doi.org/10.1016/j.neunet.2019.09.010
http://dx.doi.org/10.1016/j.neunet.2019.09.010
http://dx.doi.org/10.1016/j.ins.2019.10.069
http://dx.doi.org/10.1016/j.eswa.2010.12.141
http://dx.doi.org/10.1016/j.eswa.2010.12.141
http://dx.doi.org/10.1109/NTMS.2019.8763842
http://dx.doi.org/10.1109/ICSESS.2017.8343013
http://dx.doi.org/10.1016/j.neunet.2019.09.010
http://dx.doi.org/10.1016/j.neunet.2019.09.010
http://dx.doi.org/10.1109/ACCESS.2021.3127985
http://dx.doi.org/10.1109/ACCESS.2021.3127985
http://dx.doi.org/10.1561/2200000056
http://dx.doi.org/10.5220/0006639801080116
http://dx.doi.org/10.5220/0006639801080116
http://dx.doi.org/10.1109/ACCESS.2021.3127985
http://dx.doi.org/10.1109/ACCESS.2021.3127985
http://dx.doi.org/10.1561/2200000056
http://dx.doi.org/10.5220/0006639801080116
http://dx.doi.org/10.5220/0006639801080116
http://www.c-s-a.org.cn

	1 引言
	2 相关工作
	3 ImFace算法介绍
	3.1 多特征融合自动编码器(AMAE)
	3.2 算法决策流程
	3.3 稀疏样本增强

	4 数据集介绍及预处理
	4.1 CICIDS2017数据集
	4.2 数据集预处理

	5 实验与分析
	5.1 实验指标
	5.2 ImFace算法训练参数
	5.3 基准算法介绍
	5.4 实验结果对比与分析
	5.5 检测时间对比

	6 总结与展望
	参考文献

