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Data Security Instruction Based on RISC-V
LIU Yang, WANG Dan, FANG Lin-Wei, WANG Li-Ming

(Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China)

Abstract: RISC-V is a free and open instruction set architecture built by the principle of reduced instruction sets, which
features complete open source, simple architecture, easy portability, and modular design. With the rapid development of
networks, security risks are ubiquitous. The extensibility feature of RISC-V can be utilized to effectively improve the
security of RISC-V devices. Therefore, this study designs a simple and efﬁcient“RISC—V custom insfmction considering
the security capabilities of RISC-V custom instructions and by use of trusted computing and stream cipher technology to
realize the function of data security storage based on the trusted cofnputing base. Moreover, the compilation support for
the custom instruction is achieved with the GNU compilation toolchain. The calling and execution of the custom
instruction by an application are tested on a simulator. This instruction fully combines the security features of trusted
computing and stream ciphers, and hence, it can achieve strong security.
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imm [31:12] | rd
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K3 RISC-V #4425
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000 001 . o010 011 100 101 110 111 (>32b)

00 LOAD LOAD-FP custom-0 MISC-MEM OP-IMM AUIPC OP-IMM-32 48D
01 STORE_ § STORE-FP custom-1 AMO oP LUI OP-32 64b
10 MADD MSUB NMSUB NMADD OP-FP reserved custom-2/rv128 48b
11 BRANCH JALR reserved JAL SYSTEM reserved custom-3/rv128 =80b
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#define MATCH_TSTORE 0x0C00607B
#define MASK_ TSTORE 0xFE00707F
DECLARE_INSN (istore, MATCH_ TSTORE, MASK_ TSTORE)
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K EINLEE T b e e SEILIG & R METE s, R
1 RS AR D AR 22 4 My 10, (4T & (1 5 bt AR
REAE WAL M, W 6 BR, ST AT
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i PR B
: WHEALRS B 0x80000000
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(3) Hil AR MR AR I RE I 2 M

RISC-V BHH — A4 A ecall [ R G54, W LA
K R GER G SR, DUk N RO R R e 14 17 17
BUBR. $0AT ecall J&, AH I [ Fé B AL 2R bR £ 2 kb %0
R, AT CHAE, EREE S, AT ecall T E
TR BRI R G, R, SEIE DN T R UEYE
S PRI R 2 A, ¥zt R N RS A,
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Bt iR R, SEBLE E X w2 fe 4 ThRkE
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BB AL RISC-V % IR D) i R S 3 45 4 1R 3R HL
PERSANPAT. RISC-V T2 7 12 B AU T I AR Q] 7
Fr7~. Spike A9 MEAR 58, X T S8 B € L Fa 419
J& ¥ 75 1. Spike SLIL H & IR A M 3CHFFR E 1B 4L
riscv-tools/riscv-isa-sim H % disasm.cc, encoding.h
F riscv.mk.in SCAF. disasm.cec A4 E X T Hife 4 en-
choding.h H 5 X $54 ] MATCH, MASK Fl DECLARE
INSN %, iX 512241 RISC-V Binutils )=k -5 B
[A; $54 AR INE riscv.mk.in ST A riscv_insn_
ext_i FFHd, DR E & LARA D RedT RIEARS. JF
H.FH 2 B € X TSTORE $84 (ML) BEAT AU INE] riscv/
insns/tstore.h A, 7R IACHG 2 {8 PR IR T AE SN

R BI4RAS2. Spike H TSTOREHG 4 Lh g A5 B
require_rv64;
uint64_t srcl = MMU.load_int64 (rs1);

uint64_t src2 = MMU.load_int64 (rs2); g !

uint64_t xorl = srcl ” src2; g !

uint64_t extRS = MMU:loadi int64 (0x3ffffffb18);
uint64_t xor2 = xorl » ex‘tRS;

WRITE_RD (sext_xlen(xor2));

r‘iﬁﬁﬁ% —{ GCC

RISC-V . A
e SPike ‘r%%“t“

7 RISC-V &5 K4 3 KA AT 1L 72

PK (proxy kernel and boot loader) & RISC-V fX#
WAZ, & — RGN R P AT IREE, T UK BEE A
HEHEIY RISC-V AT ki SO, wT DL AT N AR

Bl REBEHG RR S, W ULE (R I Spike LIBATI

INBUERAE R G, DRI, ASSCHE PK AR R G, S
B 2 AR, 1R 3 HiiR PK R SR 5eE FH Y
S, &

SERE NPT AR K 8 o, 75 P SRR PR
17 ecall 164, K R G HE R IFAE N SUE B x
P B E SUE BT o, BENAAZES I SRR 5 3 1
AP, P A% A 1B AL 8 55 4 trap_handler() R4 2
2 FH 5 25 ) A B2 1) AR 35 BR 2K do_tstore(c, x). 1AL EE
BRI SR SUE BT o B NBEHLE $H A R
PR3 random() 1, A B ' H E UE B, K BENLE HAE
FSoR HCE B AR R G, BE AT BARIE ¢ BEAL B
SR AR B RENLAE B, SO ORIE A A 57 L. #5655 LA
P SO 4 17 :03AT TSTORE $6 4, S &6 5% 305 B

396 T 75 JF X Research and Development

y RIEEE SRR ZL AR SRIE T (52 E S k1
AR DL ARAIE B R A AT AT AL
A BIAHS3. PR 2 e I S8

uint64 sys_user_tstore(uint64 a, uint64 b)
{
uint64 c;

b=rand(b);

asm volatile (

"tstore %[z], %[y], Yo[x]\n\t"
2 [z] "=r" (c)
C[x] " (&a), [V] " (&D) B \
);

return c; ? -
5

} . )
23 'RRAERNH

HET A SR B8 3 i S BR, 2F
P B i A TR PR AT 0 5 2 T R 1
I PR 55 0t 45 SR L AR S 4 7. MGG A7 45
1, PR o, S5 4 7 55 7 0 S
K5 P SR R T A B B B B, DT
JE 26 R 0 S L AR e LR U e, K
RGP, 2 0 8SCAE SRR IR 00 1 P SR
FI T T\ B S, DU 5 AR S 1, S 1 ) 3

o
SRR

ANARRD A, B 2 A7k N R R

long long x = 28; /WI3C{E & T\
long long ¢ = 35; //A /" H & X5 B AT :
long long y = get_tst(){e(x, ¢); Nz A
printu("The \"tstore\" encryption is: %lld \n", y);
x= ge;_tstore(y, ©); I At

prinfu%'JThe \"tstore\" decryption is: %lld \n", x);

1 : The tstore encryption is: 19
The tstore decryption is: 28

3 wekEoah

B TR AE R B 2 A AR T RE, AR D
(I SCHLIE AR, HOHEZ W T b 2 B 5 18 I A AL
R RN N e 2 D e og K OR Sil i3 G T | N U DA
5 AR AT LUK i B S R S B ke, T
fE—E R _EORIE T B0l I N i 22 bk, eIl H
{1 b g1k m 77 fik 1) 00 AT A 2 VR IR R Bl TR
EEAE. LIREENESE S, wiEE. 1P
F RIS, I SEBLZIN & A ELEI I . HLATAE
15 B IRE S, AT ERAE & A e A DA 7 25 TE s 1 135 100
N, A REX Tt Bl 5 SCGHEAT A R Qs AR
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4 RS, AAE-AHPER T E T,
AR & A1 e, A B RO 5 AR R — P (AN REfR

i ¢ I Skl —F & (R REARIE & AR, 1A

R, s BiAeRS 5 Fros.

s

> WS

AR x;
A E S BT o o
= JEER y; L

| T

» trap_handler ()
"1

AERAEE &

» (?o_tstore (¢, x);

.s.v-vitch (syscode) L 1
y=get_y (¢, x); . ¢ P
{ o case SYS_TSTORE: -
_______ ido_tstore (c, x); k_| 13
i R [ Saatihih A At
ol - —] =

} TSTORE

\

IS MR 20 A 1 S gt T IR

AN BIARSS. S5 1R 5 7 Bl

long long ¢ = 78; /F )7 H & X5 B0 7 ¥ -
long long x; R .
x=get_tstore(y,c);//v9 Eﬂﬂ%ﬁﬁ%mﬁﬁ,c% ZH B UG BT
printu("The \"tstore\" result is: %lld \n", ¢);

it : The tstore result is 113 (fiff %48 15%)

FEFE 2 SLBLRTE, X & ()% A7k LAs 2 ik
SR — 2500 1 2 Ak k 22 A A7 UEE P A% B 3 At
WS AEREIX I, T AR AN R B R, 5%
B IR &, A7 ZAR S ML S, B 1 & bk
R, FIN, 12452 IR AR AE A SE B, A
FURIL. O T IO L A TR S BRIE R g ek, B
FRAE N I RE P Al i P BRIC 2 5 30 AT TSTORE 5
&, N S0 8 R R BT 6 o, BIRE R

AT, AT, BRI R PG RE R L AHEN

e, R L4 AR o it TSTORE R 417 .
L P 1, TSTORE % 4 4 D B HO 528 7] LU
AT 905 R k 122 & A7 B G VI, 0T R FHS 1
FOBLES b, A0 P PSR ] .

A BIARS 6. Bl 22 A A7 il N R RE P iR 1)

long long a = 28; /M {5 &
long long b = 35; //F 7 H 5& UF BT
long long ¢;
asm volatile (
"tstore %[z], %[v], Y%o[x]\n\t"
c[z] "=r" (c)
Sx1 (@), V] (D)
);
printu("The \"tstore\" result is: %lld \n", c);

i : page fault: can’t get trusted base information

T, o0 B A X N W SCEUE R R B Ak
S USEINSIS A=) S ALE =AU/ EDC D EDRE EF SN UP G N

1112k 58 B A% AT AL ) 22 21k

4 Reb5RE

A SCH R RISC-V 58 XU 4 0% 4 g 71, B9
T RISC-V [ U A5 4 FT R, Wik T %
{9 TSTORE #64, SKHL T 45T £33 (0 $0H 52 417
Th i, 75 B G £ 5 A 7 AR TEBR AR 5 4
{£ RISC-V GNU L HEBESHL I E L& 418 A4 1
Y 3RE, e B 1S R 2 S
VAFEAAT. RO N 405 3% TSTORE %4 4 4
Fy Sl i, i I AR PR LA S0 58 4 0 MO 17 B,
JFE 1 LS RE (F 3R B TSTORE -4, WA 3

T B SRR (1 B

SE
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