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Automatic Repair for Null Pointer References Guided by Abstract Semantics

WANG Xun, SUN Yu-Xue, DONG Yu-Kun, WEI Xin-Xin, TANG Dao-Long
(College of Computer Science and Technology, China University of Petroleum, Qingdao 266580, China)

Abstract: Program dependency graph usually judges the data dependency according to definition-use relationships of
variables in statements, and it cannot make an accurate judgment according to the semantics, which leads to the
introduction of false dependency relationships and the repair failure caused by the use of error information in repairing
defects. Therefore, this study will prune false dependencies related to null objects or null pointers by using abstract
attributes and propose an abstract semantic-based program dependency graph to reduce the‘"analysis of dependency
relationships unrelated to the semantics of program defects and repair null pointér references. Based on the dependency
relationships obtained from the analysis, a multi-strategies repair s_cﬁeme is implemented under the guidance of different
repair strategies for null pointer references, and'the.null pointer references are repaired with side effects minimized as
much as possible. In addition, in this study, the null pointer references in Defects4J are adopted to evaluate the repair tool
DTSFix through experiments: The results show that the repair effect of DTSFix is much better than that of other tools,
which proves the effectiveness (;f the method.
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L1 public Mode analyzeAction(Boolean cond, Parser p, Mode type) {

L2 ConstructParser construct = new ConstructParser();
L3 Action action = p.getAction(); g

L4 if (cond) { g

L5 Parser parser = construct.getParser(type);

L6 action = pars-er.changeAction(); }

L7 Mode mode = action.mode;

L8 return mode;

L9 }
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1: for s € Scontrol

2: casel: while (cond) then blkcongrol

3 if o(blkcontro1)(P)=0 (blkcontrol)

4. while (cond) then blkynro1 —While (cond) then skip
5: case2: if (cond) then blki¢

6 if o (blkig)(p)=0(blkis")

7 if (cond) then blkif «—¢
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8: case3: if (cond) then bik;; else blkgse
9: case3a: o (blkig)(p)=0 (blkit YN (blkejse ) () =0 (blke1se”)

10: if (cond) then blkis else blkejge —¢

11:  case3b: o (blkejse)(0)=0(blkeise”)

12: if (cond) then blkis else blkejse —if (cond) then blkip
13: case3c: o(blkif)(p)=0(blkis")

14: if (cond) then blkis else blkejge —

if (cond) then skip else blkeg)se
15: end for
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DU (lget, lyse,v) ¢ :v!=null ds(v) ={li,lp,---,1,}

luse = if()ds(v)} @
DU(ldefvlquhv) dS(V) = {ll’ 125 e ’ln}
[:try{ds(v)} catch(NullPointerException e){---} @)

luse = 1
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DU (lgef, lyse,v) ¢:v==null

ds(v) ={l1,bl,---,1,} [:return valueeprm;
type(l; ~I,) € return

lyse —————— (NI} luse

©)

Research and Development fif 72 7 & 379

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

2023 4F #5324 511

DU(lgef, luse,v) ds(v) ={l1,lp,--- 1y} L: try{ds(v)}
catch(NullPointerException e){return value eyym; }

type(ly ~I) € return (6)
lyge — ™ ™
DU(lgef, luse,v) ¢ :v==null ™

type(d_dep(v)) € loop . .
lyse ———— > if(c){continue ; } [y

Horr, d_dep(v) F7n BRIEAR 5 v B KA 2R &,
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DU (lgef, luse,v) c:v!=null ds(v)={l1,l,---,1,}
[ : throw new NullPointerException(---) ;
Luse = 1f(c){ds(v)} else{ [ }
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fiI\: G: semantic-based abstract program dependency graph
i pean: the candidate patches; bugs: the information of defects;

repair_oper (m): the repair operation

Begin

1. bugse—extract_infor_for_bugs(G)
2. PappsPean @

3. for bugs_infor € bugs do
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4. casel: assignment_inforcbug_infor then
Papp<repair_oper(assignment)

5. case2: evading inforcbug infor then
Papp<—repair_oper(evading)

6. case3: restraint_inforcbug infor then
Papp<—repair_oper(restraint)

7. cased: transfer inforcbug infor then
Papp<—repair_oper(transfer)

8. end for

9. for p € papp do

10. if p passes test cases .
1. Pcan<—p ‘ \
12. end if >

13.  end for ¥

14. return pean ¥

END |
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o, loc NPATALE, HARBIARF A E. W3 1 7L
E i, 7E 1 ShFERE T PP action Al mode 43 BITEAR
1547 3 F1 7 #e L HIRAE, H action fEARASAT 6 4
TR A, ARPERE AN T PARVEIEANT P R ARRS SR
Fric action Al mode & MCFIBRAE 1% /0L, J8 i LL AT AL
& loc MR 7 ARSI — B, fEdifiP, P AT LUK
Bl Steps 6-8 iX 3 Filvh P fil PREFAF EOIRAEFH A —5L
FrRich 1, [FI B, fEdifftP, ") Steps 3—5 1 P fll P"F2
JP A2 SRS WA — B, [, Zdiﬁ(P,P’) = Zdiﬁ’(P,
P")=3. {H{EE 1 H Steps 9-10, fFEE 4N T P'EL P HIHA
ITHEE 2 2 8. 48 b, WRIERX 9), di(P P, T)=3+2=5,
dg(P,P"’,T)=3. K0T DL E g e #h T P2 5800 /5
AT -
B 1. ARIERNT P

L1 public Mode analyzeAction(Boolean con(f, Parser p, Mode type){
L2 ConstructParser cons}:ruct =new ConstructParser();

L3 Action action = p.getAction();
L4 if (cond) {

LS Parser parser = construct.getParser(type);
L6 action = parser.changeAction(); }

L7(+) if (acyion == null) {

L8(+) action =new Action(t); }

L9 Mode mode= action.mode
LI10 return mode;
L1l }

ARG 2. ik T P

.
0

L1 public Mode analyzeAction(Boolean cond, Parser p, Mode type){

L2 ConstructPagser construct = new'ConstructParser();
L3(-) Action action = prgetAction();

L3(+).‘ Action action = new Action (t);

L4 & if(cond) {

LS Parser parser = construct.getParser(type);

L6 action = parser.changeAction(); }

L7 Mode mode = action.mode;

L8 return mode;

Lo }

R PUTIERE T RTE SRR T

e ZH 1 2 3 4 5 6 7 8 9 10
loc 1 2 3 4 5 6 7 8 — —
BRI FE P action — null null null O _action O _action O _action —
mode — — — — — — O _mode O _mode — —
loc 1 2 3 4 5 6 7 8 9 10
(kAN T P! action — null null null null null O _action q0_{;_‘ction O_action
mode — — — — — — o —3 ©O_mode O_mode
loc 1 2 3 4 5 6 7 P T — —
(g kT P action —  O_action O _action O _action O_action | O_action “ O action —
mode — — — — — | = O _mode O _mode — —
dif(P, P") — 0 0 0 0 0, ! 1 1 —
diffiP, P") — 00 1 1 1 0 0 0 —
4 SRIg p FI) T B NPEFix!" gE47 % b, BT R F 0 45

T A IRATSIL T — A B T
H DTSFix, B 3 NH A ER. T 5iE 2% LA
TeEF 5] I RIA 2k, S256 1 78 A FF AR S Defectsd)!™
HEFRER S B T AR SEEE, 5 T HMEE
RORBEAT WL, 5250 45 K W DTSFix 285 9 ANk
F, “F¥IT 8 N TAEE IS ] 180 min. SZ46 2 W@ RE7E
TR (0 B0 22 45 31 T HL DBeaver (18 5 13 72 1 i &
2T 67% B FREr G, BIiE B AE DTSFix 7E 52 bR
T2 BB E R,
41 5HMIEET R

FESLE 1, F DTSFix 5 RFEL [ 165 2 4545

Defects4] 284 5| FHunZk 2 Fizx, Hp Chart 85
74, Lang f44 5 >, Math 38 3 A @ik % 3 s
B 45 Wb i LA ) NPEFix (A IER1E & 2 AN Bh I,
I DTSFix IEMEE 11 MRFEIE R I E N 73.3%,
PR EIRAN T 19 AN, IERKN TN 14 4, R
N 73.7%.

T AP HERAF IEWIAN T, £ DTSFix HinA T %
AN T R HEF B, A2 3 i CAP i1 COP_F 43 4
N DTSFix HH{EE N T IBCE f g4 T s — AN IE
Bkh T HIHES, L COP_F ] LAE H, ik 48 3 xof
AN T BT IE CIE S HE T IS, fECEE 1 12 /ML

Research and Development fff 72 7 & 381

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

i E R %N

http://www.c-s-a.org.cn

2023 4F 55324 55 13

, Hor 10 AN IR AN T AL TR wbh T A9 HEA 55— AL
FEEHZAEGEANT B 5 ADEREEH, 4 D IEFAN T 20
R Ja AL BT, IR AR WAL T SRR B ik b T HE
F BE S RS 3 X ) IERAAN T S8R AN T, A BT
RN RIEFEIETRIANT .

9 orsRdEETA — T e |
MR TRM  #mH)

i

LHilES:  ERERE
| HEWH: D 3 i fargd, ha vt ipl, larFlat. ja
SEEE: e

eI A AT B 0, TR B S 2 T U O MR e B T
E DBeaver i#17525%;. DBeaver A] % £p{F{[ 4 JDBC
IR ENFEF HOHR e, AT RN 5 B B A 3 g
. DTSJava™ 1 kIl T. 5. %F DBeaver #E47 ks
W, Forh s 9 Mgk 3 B, 4 COP A IEH
AT %R, CAP %4 T HO%0E, DEN B4 %
. M3 4 TTLLE H, DTSFix INEE T 6 Makka, 3
PR RS S 4, HRESERR 155 2 A R AE I
3 M R 3R 2 M SRR R R T, B
T T BRI 05 704>, it — b 40 i % 15
5151 BB 18 AR, (1 DTSFix Xf DBeaver 155

pratd ZEER \ \ »
it e 45 A SR LU R DISFix 1) T 52 b LA B fk LA 4k
D: 4 freechar Emasterisremaintjaralar artiChartHints. java T \
|l B MRS
€ID: 4 eech. = chmain' ee\chart le  Eh
S e e L K31 RIS HREE R
P e Project  DefectID  NPEFix  DTSFix CAP  COP F
9024 fr cech. = chmain' £\ jfresichart jonsabstr R
©90: \ir cochar tmaster\er otmain\j avaarsh ifrecichart Wt Ban T 2 — — — —
= 4 x \ 1 1
R y 14 x N 1 1
K3 DTSFix 7 Chart 15 x v 2 1
16 X — — —
%2 Defectsdl th2gE 31 " : M
Project Defect ID Defects
Chart 2,4,14,15, 16, 25,26 7 20 f/ ? o o
Lang 20, 33, 39, 47, 57 5 33 ! !
Math 4,70,79 3 Lang 39 - v ! !
Total — 15 47 o M 3 2
57 y ab 1 1
4 x V \ 2 1
4.2 7FEXBRIFE LIGIE DTSFix HfE & 4E Math 70 x gy 3 1
97 W AlE DTSFix %5265 Java L2 sh 484t 5] a & X ! —
®4 L3 EHAER
\ 1542 %W (COP/CAP/DEN)
A R B Tk A 2R Pb: L 24 (COP/CAP/DEN)
R - gl Gl g gl
org. jkiss.dbeaver.ext.m);sql » 1 0/0/0 1/1/1 0/0/0 0/0/0 1/1/1
org jkiss.dbeaver.registry 1 0/0/0 0/0/0 1/3/1 0/0/0 1/3/1
org.j kiss.dbeaver.ui.editors.hex 2 0/0/0 1/2/1 0/0/1 0/0/0 1/2/2
org.jkiss.dbeaver.erd.ui 1 0/0/0 1/1/1 0/0/0 0/0/0 1/1/1
org.jkiss.dbeaver.core 3 0/0/0 1/2/2 1/2/1 0/0/0 2/4/3
org.jkiss.dbeaver.data.office 1 0/0/0 0/0/1 0/0/0 0/0/0 0/0/1
S 9 0/0/0 4/6/6 2/5/3 0/0/0 6/11/9

R0 3 R 7 Hrp— A2 fa sl g BoRbl, &
T R B R IS R B TT AR AT N 224 47, BREE R AAT A
226 17, BRIEAS &N forTable. 4t 3T H#I%0E IR+
IR 3 W forTable MRSk EFZM FIAS 4R & v {225,
226,227,228}, 228 N return iEF]. forTable
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fR15 3. DBeave SR FE 7~ 51

223 protected JDBCStatement prepareChildrenStatement(@NotNull
JDBCSession session,

224  @NotNull OceanbaseMySQLCatalog owner, @Nullable
MySQLTableBase forTable) throws SQLException {

225 if (forTable instanceof OceanbaseMySQLView) {

226 JDBCPreparedStatement dbStat = session

227 .prepareStatement("desc" + owner.getName()
+"." + forTable.getName());

228 return dbStat; }

A1 4. DBeave SR RBIEE#N T

223 protected JDBCStatement prepareChildrenStatement(@NotNull
JDBCSession session, "

224  @NotNull OceanbaseMySQIrCatal‘(og owner, @Nullable
MySQLTableBase forTable)“throws‘SQLException {

+ if (forTable==null){

+ return (JDBCPreparedStatement)session.pre

pareStatement(sql.toString());

+ }

225 if (forTable instanceof OceanbaseMySQLView) {

226 JDBCPreparedStatement dbStat = session

227 .prepareStatement("desc" + owner.getName()
+"." + forTable.getName());

228 return dbStat; }

5 sitHRE

ARSI T — b Tl RO SRR P R T
faEE 51 B B s 5 77 il il G AR 5 i
P 1) B A A g — Pl T i R SCROART W, 6
S O 2 (e 6 2R T 50 S 010 S0 e
5 RS b, R R 5 R B R A SR L 20 R 3R
WL L TRE SRS R B SR 4 P SRR e U . RS A
FEE T 18 SCER I R HE 7 O B e e b T BEAT HEY,
o TR R e AN T AR S HR A SBRAIE B A T i B X
ARy M B ) 2 Fa e 5L I B s 8 2 05 4T X =S 4
Bt 91 B2 R BE 05 R UEAE BT B TR R 15 DL S 44t
IEHRERANT, IF HAESEbr TR th B IR H A g
HRES. AEARRE TAE R, R AE 2 T4 58 SRR P K
R ) 70 A 3t — 0 B AE A R 51 T ROE SRR, $2
THa S B 2R L.
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