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Abstract: Owing to the lack of security mechanisms for Internet of Things (I(")T) devices, the [oT environment faces
serious security challenges. However, remote attestation can identify; the authenticity and integrity of devices and can also
establish trust in [oT devices through a remote mode. Swarm attestation is an extension of remote attestation technology,
which can be applied to swarm composed of a large number of devices. Compared with the traditional remote attestation,
the swarm attestation liberates the verifier andsimproves verification efficiency. At present, the swarm attestation is
mainly used for static networks, and there is no efficient recovery mechanism for compromised devices. To solve these
problems, this study proposes a secure swarm attestation and recovery scheme based on reputation mechanism and Merkle
tree. Firstly, we use the reputation mechanism to achieve a many-to-one attestation scheme, which can effectively solve
the single point of failure and also trigger the attestation from the device. In addition, the attestation scheme is suitable for
semi-dynamic networks. Secondly, we introduce the Merkle tree for measurement, which can quickly and accurately
identify the code blocks compromised by malicious software and efficiently recover them. Finally, the security analysis
and performance evaluation of the swarm attestation scheme are presented. The results show that the swarm attestation in
this study improves the security, and its performance overhead is acceptable.

Key words: Internet of Things (IoT) security; trusted computing; remote attestation; swarm attestation; reputation

management; Merkle tree
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2 ANdecrypt(), T M EBIAE 2 NerSign() 35 2 A
Sign().

(2) IBAETFEY. FAE A SM3 S8 MHTMAC, %
BRI SR RN 25 4 AN R BT SM2 (B LA
len(x) = 1% mx K E N 1 B. B, len(MHTMAC) =
32w - 16, HHw NI UE ARG 53 FI [ B AL, len(Sign) = 64,
len(N) = 16, len(u) = 16, len(w) = 4, len(t) = 4, len(d) = 4,
len(b) =4, len(r) = 4. WE15 ) KNI T 2 A2 44,
At Lllen(cert) = 48. IRl Ik, 7EUEBIRN BL, WE I & 4511 5,
i RIE (32w —16)m; B LA KW 16m; B; & & &4 1M 5,
FRI% 20 B DL (32w - 16) B; #k 1 A K%
(128 +8n;) B #Uitdm; B; W44 B % MAE I 64 B. 1E1&
S B, 155 %% T 36 B LI K% (32w —12) B,
M Ki% 36 B UL K H: (32w - 12) B.
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(3) WAFTHE. B EE W & FEAM: 1) HEH
BAHXT (ski, phi) FIR B FR IR d;; 2) A1 & B4 W &A%
W B ESE A Ew j BOTIEIN e, . AESIETScert(hy)
TR Ak j; 3) R A, Bk % IE 75 EAT IR
PR 0 s B bR il . AH RS FE AT A . R,
U TE T 5T EE(52 + 80my) B WAt 2 ], Sk 1 A
(52 + 80m; + 24n;) B HIA7-fit =[],

(4) BATHI IR, AVE b tpn toas i 1 KK
NP B E MHTMAC, A2 BEBENLE . — Bk )45
EIAE— T A EERUERS 44 N 8] HA2 B
A R . DRI, RIE W B TR faggest N

fattest <M (th + 1y +1ca) + (32w — 8)m; + 64 H )ty
+(m; + 2)ts + (m; +n; + Dt,,.

RSB I 1) theq 1

Theal < fea +1p +1p + (32w +24)Hty + 41, + 41,

(5) REIRIT4. RV Evv 'Epe Epe Epe Eyeo
EFRK% 1 BOB 1 B, BN e
iE MHTMAC LA K 2544 Fl 56 IE 5 %5 44 B Re i 4. 78
—AMIERR I AR, Sk s B R REFE N

E<(128+8(n; + DE;) +4m;E, +2E s, + t,m;E,

E; < B2w—-16)m;E¢+ 16m;E, + m;E, + E,
R JE VL () I K REFE
E;<20E;+(32w—-16)E, +E,+ Eg +E,

FE—MEE IR, B R R R KRR
Ei < Q2w+24)E;+ (2w +24)E, + Ep + Ef +4E, +4E,

AJ7%i5 5 ESDRA. SEDA. SALAD fEiZAT I [a].
PRI REAESE T THBEAT LU, FAREERE R 3k 2 .

(6) XS H. FATH AT % 5 ESDRA. HEALED
BEAT 2 A EXT L. 3k 3 pras, RN T7 S8, Hn
TIELRIR B A, AT UAST ok 490 B Hreh X ple b I 1
B AT U, Aty BB AR et 7E ESDRA Hh, 5k
5 R RBR A =N 1R B, A7 AE 2
FRHR I, A 7 5O Sk 1 A AT I35, 04 e
ARG REME AR, fR R T 2 E B A S LB KRS A, 7R
ESDRA 1, il B 15 4 (TS BB v FAAAE = (5 2 ME 52
Wi A S5 R B A, — BIEH B AR RS SR, 2
DA e BEAN R (1) 22 Ak, A7 B Gl N 3L, T R
ANIE B 508 R 40 e 150 4 15 2B 0 TR A 3, DA Ay dik
TR, AT R o {5 2l e — 2 A "I I L, T AE
HEALED 1, FI| &3 14, 8 [FAE A7 A5 s 5 AT B I %

R % B BRREREN: e, FEAN_EAE R S AR R, AR PRI AR B S 40 B %
R2 AFETEXH
LE R N R AT A (s) TEIRERE (),
\ T
. e fiotal < (448 +264H + ZZO Mty +(1+ H)teq E < (80+ 104m)E, + (104% 80m))E,
SEDA — X% [EES AmiEpt 3F3m)E,

trotal < (320+ 160H )ty + (1 + H)tey
+(L+2H)ty + (L + H)t,y

SALAD —X}% Bhas

H ’ )’ .
tioa < (132+36mHat Yo i+ (1+ H)leq

ESDRA Zxt—  Fzhd

EpTE S 55 R I

H
+(2+4H+Zi—omi)th+(l +H)ty, +15 %

’ ’ H ’
+(m; + 2m; He Zi:O m)ty +1tp
) |
total € (32w — 8)m; + 64 H)ty + mijtoq + mity,
s

. +mjty + (m; +2)ts + (m; +n; + D,

E <100m))E, +(36n+32)m E,

X +E, +2m}E),

E < 132E,+ (176 + 8m; + 136/m;)E,
+E, + (S +1/m)E)

E<(96w—-16)Es+ 32w+ 8+ (96w —16)/m))E,
+E, +(@4/m)E, + Egg + E,

*3 waelEHE

& A% ESDRA HEALED
REAS HERR R B2 3 1 7 ALk G ANETLL
R H R & AEE TEE
B FAETRE AT AFE I M
RBFEREE TR AFE I TEAE
o AR B AT (A Ba G Bs

N SUIF SRR U8 0 B SV R R ) A
P, S S A TR AR b 0 B0 0 4
e

%4 SR ETIHAERE

(7) i E45 5. BAE ] OMNet++22) f 24 S S 7
UERRPMSGEAT T 45 BB, 35 ESDRA. SEDA. SALAD
JUAMRERNE TAESEAT 7 Eeds. a0 B R vh, FeAT 14

HRAE FEIT (ms)
SM4Jn% 7.0
SM4fif% 7.1
SM2%544 176.0
SM2HIE 326.0
SM3 7 s P A7 Sar il i 43.445 MB/s
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TR R, WATRBEVIIREEME N 3, mAEE
EHwmax N 5, B/ MEEEwmin N 1, 1}%%[172%;&/17'3 0.8, %
(s 2B 1, IS EME N 2. @ B, DLk
AT R HEAR WA 4. Bl 5 Fios.

4 JEPL T A7 % 5 ESDRA. SEDA LA}z SALAD
%?iﬁ%iﬁ%ﬁﬁ@ﬂ%ﬁ&%ﬁ@%ﬂﬂﬁl‘m *ﬁiﬁ% ESDRA,
A
17 hn#, ﬁﬂFﬁﬂr‘%ﬁﬂEu%ﬁ@@mﬁ%%ﬁéﬂ%ﬁf%

24 DR AT I ) A BT A b, (ELE AR R Sk, N T $R
T PRSI 22 A, X e M R AT 4 04 S R T AR IR
W, I oA 2GR B AR 35 IH T DU . [ 5 Hi2:
T A% 5 ESDRA. SEDA DL SALAD < T A[FAIf)

SR VLSRR BT IEAT MO UE B I [R], AR5 S0 T B RF A

=GR, 2R IR .

1.8 !
16
14
— 12t
g 1o |
=
= 08
06 L
—— RITR
0.4 —»— ESDRA
02 | —e— SEDA
. —— SALAD
0 1 1 1
0 2 4 6 8 10 12
A R
Bl 4 AR SRS IETH I CRE
2.0 ——————
1.8 | .4--""'F_____P____ & %
16 |
14 Lf
212 E" A
= 10
= +
g 08T i
06 + R E
04 | —»— ESDRA
02 —e— SEDA
ST —— SALAD
0 . . . . x10°
0 2 4 6 8 10
SR AR
Bl 5 SRS HESEITHIECRE
7 RE

AR T M TE

LA Merkle A [ %2
SEEBIEHEBEE T E. ARG

EHLHISEIL T 23—

190 45 ARH 1% Software TechniquesAlgorithm

RIE B B, AN RE AT RO R B s B, T DA 5 i
REAIE, JF HIE M T304, 51\ Merkle W #E4T
&, BE 08 RS i U 0 5 S IR G AR Bk,
FFHEAT W O K R B AT EARAS . I8 I X Ty R e
ST ANTERE VR, 45 RR W], A SCERAFEMIE S 1%
Sk R S B RETT 4 2 T LR 1.
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