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Improved Algorithm for Constructing k-Degree Anonymous Graphs

ZENG Tao
(School of Computer Science, South China Normal University, Guangzhou 510631, China)

Abstract: In social networks, anonymization processing is required to prevent the leakage of user privacy before user data
is released. In this study, the social network anonymization is modeled as the k-degree anonymization of graphs given the
privacy attack with the background of node degrees. The major method is to add as few edges or nodes as possible to the
graph to meet the degree-anonymization requirements, and by doing this, the structural characteristics of the original
graph are expected to be maintained to a large extent. At present, the edge-adding'algorithms cannot well retain the basic
structural characteristics such as the average path length, while thé-edge-node adding algorithms can better retain the
structural characteristics of the original graph after-adding many edges or nodes. Considering this situation, this study
proposes an improved algorithm combining the two algorithms. Firstly, the greedy algorithm is used to generate the
anonymity sequence, and then the eﬂgé-adding operation is performed on the basis of the community structure. The
anonymization requiirementsu‘ of nodes with higher anonymity costs than the average anonymity costs are satisfied first,
and node adding can be applied to the graph when edge adding cannot complete the anonymization. The experimental
results of actual datasets show that the new algorithm can better retain several typical structural characteristics of the
graph, and the number of added edges or nodes is less.

Key words: social network; privacy protection; k-degree anonymization; degree sequence; edge adding; node adding;

complex network
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Priority 589 13.03 1.65 685 3.17 686 091 3.65 192 6.13 138 3.14 142 831 152 3.75 438 16.02 2.56 7.65
FKDA 7.40 1285 1.60 728 3.13 7.17 0.13 347 146 7.19 088 3.18 120 6.96 0.02 273 ‘431‘ 8.78 0.09 4.39
V_ADD 5.03 11.93 1.01 599 212 835 039 3.62 120 732 0.70 3.08 0.76 10.88 0.81 4.‘15 126 2120 0.64 7.70
KDVEM15 727 1085 0.27 6.13 3.08 3.10 0.15 2.11 2.53 1135 0.31 4.37 1.&‘4 844 0.16 348 4.70 1229 0.21 5.73
KDVEMI8 572 10.02 0.28 534 1.89 3.99 026 2.05 1.66 556 0.08 243 11.00. 790 032 3.07 2.87 1231 026 5.15
KDVEM21 2.67 4.46 062 258 142 3.50 034 1.75 0.71 5.03 Q.IS 198 091 637 003 244 258 1404 030 5.64

-

#3 ca-HepPh KRR A A

. e Priority FKDA = V_ADD KDVEMI15 KDVEM18 KDVEM21
B ESE (%) BE A %) HE B %) B B %) HE O ES %) R EA (%)
s REps 0 Lo” 0 0 49 0.41 49 0.41 11 0.09 0 0
i 1358 0.30 862 0.73 845 0.71 1065 0.90 488 0.41 612 0.52
10 REp=t 0 0 0 0 67 0.56 89 0.74 11 0.09 11 0.09
i 964 0.82 2253 1.90 2061 1.74 3 866 3.26 1185 1.00 1355 1.14
s REp=t 0 0 0 0 83 0.69 119 0.99 17 0.14 15 0.12
i 1614 1.36 4143 3.50 3599 3.04 10192 8.60 2022 1.71 2712 2.29
20 REp=t 0 0 0 0 111 0.92 149 1.24 21 0.17 21 0.17
i 2214 1.87 6106 5.15 4290 3.62 15246  12.86 2658 2.24 3529 2.98
’s Rep=t 0 0 0 0 119 0.99 165 1.37 33 0.27 25 0.21
i 2792 2.36 8992 7.59 6476 5.46 22737 19.18 6485 2.94 \ 4891 4.13
5 REp=t 0 0 0 0 159 1.32 195 1.62 79 0.6%; L5l 0.42
i 6186 5.22 22873 19.30 14848 1253 57711 4869 17719 2651 10525  8.88
\ \.
4 ca-AstroPh HClE e ARG A0 B
. o Priority FKDA V_ADD . KDVEM15 KDVEM18 KDVEM21
Hom A (%) HE A (%) BEIASH (%) HE Aol (%) HE Atk (e HE At (%)
s Rep=t 0 0 0 0‘ 117 0.62 69 0.37 65 0.35 5 0.03
i 425 0.22 885 0.4 1044 0.53 905 0.46 620 0.31 717 0.36
10 REp=t 0 0, ) 0 155 0.83 29 0.15 93 0.50 11 0.06
i 1029 052 2297 1.16 2607 1.32 4220 2.13 1347 0.68 1788 0.90
s Rip=t () 0 0 0 181 0.96 61 0.32 125 0.67 15 0.08
i 1869 0.94 4077 2.06 4174 2.11 8 873 4.48 2619 1.32 3365 1.70
20 Rip=t 0 0 0 0 223 1.19 85 0.45 151 0.80 0 0.00
b} 2434 1.23 5205 2.63 5123 2.59 11586  5.85 3257 1.64 4294 2.17
55 Rip=t 0 0 0 0 235 1.25 95 0.51 153 0.82 25 0.13
i 3345 1.69 7303 3.69 7773 3.92 16494 833 4485 226 5720 2.89
5 REp=S 0 0 0 0 291 1.56 109 0.58 203 1.08 51 0.27
i 7750 3.91 15138 7.64 17510  8.84 56392 28.46 10690  5.40 13596  6.86
meihRE PRI R B S2 M 38 O R A SCRI & B R
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