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Data Aggregati(_)nchhéme with Fault Tolerant in Smart Grid

LI Ya-Bin, YANG Peng-Fei
(School of Information Engineering, Chang’an University, Xi’an 710064, China)

Abstract: The new generation of smart grids has greatly improved the security and reliability of power grids, which relies
on smart meters to send data every 15 minutes. However, this may expose the privacy of users and also requires a huge
computation cost. As a result, data aggregation technology is introduced. Most of the existing aggregation schemes are
time-consuming and the system cannot run normally when its meter fails. In response to the above problems, this study
proposes an efficient data aggregation scheme with fault tolerance in smart grids. Specifically, it uses the improved
symmetric homomorphic encryption technology to be lightweight. It can resist collusion attaciés while supporting fault
tolerance. The security requirements analysis shows that the scheme 1s secure, and'the performance evaluation reflects the
efficiency of the scheme, which fits the smart meters with limited resources.

Key words: smart grid; privacy; data aggregation; fault toierant; homomorphic encryption; privacy protection; wireless
sensor network ‘

s

Wit 5 A 230 P IO 1 5% o B i AN W7 S22 B, R o L A LA ] A, Kt TR A BB SN, BT AT 4 i S 5R [

HXUEESE, 2 b RE i, IR ST s L i34 I o 4 ) o AT 2R e T A2 R Bl 1 AR

WA %A S AL k. R B R FH P A B RL ELAN S wi it 1) o3 e A e g 43
FERRE M, 8 T ORE R RS, UL R e B2 P R B

B, BERG 15 20 BRI o D Bt 45 1 1 0 ABE 2 B B, DA K2 HOR G J7 SRAFAE LT A 1) 7L

SRR SR R () SRR AR RO A S B R 2 77 v R AR IR = 0 A B R S I # BoR,
VR [R5 A7 75 B R T 5 £ e RS Ry 7 5 IR A 0 BE YR 32 PR A R e LR AR A AU P T R

@ kit 1 2021-06-28; & X [ 2021-07-30; SR A [A]: 2021-08-12; csa 7528 Hi Fi i 8]: 2022-03-22

System Construction R4 % 137

© EREERREST  hup/iwww.c-s-a.org.en


http://www.c-s-a.org.cn/1003-3254/8422.html
mailto:cas@iscas.ac.cn
http://dx.doi.org/10.15888/j.cnki.csa.008422
http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

20224F #5314 4

A R A I, (H R RE R AR I T
# AR AT AE LR, XAE 2 R EUB AN RGUEILIE
HisfE.

ST B AL, ASCHR T AR AR LM R R R
K SCRp AR IR 2 2 I B SR A 5 &, %07 R Re Tt
SR ] AL AR ) LT, A, 4R e AR
I, 42 il O 4T3 R IE 3 TR R A R

1 HsmR
1.1 R4iga

ARG E 1 s, oA 4 ASsefk: o]
fFrh TA, BHIF L CC, M GW I BEH R SM,
(i=1,2,---,n). GWHFHET n INSM; (n > 1).

N VERE_ AP R

K1 REEARKE

(1) TA: RoRFEATEHISLNR. TA P ERGSH,
M TTSM;, GW R CC WIVE M. a0 BSM; 7= A s
TA BTN L.

(2) CC: WSk BAFar s fk. W) ow R G, |

CC R B 5 1 e B Pk, fife 2 Ao A i 0 D g

(3) GW: sk HLAF 73 10 9 1K, i B 46 I A1 R A
SM; W 735 iR ad i 45 CC.

(4) SM;: o8 i RE R, RS Setk, SM,
SO B I A, SRS AR R4S G
1.2 REFK

(1) AL J7 58 458 FH 1R 2 SCAS R e B T 0 ik,
BIECFAREIRS HIERI B SOH B, R R R L
TR,

(2) FIAUEPE: BT 7T R D 2% BGVE F P SR BOR &
45, Fr LAZT7 S NAZXT R SR IR ZEAT & 4 UE.

(3) TEHENE: 75 A THEE A& ) 5 v el R T
PR O B ROR, X 24 IR R T NE R AR

138 #%i# % System Construction

R 27 6 I R R 2 2 75 L

(4) HE R 7 T B A T R R A R, 4
bt A I, 2R 5 R Ak LB 4T

(5) HHLA LB G A CC 2R AT A3 52k, i
T b SR 7 2 200 6 L2 10 B 0 RUHR 16207 R

S S VAT e e

(6) HE47T F MOt et 24 LA RT7E A FF A5 3 o
SRR 2 R, IR RGUBAT. TR R R, B
T BB ~
1.3 ®itE¥r . "

(1) KR GRA: BR T Tas SORAT TS f A fo v i
BN M, T I A B A 0 e B T
VR CE IR, FI T4 BRI AL.

(2) Rt E T8 B 0 I S S A P -5 R
S {2 A WL, 7 LA 3 2 i AL AR (0 il
T, ST AT S S RTE (S AR
1.4 #HEIM&EZBESE

WA 2k E 5 18y? = X3 +ax+b mod pfTE XY,
ORI T BRE, 110, X Ha,b e F, HLif R 4a+
22 % 0. FFH E IS AL STIE A O SRR T N
ARG, T RUR ¢, £ TR P. bR SR E LA
kP=P+P+---+P (kik), XHk e Z;.

196 5 T 2% 35 MW $ M % (ECDLA): % 2 11 %
P, aPeG, (abeZ;), 7% % i Bl Bk i 15 52
ace Z,’;. ' ! - "

L5 XFREZSME -

SCHR [10] B VSR O FR RIS I HoA, SR SR [11]
P B Ient, MR ILES A, BUZE A SCEGH 3R, Bk
RUNT:

KeyGen(r): Hi N 45 ¥tr, %41 E BRIt
WA BB BHIK = (s.d.q, p}, KPR E$p. 4
fp > g, sRNZBEHLIE TR, 008 d R/MRIESE
HAFEATFSHN = pg.

Enc(K,m, r): i N W1 3Cm € Z FURTHR [7) 45 115 2
K = {5.d,q, p), T 53530 48 B WL 50 € (0, 1)7 35 2 i+
Q) < NI, SR I B 5

5

c= sd(r@ +m) mod N

Dec(K,c): 5 N2 ¢ M RR[E 28025 2% 41K =
{s,d,q,p}, IR

m= (s*dc mod N) mod ¢

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20224F #5314 4

http://www.c-s-a.org.cn

i H AR SN A

2 KT
2.1 RGEM

(1) BT e A 2R E, T4 A S BCh 25
q MG BEG AFL A Bt P.

(2) TA RN PR E 2 0% % H K = {s,d.q, p} .
TA TR ATTSHN = pg.

(3) TA BENLER —HEWRH 16,6, & € Zy,
REIE= ) &

(4) TA R F L2 A REH, - (0,1)" - Z;( = 1,2),
N ARG B H:< G,q,P,N,H\,H; >.
2.2 JEfR

FirfSM; (i = 1,2,--- ,n), GW FICCHR 75 B AE v] {5
O TA REEAT VM, FEIRAFAH B 1) 2 H A E LA -

(1) SMEM

© SMBEHLE s € Z:AE N I RIS 4 A B, i f
BEHL K w; € 23, XTI A8 = si PAIRIRZE A U =
wiP,vi = siHy (ID3, St UD + iy, B85 Bk < IDy,S 3, Ui vi >
25 TA.

@ TA W B )5, K& vP=S:H (ID,S;,U)+U; &
T HAL, R BAL, A< ID;, S, Ui vi >, FERE K%
<&, K>25M;.

(2) GW M

© Gw BENLIEFE sow € Z; fF N H TR A, ik
B Euow € Z;, tHHAYISow = sewPFIRIAZE 4
Ucw = ugwP.vew = scwH\ IDgw,S ow, Ucw) + ugw, 2%
J& K%< IDGw,S gw.Ugw.vew >% TA.

@ TAWEE B G, A T 5% RvewP = SewH) :

(IDgw,S gw,Ucw) + Ugw 7& 15 WAL, 40 5 5L, 7 Afi
<IDgw,Sgw,Ucw,vew > . .

(3) CC Mt Y

@ CC BEHLIEEEScc € Zp1F RN H TN LR, ik
BTN Bucc € Z8, THHEX B AAS cc = scc P FFIRZS
% Ucc = uccP.vee = sccHi (IDcc,S cc, Uce) +ucc , &
JG K%< IDce,S cc, Ucc,vee >4 TA.

@ TAWRIWEE G, K& FH%E XvecP =S ccH
(IDce,S cc.Ucc)+ Ucce 7& 5 AL, W R S, A A
<IDcc,S cc,Ucc,vee >, HFbE Rik< & K > 4 CC.
2.3 RE~E

(1) SM; Y5 8 77 I & 2 Himy , Bl BIL 3% #6782
Iril +1g1 < INI, T

C; = s%(rig+m; +&) mod N
(2) SMFEH ik Fe; € Z;, 115
E;=eiP,o;=s5iHy(C;,S;,ID;, E;,T;) +e;

Horh, T M a0 B 8%, SM; K%< Ci, IDi, Eiyoi, T > %5
GW.
24 RERE

(1) HWCE A SM; 4k < €, ID; Ej 0, Ti >
GW B Se ki A i IRV BT 280, AR5 7 s 3,
GW BENLEEL— 4L/ 61, 65,46, € [1,27], Ko 2t

n n n
(Zi:l 9i0'i)P = Zi:l 9iSiH2(Ci,Si,IDi,Ei,Ti)+zl.:1 O:E;
SETNBOL, WAL, T

) n
C= Zi:l C; mod N

Q) GW FEbLiEFegw € Z;, WWH Ecw = egw P,ow =
sewH2 (C,S w,1Dgw, Ecw,Tow) + ecwH T Taw & 2 i
I 5, GW RE S < C.IDgw. Egw.o6w, Taw >
% CC.

2.5 IRERIE

(1) W H| GW KI5 < CIDGw, Ecw.oow. Tew >
J&, CC B ek & A1 T ow A R, SR 5 Bk 25 K

oewP =SewH2(C,Sew.IDcw, Ecw,Tow) + Ecw

(2) i REENAL, CC il R i i 4k a5

Z:_l:l m; = [(s_dC—f) mod N] mod §
(3) c€ ﬁ*ﬁgﬁ GW FIt & 5 X 30 W 508 ik
Eﬁ.ﬁ‘ﬁfﬁﬂﬁﬁﬂiﬁ.
EME:
[(s_dC—f) mod N] mod g
= [(s_d Z:;l C; —f) mod N
=|(57 D0, i+ mi+ )= ) mod N mod 4
= [(QZLI ri+ 27:1 m; + Z; & —g) mod N] mod g
= (@Z:’ZI ri+ Z;l mi) mod §
- Zi:l i
AT7 P BARTFE W 2 Bos.
2.6 HBIRER

G ES 1 A2 (¢ < ) ASSMR IEH TAER), Hir+ 1

BN n ANSMRAE TR, Toik IR R 4 GW.

mod §

System Construction &t 1 139

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

20224F #5314 4

(1) G {835 2.4 45— REJGE AT I [ BRI 5
BV MBAE, BRI HC=" Cimod NIFRi%4
CC, I 51 TA MO 087l L 4

(2) TA CEIJR, 8 i Moy a2 -5 5 2 )

#XCra = (na+0+ ) | &) mod N, Kk e CC.
(3) CC W Hl< C,Cra >J5, fR5 5

S mi=[(s7UC +Cra)~£) mod N mod §

N
S
&
GW cC
BEHLIEFE r, W6 A2 |r|+Hg|<IV]
s (rgtm+E) mod N \
BiLAHE e €2 g
E=eP 3
a=sH, (C, S, ID, E, Tye, )
<C,ID, E, 0, T> - \
- #
(X00) P=SOSH: (C, S, ID, E, T)SOF,
= = =1
C=YC.mod N
g A
“ . > .
' BEHLHE e E 2
¥
¥ Egy=ecnlP
'
oaw=Scwlt, (C, Sew, 1Dy, Egy, Tow)tecw
<C, IDgy, Egy, ow, Tow> -

K 2

3 et SYEREVFIT
31 REFJFKRSM
ANTREBAN P HTER 1.2 75 P T 2 K.

(1) BLEPE: J5 &, RSN T 3k45 17— |

SO SO (my, C), EAEAE S Ao g BUECE 3k
ARGy, C), IARAFAE2A+ 34 RAIRL, i FOE T2t
RYLM KA NP e 330RE JE V75 £ T i) Py
B R, R, ¥ 2 A (AL 1.

(2) AT ME: SM 42T B0 5 40 24T 7 VM,
R T AR A i, GV E 8 44 BT £ R et 3t S 0
EPEHEAT . TR, %7 7T LLSEBUR P 0 AGE.

(3) 52 H&E: FIH Schnorr 25421 28 iR S W4 4
N(oi,Ep), %T ECDL B, & A %8s [ F ok
P4 4 L A5 0 R I A AR 4. BT L,
T ST DURIER 25 1 52 B b

(4) BB 2 107 T, IR B 1 H M, R
P WO TE TR R AR, TA £ T o 3 e A TR A 1 p

140 #%i% % System Construction

0w P=SawH, (C, Sgiws IDgyws Egws Tow)+Egy

im,=[(s’”Cff) mod N] mod ¢
i1

T &R

A

B SCCra R AR, GO AR S % 5. (8 M, 257y
ST LSRR

(5) KB WL R G R CC & it a5
—ANSM; () LA, I B K RS, CC R Bk
Bm+&, B IIEEEm B L T& PR I, 407
T LAHER A

(6) FHTE I SM A GW R 3%& IR A5 h # A
BB T B Tow, GW HT CC AT LUK 7 4 o 100 38 2
PRI, A 5 % AT AT R e
3.2 IngELbER

ANV T T 2 5 SR [14-16] BEATThREN L.
e 1, Horb FI RRHLEME; F2 FoRal R F3 &
TRSEHENE; FA FRENRA A FS R HHUA B
F6 F R MU E . W3 1 Ry DU H, SOk [14]
TV SRR A B Ih Y, SCHR [15] AN BEHCHT B B,
SOk [16] ASREHEST A T, T FATT TR i 7 AT
DL R TG FESS 1.2 ik i 22 4 7K.

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20224F #5314 4

http://www.c-s-a.org.cn

i H AR SN A

K1 ThREXSEE

Thie SCHR[14] SCHR[15] SCHR[16] ESVIES
Fl J N N N
F2 J V V J
F3 J v J J
F4 x \/ V V
F5 J \/ x V
F6 J x y «/

VR, RN

3.3 HERMNEEER

SCHR [14,16] B T XL X, BE X Ne: Gix
Gy - Gr, X HG & IVEIGHEE; ECC M HILIEG.
A Fl MIRACL Crypto SDK! 15 31 %5 i 2 48 (1
PAT IS (8] FR B 2876 3R 2 vh, HAE A% %8 2.53 GHz

i5CPU A1 4 GB WAEHIZEIC A LN, #1E RG 2 64 /i

Windows 10. 2
#2 w T T (ms)
w5 ik AT ]
Tgp U R fE 10.31
Touap WSS 5 S AT 7 3.58
Te-r Gr FI4RHUZ 0.52
Ten Z, PR s H 0.58
Tiog i e B HORT KO A 0.64
Teg G, FH$EEUEH 1.42
Tep Z, TRt HOES 0.13
Ten BN 16 Hois 5 0.22
T, Z,, R4 H 2.02
Tg.p Paillier AH N % 11.82
Tp-p Paillier 2> £H R %5 9.89
Tk ECC Fibrmafeikia & 0.38

T AVEA— IS A BOPAAT I 17 20 A 2

T SCHR [14] R i, 2 7= AP B TR I [R) A2

Tp-p+2Tep+ Tk + Tpup = 16.04 ms, B A B i A
R +2)Tpp + (nt DTy + Ty o = (13.89n+24.58) ms ]
2 W B 10 165 18] J2 2 gp + Tougp + Tpp +2Te.p = 34.35 ms.
ST ITAY2(29.930 + 58.93) ms.

XFFSCHR [15] SR, $i 2 7= AR B B ok B (]2
T, 2+Tgp+Teg+Tey=1584ms, KA B H 2
(n+2)T oy +1T e = (2n+1.16) ms, [ 52 Fr B 1 B [E] &
Ton+Tpp= 1047 ms. S [FF45 2 (17.84n+11.63) ms.

XFF3CHR [16] SR, i = A B B o B [A] 2
2Tor + Tog =246 ms, KA W B 1T B[R] 2
(n+3)Tec = (1.42n+4.26) ms, TR 15 B 2B B 1 SR
(/@3 T, + Tp + Tiog = 15.21 ms SAHITHEITHZ (3.88n+

19.47) ms.

T AT F ok, A B B T SR R 2
Tyg+Ten=0.6ms, & FA W B &8 ]2
(n+2)Ty. = (0.38n+0.76) ms, 55 [ S2p B s ] &
2T g+ Toy = 0.98 ms. S FITFES(0.98n +1.74) ms.

3R T RV A 58 A B R R 1A 1)
KA E, WNEF AT LLE H: AHEC T30k [14-16], P
T R SR T RN I KR R . XIRES

T GRA R R R MM SG |
30 000 3 =
8 CER [14]
a%Iﬁk [15]
25000 PR LS pe]
3 P I7 %
£ 20000 |
S
< 15000 |
=
= 10000 |
g
5000 | ¢ {
0 ‘MI
0 200 400 600 300 1000

GRS
B3 SRR

34 BERNEER

N 7 B R LU I A AR A ZIKW&T R BEE:
|GI= 160 bits; |G = 512 bits; |Gp|= 1024 bits; 1Z;] =160 bits;
|Z,|= 1024 bits; |Z,2]= 2048 bits: |N| = 768 bits; & {4 Fl1}
l‘ﬂgﬁﬁﬁﬁ}#i’j‘j‘\jéz bits. 7 3 LA 1 ik [14-16] 507
?;Eﬁ%m B

3 EEAM I (bits)

iES SME|GWIR{F AN GWEICCHIEER M
SCHR[14] 3264 3264
HR[15] 3648 3104
SCHR[16] 2272 2784
U 1152 1152

Kl 4 T8 R ferR T s s A Lh B L A Hrar B
FH T SR [14-16], ATE 5 R SM 2] GwW 2
[ Gw B CC Z [ EAE RN &R IKH), +9 %
HIBETRA T SM 1 Gw.

4 énlb
R T IRIE B R G T R, AR T

System Construction &4t 141

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

EN R 5N A http://www.c-s-a.org.cn 20224F #5313 5 4]

— AN R LI P R RO SRR R I B R
FLA F St (R 6 R [ 25 I SR SE B e % ﬂt,ﬁﬂﬁﬁﬁﬂ
JRVHG I 1 2 3 B 2 AR A2 1 i it ) S B A AT A IE
PE. 53 4% 7 R AT LR HT A U Bl R, R T
R R AME . AT B R HL R R AR W R TE R A R
IS, AU 2 FEAT 7 A R A R R AU SC DA DR A%
i o IR R TR A B fe ), AN SO A TR Y 2 4

i R, I AR B i o SARH RE 5 AA 0 3G T B
A BRI RE LR,

4000
3 648 - SM | GW FIEE
3264 3264 N GW | CC [l s
3 104
3000 F 2784
5 227
£ 2000 f
¥ >
{in
il 11521152
1000 |
W
0

CHR[14]  SCHR[15]  SCHER[16] TR TR
K4 JEEARM A

SE 3k
XIS, M EE, DO, BB L B AR bR e iR RIF AL LRA.
T R G AR 5 i, 2012, 40(10): 120-126. [doi: 10.3969/
j-issn.1674-3415.2012.10.022]
2 Li FX, Qiao W, Sun HB, ef al. Smart transmission grid:

—_

Vision and framework. IEEE Transactions on Smart Grid,
2010, 1(2): 168-177. [doi: 10.1109/TSG.2010.2053726]

Rahimi F, Ipakchi A. Demand response as a market resource

w

under the smart grid paradigm. IEEE Transactions®on Smart
Grid, 2010, 1(1): 82-88. [doi: 1051109/’TSE}.2010.2045906]
4 Deng RL, Yang ZY, Chow MY, et al. A survey on demand
response in smart grids: Mathematical models and
approaches. IEEE Transactions on Industrial Informatics,
2015, 11(3): 570-582. [doi: 10.1109/TI1.2015.2414719]
SKEE, EOE, 5KE. P EBE RN REE. B RGHR
5, 2021, 49(5): 180-187.
6 Yan Y, Qian Y, Sharif H, et al. A survey on smart grid

W

communication infrastructures: Motivations, requirements

142 Z%i% % System Construction

oo

10

12

13

14

16

and challenges. IEEE Communications Surveys & Tutorials,
2013, 15(1): 5-20.

Anzalchi A, Sarwat A. A survey on security assessment of
metering infrastructure in smart grid systems. Proceedings of
Southeast Con 2015. Fort Lauderdale: IEEE, 2015. 1-4.
WRIEOE, Rl SRR, & T Z IR ML e S
AL DR Bt S 7. Pl ST KA 224 (B AR,
2019, 39(6): 62-72.

Miller VS. Use of elliptic curves in cryptography. In:
Williams HC, ed. Advances in CryptoLogy —CRYPTO ’85
Proceedings. Berlin, Heidelberg: Sprl%ger 1985. 417-426.

Li LC, Lu RX, Choo KKR,wet al Privacy-preserving-
outsourced aisozjatlon rule mining on vertically partitioned
da(abases IEEE Transactions on Information Forensics and
Security, 2016, 11(8): 1847-1861. [doi: 10.1109/TIFS.2016.
2561241]

Wang BC, Zhan Y, Zhang ZL. Cryptanalysis of a symmetric
fully homomorphic encryption scheme. IEEE Transactions
on Information Forensics and Security, 2018, 13(6):
1460-1467. [doi: 10.1109/TIFS.2018.2790916]

Liu JK, Yuen TH, Au MH, et al. Improvements on an
authentication scheme for vehicular sensor networks. Expert
Systems with Applications, 2014, 41(5): 2559-2564. [doi: 10.
1016/j.eswa.2013.10.003]

Schnorr CP. Efficient signature generation by smart cards.
Journal of Cryptology, 1991, 4(3): 161-174. [doi: 10.1007/BF
00196725] \,‘

Shen H, Liu YJ, Xla Z, et al. An efﬁment aggregation
scheme resisting on mallclous data mining attacks for smart
grid. Infor_maﬁon Smences, 2020, 526:289-300. [doi: 10.1016/
j.ins.2020.03.107]

Guan ZT, Zhang Y, Zhu LH, et al. EFFECT: An efficient
flexible privacy-preserving data aggregation scheme with
authentication in smart grid. Science China Information
Sciences, 2019, 62(3): 32103. [doi: 10.1007/s11432-018-
9451-y]

Ding Y, Wang BY, Wang Y], et al. Secure metering data
aggregation with batch verification in industrial smart grid.
IEEE Transactions on Industrial Informatics, 2020, 16(10):
6607-6616. [doi: 10.1109/T11.2020.2965578]

Shamus Software. Multi precision integer and rational
arithmetic cryptographic library (MIRACL). http://www.
certivox.com/miracl/. [2021-01-10].

© EREERREST  hup/iwww.c-s-a.org.en


http://dx.doi.org/10.3969/j.issn.1674-3415.2012.10.022
http://dx.doi.org/10.3969/j.issn.1674-3415.2012.10.022
http://dx.doi.org/10.1109/TSG.2010.2053726
http://dx.doi.org/10.1109/TSG.2010.2045906
http://dx.doi.org/10.1109/TII.2015.2414719
http://dx.doi.org/10.1109/TIFS.2016.2561241
http://dx.doi.org/10.1109/TIFS.2016.2561241
http://dx.doi.org/10.1109/TIFS.2018.2790916
http://dx.doi.org/10.1016/j.eswa.2013.10.003
http://dx.doi.org/10.1016/j.eswa.2013.10.003
http://dx.doi.org/10.1007/BF00196725
http://dx.doi.org/10.1007/BF00196725
http://dx.doi.org/10.1016/j.ins.2020.03.107
http://dx.doi.org/10.1016/j.ins.2020.03.107
http://dx.doi.org/10.1007/s11432-018-9451-y
http://dx.doi.org/10.1007/s11432-018-9451-y
http://dx.doi.org/10.1109/TII.2020.2965578
http://www.certivox.com/miracl/
http://www.certivox.com/miracl/
http://dx.doi.org/10.3969/j.issn.1674-3415.2012.10.022
http://dx.doi.org/10.3969/j.issn.1674-3415.2012.10.022
http://dx.doi.org/10.1109/TSG.2010.2053726
http://dx.doi.org/10.1109/TSG.2010.2045906
http://dx.doi.org/10.1109/TII.2015.2414719
http://dx.doi.org/10.1109/TIFS.2016.2561241
http://dx.doi.org/10.1109/TIFS.2016.2561241
http://dx.doi.org/10.1109/TIFS.2018.2790916
http://dx.doi.org/10.1016/j.eswa.2013.10.003
http://dx.doi.org/10.1016/j.eswa.2013.10.003
http://dx.doi.org/10.1007/BF00196725
http://dx.doi.org/10.1007/BF00196725
http://dx.doi.org/10.1016/j.ins.2020.03.107
http://dx.doi.org/10.1016/j.ins.2020.03.107
http://dx.doi.org/10.1007/s11432-018-9451-y
http://dx.doi.org/10.1007/s11432-018-9451-y
http://dx.doi.org/10.1109/TII.2020.2965578
http://www.certivox.com/miracl/
http://www.certivox.com/miracl/
http://dx.doi.org/10.3969/j.issn.1674-3415.2012.10.022
http://dx.doi.org/10.3969/j.issn.1674-3415.2012.10.022
http://dx.doi.org/10.1109/TSG.2010.2053726
http://dx.doi.org/10.1109/TSG.2010.2045906
http://dx.doi.org/10.1109/TII.2015.2414719
http://dx.doi.org/10.3969/j.issn.1674-3415.2012.10.022
http://dx.doi.org/10.3969/j.issn.1674-3415.2012.10.022
http://dx.doi.org/10.1109/TSG.2010.2053726
http://dx.doi.org/10.1109/TSG.2010.2045906
http://dx.doi.org/10.1109/TII.2015.2414719
http://dx.doi.org/10.1109/TIFS.2016.2561241
http://dx.doi.org/10.1109/TIFS.2016.2561241
http://dx.doi.org/10.1109/TIFS.2018.2790916
http://dx.doi.org/10.1016/j.eswa.2013.10.003
http://dx.doi.org/10.1016/j.eswa.2013.10.003
http://dx.doi.org/10.1007/BF00196725
http://dx.doi.org/10.1007/BF00196725
http://dx.doi.org/10.1016/j.ins.2020.03.107
http://dx.doi.org/10.1016/j.ins.2020.03.107
http://dx.doi.org/10.1007/s11432-018-9451-y
http://dx.doi.org/10.1007/s11432-018-9451-y
http://dx.doi.org/10.1109/TII.2020.2965578
http://www.certivox.com/miracl/
http://www.certivox.com/miracl/
http://dx.doi.org/10.1109/TIFS.2016.2561241
http://dx.doi.org/10.1109/TIFS.2016.2561241
http://dx.doi.org/10.1109/TIFS.2018.2790916
http://dx.doi.org/10.1016/j.eswa.2013.10.003
http://dx.doi.org/10.1016/j.eswa.2013.10.003
http://dx.doi.org/10.1007/BF00196725
http://dx.doi.org/10.1007/BF00196725
http://dx.doi.org/10.1016/j.ins.2020.03.107
http://dx.doi.org/10.1016/j.ins.2020.03.107
http://dx.doi.org/10.1007/s11432-018-9451-y
http://dx.doi.org/10.1007/s11432-018-9451-y
http://dx.doi.org/10.1109/TII.2020.2965578
http://www.certivox.com/miracl/
http://www.certivox.com/miracl/
http://www.c-s-a.org.cn

	1 背景知识
	1.1 系统模型
	1.2 安全需求
	1.3 设计目标
	1.4 椭圆曲线密码学
	1.5 对称同态加密

	2 本文方案
	2.1 系统建立
	2.2 注册
	2.3 报告产生
	2.4 报告聚合
	2.5 报告阅读
	2.6 错误容忍

	3 安全分析与性能评价
	3.1 安全需求分析
	3.2 功能比较
	3.3 计算代价比较
	3.4 通信代价比较

	4 结论

