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Abstract: Android phones have a large market share in the world, and the third-party system based on Android-derived is
also very popular. As the security issues appear in Android systems frequently, this paper uses Clang to'compile Android
source code for static analysis. This analysis extracts rules and models from published CVE vulnerabilities, and uses the
improved Clang to statically analyze Android source code to detect potentially unsafe code snippets. During the analysis
of the Android source code, the Clang static analyzer taints attaqﬁ surface, and calls the new added STP constrained
solver. Then it taints sensitive data through the symbolic'execution, and makes taint analysis on the sensitive functions,
sensitive operations, sensitive rules, finally reports unsafe code snippets if there are potential security risks. Through
experimental analysis, this method can accurately identify unsafe source code snippets that exist in the Android source
code with the same type of se’cu;ity risk, and this method can detect five high-risk CVE vulnerabilities in the libstagefright

module.
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function getdriver(){ %
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--use-analyzer $T/prebuilts/misc/linux-x86/analyzer/bin/analyzer \
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}

ARA%3%t %} Clang3 8 H 25
push @Args, “-Xclang”, “-analyzer-viz-egraph-ubigraph”;
}
+ /3R Clang4 B 2 i FH 45 SEIRBT I ) stp 3R i 4
+ push @Args, “-Xanalyzer”, “-analyzer-constraints=stp”; my
$AnalysisArgs = GetCCArgs(“--analyze”, \@Args); @CmdArgs =
@$AnalysisArgs;
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+ my @NewCmdArgs;
+ foreach my $one (@CmdArgs){

if($one eq “-Qignore-c-std-not-allowed-with-cplusplus”

+

|| $one eq “-fobjc-default-synthesize-properties”
|| $one eq “-fno-cxx-missing-return-semantics”)
{next;}
if($one eq “-disable-global-ctor-const-promotion”){
push(@NewCmdArgs, “-disable-cgp-ext-ld-promotion”);
next;

}

+ o+ o+ o+ o+ o+ o+
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+  push(@NewCmdArgs, $one);
+ 3
+ @CmdArgs = @NewCmdArgs;
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check::CheckBranchCondition X} 25173 S AT 24, IF
X Fe A i) Stmt HEAT F 7.

#* 1 Clang [ BRI HT % 1

ARRDS. HEANHT K 20 R R 25

ANALYSIS CONSTRAINTS(STPConstraints, \
“stp”, “Use STP solver”, \
CreateSTPConstraintManager)

Iy HTEE A4 RR . AHRL
check::PreStmt<T> 7 R 2 17
check::PostStmt<T> AUl AT
check::PreCall WO Z AR A
'\ check:PostCall A0 2 )5 W
* check::Location 5 A i
check::Bind 4 e A i
check::BranchCondition R A4y SR R
check::EndAnalysis ARy R 5 R 1
check::EndFunction BR 53 B 4 SR 1
check::LiveSymbols T3 m W mi I A
check::DeadSymbols SE R % B 2 )5 VR
check::PointerEscape FREFA BRI R R
check::RegionChanges A7 AR B 1
eval::Assume B IS L R 2 BT
eval::Call R HOE AR 434 2w

4.3 # Clang B9 Checker

WK 1 Fras, Clang 9 3 Hi i (£ 5 A& 0, HIE
AT R B HI T 2 — R B Checker. FTLL, 24 1 15 5%
Clang W) S KM EE 71, B AU Clang )— R I

6 L i%-Z5IA Special Issue

Bl 2 Hr i A AT Bl it Clang WE )
SValBuilder %] evalBinOpNN J5 755 1548 5 (75
FEIZEAT Al T, Makis AR e R 4 it IR 2.

B 2 Fp R0 0 W ) AT BLE 3 ASTContext 2
1) getParents(node) J7iAFREXAL Y 55, B3 81T node 4
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5 B S MO E SR 74 . H AT T Clang
N & 1 Recursive AST Visitor 2R SL LG FEANGE S 1)1 45
FUBEAT H 3hi A ).
4.4 RIEAKBEFFHES TR AR

/1% 6 JE7R T CVE-2015-1538 K 4N T

1REG6. CVE-2015-153838 40 %h T XA
mTimeToSampleCount =\

U32_AT(&header[4]);

- uint64 _t allocSize =\

mTimeToSampleCount * 2 * sizeof(uint32_t);
+ uint64_t allocSize =\
mTimeToSampleCount * 2 *
(uint64_t)sizeof(uint32_t);

RS 6 )k e A7 AR [ E BB T R
uint32 KM S 52 FHR T A uinted KA, (HFE T R
EOR BN R AR R R e T BT LI
TR NG H R, WO TN T SR,
H2, /65 6 B TATIH 25 R X FET
J& IR I CVE-2015-6601. A7 41 £44XH5 6 i kb
T, B R AT BB AR B T 5 SRR B U
e fE R, (HR R P sl TR NS B AT
(). s ORIR T, 5 AR A IR AT LS v Y, AR
THEAL
WRAY 6 iz, U32 AT 2 libstagefright MZE X
L HCERE ) A FLTTV, RBUEIEH Ule_AT. U64_AT.
U32 AT BREC2 fih 5 B 2 A i B R 305 s bn i,
f#f mTimeToSampleCount 2% & # Axic. LAY 6 1%
allocSize MREEAEH, b B A 7RI RIT
AT R BEAIRTE, 4T T H R AN T 2 BRI, i

ik 575 R BAFAE SRR T, ) Chekeer

il R T 2 BT B S A e S I P SR A e
Bt TR g
1RE 7 JEZR Y. CVE-2015-6604 HIA M T .

REG7. CVE-2015-660438 57 % T X1
return false;

}

- if (offset + dataSize + 10 > mSize) {
+ if (dataSize > mSize-10- offset) {
return false;

}

1R 7 o B 1 125 L O B 2
Oy S, B SR T 15 AR I 47 4, A
AR, LTS SRS T, 2R 55 L
$11,

WRHEY 7 i, Horb dataSize FO%HE, B U32 AT
77 AEREL, SR 10 T . (BRAE if 2640 HIE
)R, R R kAR R W RO S A TS SR, U R
2 oy AT FI WG R0, R kAR IR AT R
(ERaie
4.5 Clang B9IREE K

E 4.3 F ] Clang 1) Checker % £5 A& AR A
BAT AT 2 5, SRR IV AE I ) @, A Clang H
7 [f) BugReport HEAT RURSHACAS )i 5 . e LA
H 5 X BugReport, ﬂuifﬂﬁi“*ﬁﬁwg\rﬁﬁ Bug fix
e (MG R R, i scan-view iy 44T FF 4B AR
CLURIVY E S

5 SRS K Rt
5.1 RIWIME

ASCA$ F Ubuntul6.04 LTS X64 #:1E &%, 47
2% Intel 545 17 4750HQ(3.2 GHz), 16 GB N 1%, 80 GB
L5y X, 1000 GB HL AL, FET Clang3.8 #E47 Ik
&k FES b IR, A R B aE 47 AR 7, DA s i
ENF [ A A7 £ FH ) S 5 25

Clang IZ1TZ 5007 1M, F& T 25 3 59 e rAas &
HORH SE G T FE N ZN S S8, AR T B R EFERIA
SR AR5 AT 2 H IS 2 S E 0 8, Clang
21 P — AN BR A S5 FF ST R RE 17 PR, BR A
fHA2 4, RELIAE. kg -
52 {EFIREER KRR Clang 1 THAE

Zeid SGHE ) Clang /SRS ELPE ] T Android R4
TRI M, 55 B2 5 ST (A B8 ) TE A, 0 50 1
Clang % 3 1 I AN B 3% A B # AR, — M2 Clang
P 1 HT v 7E 20 BT Android YEACAS I 145 F 2 A AT AE 1.
T S Clang g BF 11T i I AR A EUEE TR 7R 755 AT
BT i A I b, By DARS S — 2 BT i S I AR
WE Clang FIFF 5 P0AT K B2 AEE T HAar il /g

DR A 3 B, 36 FH )2 A NIST Wk 4 i) 3%
NSA (National security agency) FF /& Juliet
Test_Suite” i 4. Juliet Test Suite 157 % Fil
CWE (Common weakness enumeration) "' 255 ) H I,
T TR ARCHS . A SR G ik Lt [ “CWE190_Integer
Overflow” . HMAEE T 2 I6h 5 B B
REE, 0 51% 5 S01, S02, S03, S04, SO5.

TE R R 7 e S, BT DA R A e I A 1
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an: RSN A 2k R 8L R AR %
URBERI R E IR K2 Bon T 5 AT

AR R BT ] B
2 I BRAR N A A RO ()
ZA MBI A E
S01 550 550
S02 550 550
S03 550 550
S04 550 550
S05 500 500

gy A Clang {3 ] B 47 9 range SR &3 IIHA 22 42
JIAGIANAS 22 4 P 156 100 Gl I P T, AR A gk
F|“Dead assignment”, “Dead initialization”, “Memory
leak”iX = MR ANVE I 22 4938 2 A 22 4=
A, 35 Je v A A AR i R R X R D SR AR Y
Clang 2 5 Jo 0 R Fy e i AR ).

K4 ki SRR SCE ()

S01 S02 S03 S04 S05

W R R IR A 2B A AT I O =X
PAT. AT XS AE N 5, 23 75 . w7
P IS AR A& 2 i 5 AE 1 Clang HAS A E 45 1) range
29 TR i 28 73 100 A 22 4 oR ORI AN 22 4 ek B TR P
KA 20 ) Clang AT A B 5 1Y range Z9 90K fif 45
3 A 22 4 bR B AS 22 4 R A, & PR A S 1Y)
Clang FLA BN stp, IR A0S 75 51 00 5 4
BRI AR 22 4 6 B9 AT AT TR 15, i 407 7 25
LI 1] I43 b P15 51 FR &5, DT 75 I TR) dn 3 3
fiizn. Hidt, good origin range 15 JR4E M) Clang f# H H
5 1) range SRAFEAE A AT 2 4 K%L, good_improved
range $8 0 Clang 14 H F 7 1 range SR fif#8 HAS I
L4 R, good improved stp $5 B3k 1) Clang 14 F 87
BN stp SR fif % J karill 22 4% i %1 bad_origin_range,
bad_improved range, bad_improved stp F&4H [F] K11 7
T RRIAS 2 4 R AL

R3S HHTE RN R (F)

good_origin_range 0 0 . 0, 0 0
good_improved range 568 590 1653 568 569
good_improved_stp 45 84 63 45 63
bad_origin_range\ 0 0 0 0 0
bad_improved_range. 363 452 453 363 404

bad_improved_stp 99 162 115 99 115

S01 S02 S03 S04 S05

good_origin_range 122 119 118 118 108
good_improved range 299 328 318 301 283
good_improved_stp 321 355 360 324 307
bad_origin_range 105 107 106 104 96

bad_improved range 27% 296 Y297 276 258
bad_improved_stp . 284" 309 306 287 269

IR 3 ot R, AE R R 22 4 iR UL 2
SR AN 22 42 B A, FEHRAE ] B 7 1Y range KA a5 O 1
BT, B3ERT Clang LU JER A2 Clang #6000 ) (8] 38K T 49
WA, X2 RN Clang 380 715 mifA S E £
PR R U0 R D)3 ORS00 I TR] P 3 KL (R R A S
Clang, f§f FHHT N stp SKRAF % LU range SRARZSFE
WIS (A HR 2L 2 (HRFEARAZ T 10%, X2 F N stp
SR ipe B 0 S o, RO B A %, 3 B0 1 RE R I () A 19 .

% 4 H“good origin_range”f“bad origin_range”

8 T iR-£5IA Special Issue

#* 4 H ) “good improved range”fl“good
improved_stp” 43l ¥i5 £k ) Clang {8 FH B 77 range 3K
fiff 5 B stp SR A 23 % 22 4 1 R I 5 0. sk
[ Clang, PRIy IR0 ) 35 m, 22 T LAAer dilvis e
T RS2, 22 A K 5] b 2 A A 22 A i G . P
L, BT b, TE4F F range KRR BT, BT
WAk, M stp F AR 2 JE 5 AR, FAKJFE K2 range
R asIRe J1id 55, IR 2 B RARAGEALBE, 3L
BB BRI LI AR, ST KRE R R, iR
e BEE Y 7T EE, R R
S H 1A 2 Bl 7 v, Ak ﬁﬂ‘@\‘:Z Fios, et i
Clang £ 3 Fifi k75 sk A7 SR P A, — Db+
1T HIARTY R B, F DA B8 B 1R T A R A T 1 A4
R .

o IR gz A P A PR A RS (6] ARG AT A R v,
AT T hriE. £ 4 HH“bad_improved_range”
“bad_improved_stp” 4 Al #5 L#E [1) Clang ffi H H 5
range SR AR stp SR AR 73 AN 22 4 F A AR A DU A7
L. 38R I HEE, stp KA A ARG H I &
R, {H 2 AR H UERR. range SRR SR H O 45 AT
FE R B iR AR, AU A RS o, A Ry dik
¢4 o7 5 PR AR ARG I Ay A7 LE SR A

A B WK 451 0 i 25 23 i 6 R, )N SO R S
PriH &, &Pt o th, TRI 4518 stp KA
28 B ARTERS (B ¥E 7% L LL range SRIRZSFH 2, (HREA R
RGNS FE b, stp RABZE G IR KM & RN 255858
3B B A IR AR, X EE stp SRARZS I ZT R X
6], AT DUAR ISR ARAS TS T IERR 20 PR X ).
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5.3 {FRA%#HA Clang 4RiFRTIHXT Android JEASFHIT
V2Kl

ZH 5 4 < Android RS FR S 2 B O SEEL 5L
fFISEI, B4 Android JEARRSE R ERME BB HE L )R,
AT 8 BLI 4 4, B W] {8 FH e i) Clang B H
stp ZIHKRREINT Android YRAZHEATER A 4T

ARS8, AT F ST

$source build/envsetup.sh
$lunch aosp_arm-eng
$WITH_STATIC_ANALYZER=1 mmm model_path -B

A S ¥ #UE S “WITH_STATIC_ANALYZER=1
mmm frameworks/av/media/libstagefright/-B” %}
Android JR{CAD ] libstagefright B AT 4347, i X
Android A [FJ A (RS EAT B S 704, X TR AT A
RS ) BA H DA e fE T, HUR T CVE g5 73 4l
WF: CVE-2015-1538, CVE-2016-6601, CilE2015—
3832, CVE-2015-3831,€ CVE=2015-6604.

}
378
379 if (U32_AT(header) != 0) {

@~ Taking false branch —
380 // Expected version = 0, flags = 0.
return ERROR MALFORMED;
}
ize t numEntries = U32 AT(Sheader[4]);
386 if (data_size != (numEntries + 1) * 8) {
(8 -~ Taking false branch —

return ERROR_MALFORMED;
}

mNumCompositionTimeDeltaEntries = numEntries;
uint64 t allocSize = numEntries * 2 * (uint64 t)sizeof(uint32 t);

6 - taint integer data type promotion bug
B3 CVE-2015-1538 JRiFA& &5 B AL

54 SITIENNEERE. SEERERML

RSB 4B T B 15 2 FERT R A, 2

Hr {1 H 1 libmedia MR -+ )Lk, (Ha2 7 b 52 2%
{9 libstage fright 5 5Lt T B+ A N . Ji i £
linux N[ perf P RE AL T HxH 0 it # (ASBE BLE 2
HTER 5.3 T mmm A4, 2087 mmm e& AT IS 1)
4 BEAT o, RILFERS ) TOP-50 R 035 25k B
libstp.so Al libminisat.so H ¥ BRI %k, P54 2 SO B R
Bt HH T 95% UL RS AT E. A Tibstp.so S
3BT CH BT RO STP K Ag &= ¥ SC A4, libminisat.so
72 libstp.so ATAKH A PE SCAF. 3847 I 1] 32 BEAE SR 7E R
fifRis =K.

A SEG 1 o AT T HAE 2 [ 2 B AR T e K.
WI5rHT libmedia fER 75 2 1-2 GB P AF, 43 #T libstage-

fright #LH T 2 2-4 GB W AF, FIN Al &£ 4 16 GB LA
EWAE B linux R gdb Al valgrind P} AF 74T
THSS 47 B HEAT 00T, SRR I libstp.so i SCAF
SN STP KA 28 QR A7 76 P9 77 it 5% i) 151, o
TETE /DO TN BT R B, S8 T KERIN A
i .

e St T ] 558 2% R A 2 ) 4 % B i 0, o Ak 523
{3 43 W7 1 EHE A7 600 2B A, ZE N B STP SR A% 28 1
RISy, N T SR (BT IR B, WAIE PO 47 5
H, 7)&’/"?%5%?\]@%%. [E I X+ Checker HL A& M4t
RO AT A, SR8 B A P8, (R 24 04T
HLS AR BT MU A 2 3 map Hef
CERGIEL BT N, LU 24 Y AR ).

6 4G

ASCHEH T Bk Clang %F Android Y5465
HEAT 25 4 0T (00 B TR S0, 38 3 374 Clang 19207
SR AR 5% 9 0 i A5 A U0 3 A R AT SO, SEEL T
Android #45 JS IR IR B A5 40 HTRCIM, I Bl DR 51
4. B2 SE I T AT F % Android JEARHS AT
S BRI B S T 25 407 TR

(ELAE 4007 L F 30 77 — 8 i L, 451 B
Pl PAEREREOK, it 5.4 TIOTRAL, vk T
B3 43 60 R, 1L P4 - 55 0 AT S 5 e, B {73 I
ik AN A5 HTE B 1 BT (24— R 22, T
S ) 5 4 TSR P A P oL R, R B B AT
D TROSRAR. T EL, 2 03 Hh 007 74 o
HELRE, 2% 535 B A, Vit 0 9 5 5 0 e 2 5 5
Tl LA AT £ 0 A B, 156 e b 0 5 A 40
75,

SEHE
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