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Mutual Authentication and Key Agreement Protocol without Bilinear Pairing
HUANG Chao-Yang
(Department of Information and Technology, Xiamen'Ocean College, Xiamen 361100, China)

Abstract: To improve the performance of identity authentication protocol using public key cryptography effectively, a new
secure and effectivemutual authentication key agreement protocol combined with one-way hash function is proposed. The
communication cost is reduced clearly in this protocol, because the two parties of authentication needs only message
exchange twice. The computation complexity of the agreement is equivalent as classical protocol using public key
cryptography. The security of this protocol is proved by mathematical derivation and the formal deduction which aims at
al- known attacks. In this protocol, a secure one-time symmetric key is generated after successful authentication.

Key words: public key cryptography; hash function; challenge response mechanism; mutual authentication; key agreement;
without bilinear pairing
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