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Abstract: In the role of management station group, it is prone to complex privilege management, role assignment
problem, diversity, access to low efficiency etc. Therefore, this paper designs and realizes a RBAC management system
of Apache Shiro based on open source framework to solve the problem of role management station. First, a
comprehensive overview of the principle of Shiro is brought out. Then we design and implement the station group role

management function based on Shiro. Finally, users can customize different roles and permissions function, and the

whole process is simple and convenient.
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2.2.1 [1A) Shiro H FATESE X
T E5ERE 2 X Authentication ¥ 4, {115 Subject
B 1 485 P R 6 s 4 g m] LGy FL e A DG A5 L
public class ShiroUser implements Serializable {
private static final long serial VersionUID = 1L;
public Integer id;
public String username;
public ShiroUser(Integer id, String username) {
this.id = id;
this.username = username;
H
7 A R B H R A 2R BRI <shiro:principal/>
Hh*/
2.2.2 [fii 1] Shiro F F* ¥s ) 4
TSI A (08 il SR PR A i
public class ShiroDbRealm extends
AuthorizingRealm implements InitializingBean {
protected UserShiroService userShiroService;
private CredentialsDigest credentialsDigest;
7% AE BT R 5, 6 SR N I Y+
@Override
doGetAuthenticationInfo(AuthenticationToken

protected AuthenticationInfo
authcToken) throws AuthenticationException {
UsernamePasswordToken token =
(UsernamePasswordToken) authcToken;

User user =

userShiroService.findByUsername(token.getUsername())

I ER= = o2 O N | 5= S AR oies S
if (user != null && user.isNormal())" .
{byte[] salt = user.getSaltBytes(); |
return new °

ShiroUser(user.getld(),

SimpleAuthenticationInfo(new

user.getUsername()), user.getPassword(),

ByteSource.Util.bytes(salt), getName());

H
else {
return null;
}
}
@Override
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Protected AuthorizationInfo doGetAuthorizationInfo(
PrincipalCollection principals) {
ShiroUser shiroUser = (ShiroUser)
principals.getPrimaryPrincipal();
User user = userShiroService.get(shiroUser.id);
SimpleAuthorizationInfo auth
=new SimpleAuthorizationInfo();
Site site = Context.getCurrentSite();
if (user != null && site != ?ull) {
Set<String> perms = user.getPerms(site.getld());
if (!CollectionUtifs.isEmpty(perms)) {
auth.setStringPermissions(perms);
H
if (user.isSuper()) {
auth.addRole("super");

}
return auth;

H

/*BEE Password £56 1) Hash 505 5 IS KL */
2.2.3 111 Shiro [RIBCFR A%

T Al A N A B A i A

public class CmsAuthenticationFilter extends

FormAuthenticationFilter { L

private Logger logger = LoggerFéctory
.getLogger(CmsAvhthenticationFilter.class);

public static final String

DEFAULT BACK_SUCCESS URL =
"/ecmscp/index.do";

P s B UE A/

public static final String
CAPTCHA REQUIRED_ KEY="shiroCaptchaRequired";

U UE T 1 R/

public static final String

CAPTCHA ERROR COUNT KEY =

"shiroCaptchaErrorCount";

P UER A4 TR/

public static final String CAPTCHA PARAM =
"captcha";

/*IR[A] URL*/

public static final String
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FALLBACK URL PARAM = "fallbackUrl";
/*JE 6 B AR/
2.2.4 i 17} Shiro WY FIfic &
<bean
id="shiroFilter"
class="org.apache.shiro.spring.web.ShiroFilterFactoryBe
an'">
<property
name="securityManager" ref="securityManager" />
<property
name="loginUrl" value="/login.jspx" />
<property name="filters">
<util:map>
<entry key="backSite" value-ref="backSiteFilter"
/>
<entry key="authc" Value\—ref:‘"aufthilter" />
<entry key="user" value-ref="userFilter" />
<entry key="lbgout" value-ref="logoutFilter" />

</util:map>

</property>
<property name="filterChainDefinitions">
<value>
/ = anon

* jspx = anon
* jsp = anon
/login.jspx = authc
/logout.jspx = logout
/my.jspx = user
/my/** = user
/emscp/, = backSite,anon .
/cmscp/index.dd = backSite,anon
/emscp/login.do = backSite,authc
/emscp/logout.do = backSite,logout
/cmscp/** = backSite,user
</value>
</property>

</bean>

<!-- Shiro Filter -->

<bean

id="backSiteFilter"

class="com.abtc.core.support.BackSiteFilter"

depends-on="siteDao">
<property
name="siteShiroService"
ref="siteShiroServicelmpl"/>

<property

name="cacheManager"ref="shiroEhcacheManager"/>
</bean>
<bean
id="authcFilter"
class="com.abtc.¢ore.security.CmsAuthenticationFilter"/
- \
<bean
id="userFilter"
class="com.abtc.core.security.CmsUserFilter"/>
<bean
id="logoutFilter"

—n

class="com.abtc.core.security.CmsLogoutFilter"/>

<!--  Shiro's main business-tier object for
web-enabled applications -->
<bean
id="securityManager"
class="org.apache.shiro.web.mgt.DefaultWebSecurityMa
nager'"> 5
<property name="realm" ref="shiroDbRealm"
/> "
<property
: riame:"cacheManager" ref="shiroEhcacheManager"
/>
</bean>
<l-- {RUESEZIL T Shiro N lifecycle PRI%LIK] bean
AT >
<bean
id="lifecycleBeanPostProcessor"
class="org.apache.shiro.spring.LifecycleBeanPostProcess
or" />
<l-- T H H % X ¥ Realm, JIT15 userRealmService
A1) dao #5752 H depends-on 75 B -->
<bean
id="shiroDbRealm"

class="com.abtc.core.security.ShiroDbRealm"
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depends-on="userDao"> TER, MITTRAT 08 S T R4S B RGOS R A 05
<property PRV E WM A%, e RAANH Shiro B, HEEKH
name="userShiroService" Fis e, S AR RE I Shiro TR AL APT
ref="userShiroServicelmpl" /> FHAHRN DhRERI AT, X KK TREF I R TAEM R
</bean> ABE, AR AE.
<l-- J ¥ U5 S Cache, X EhCache -->
<bean SE Ak
id="shiroEhcacheManager"class="org.apache.shiro.cache 1 Bertino E, Bonatti P, Ferrar E. TRBAC: A temporal rolebased
.ehcache. EhCacheManager"> access control model. ACM Trans.‘ 013 Information and
<property Systems Security, 2001, 4(3): 191—233.‘.1
name="cacheManagerConfigFile" 2 BRI RE ﬁ.%? RBAC [TV ) 42 AL o5
value="classpath:ehcache-shiro.xml"/> mrt\b/‘ﬁ% »2012,32(82):267-270.
</bean> 3 08 TR ERIGET, BT 1A € (K AL S U il 47 AR 1Y
Bk 5 SN R S 00T, 2013,34(2):474-479.
3 L 4 XNGAT, e 2 W AT EF. 25T SSH2 5 Apache Shiro &4

ASCBEHSCEL T 5 F Apache Shiro ﬂ‘{}?i‘@é )i ARG AR B (90 R B AR 58 FH,2013,4(4):82—

TS 1) 25 W& - Shiro 2 1 RBAC (1) FEARL T A5 3 88.
45 77 i 6,75 B 1 %jE Ik, T ELAE 5 Al 5 BXE T ETAOMN 2 R T SBER AT EN LR S %,

SpringMVC SSHERAERY, WA LIFE T Shiro HEATH 2012,33(6):2166-2171.
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