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Virtualization Environment Fault Localization System Based Log Analyzing
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Abstract: Fault localization is éxtremely important for fault tolerance in Virtualization-based cloud platform. This paper
proposes an inter-node dependency-based log analysis approach consider the time-varying spatial topological using
decision tree. Dependencies between nodes can help compressing log, providing valid information for analysing, thereby
completing the fault localization faster and more accurately. Experiment results show that our approach can help to
achieve effective and efficient fault localization in the larger-scale virtual environment variable.
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Algorithm Update
Input: operation, v2eMap
Output: v2eMap
1 switch operation
2 case addNode
3 add v and relative e
3 case deleteNode

v.deletetime < currentTime

4
5 for each e in v2eMap. get (v)

6 e.deletetime < currentTime
7

8

9

case migrateNode
deleteE. deletetime < currentTime
add e to v2eMap. get (v)
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Algorithm RelativeNodeSearch

Input: selectedNode, n2vMap, v2eMap
Output: relativeNodeList

1 Clean()

2 selectedV < n2vMap. get (selectedNode)
3 relativeVList < subgraphSearch(selectedV)
4 add relativeVList to relativeNodeList
5 return relativeNodeList

Algorithm subgraphSearch

Input: selectedV

Qutput: relativeVList

1 eList < v2eMap. get (selectedV)

2 for each e in elist

3 latterV < vk in e
4 add subgraphSearch(latterV) to relativeVList
5 end for

6 return relativeVList

Algorithm Clean

1 for each v in V

2 if currentTime - v.deleteTime>=2w
3 delete v

4 end if

5 for each e in E

6 if currentTime - e.deleteTime>=2w
7 delete e

8

end if
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Algorithm BinarySearch
Input: logArray, num,
Output: resultLogList
1 start<=0 end<—num-1
2 while start<end do

startTime, endTime

3 mid<start+(end-start) /2

4 if logArray[mid]. time>=startTime

5 then

6 if logArray[mid-1]. time<startTime
7 then break

8 end if

9 end<mid

10 else

11 if logArray[mid+1]. time>=startTime
12 then mid<-mid+l break

13 start<mid

14 end if

15 end while
16 while logArray[mid]. time<=endTime do

17 add logArray[mid] to resultloglist
18 mid<mid+l
19 end while

20 return resultLoglist

THEEAT R AT RS 8 HOGBE Y RUIAR IR,
VY RO R e R A L, SRR SR K
T RARIR, SRJE 2 AR Y 5 A A I )

64 # 4tk System Construction

ZHA4 Sk BOAE
binarySplits kg 3 False
confidenceFactor BRI 0.25
minNumObj AN R/ S A8 2
reducedErrorPrunning FE AT AL -1 22 7 BT False
numFolds D ZE B B I A B ) i 3

seed W RFEAE B BENLEAR R 1
unpruned R TS 2 \'- False

o T4 ] CA5 (BY Kl B 7 L numFolds,
reducedErrorPryn?ng Hlseed B AFTUATIE. IRUGEL
Jﬁiﬁﬁﬁ%ﬁ 4, I binarySplits AT S, %
T CAB Hikatris Tkt AshBIk:, Bk unpruned
Mo E L H. Wik, Wi EZEWN SN
confidenceFactor A1 minNumObj. H1TFAl T £ R 5T
I b Ay 308 sk g0 B T W e 7 1R P AR e, i A
AR AR S HON R AE B RS i R 1 5. e Se il
R 8 Weka S0t i BRIMIE, SEPr&s AR s
CIN/ ISR QAT SR g

5 SEIGIIE

ASCEETE OnceCloud MEHUML 2 F & LS55
E T W A 7 A R G A R PERE. 7R R gtis
ATHE N v N, AR S g s B, B S 7
UE N MR, fRIE 2 WE T R4 H & E%d&ﬁﬁ&ﬁ%
YRR A

© MERERIK T

http:/fwww.c-s-a.org.cn



2014 4F 5523 8 11

http://www.c-s-a.org.cn

i H LR g N

5.1 MK B
WX 30 %8, 5 6 NI B, BRI

73 TSR T AN T2 AN [R) S HE 1R i ot 3 55 HL A
B 2 fros.
%2 WAL
TR 44 Bk iy &y KA
STfile peats SO
STservice eais g5k
NetFail ES P 5% i et
Memory T AFES il
ServantFail W AT L
MasterFail s T REN

WU P8 5 T O B T R M = AL, e
7l AL AP P TG A5 00 9 246 2P A - 1
B )7 02 ST R 1), AEREAT RO 7 BRI AT
LA I3 . TS 9 e DI 3 4 1
e,

52 MikeER
5.2.1 AR

hy T VA O 5 7 R A B, A SO S
K5 Zheng Z[5]fT# H AL EEAESE CFC HHAT T XTLE,
FEXFEL T CFC LA S5 ¥ ARG 1 2 (precision, B
TE 8 00 45 558 55 A AR U0 e 5 5L 0 %) A 74 [ 2
(recall, B IE ARSI 25 HE -5 B A 3 N iR 50 114 Ll A7),
[i] CFC Jjik—Ff, W% 14051 E 2 300s, 500s,
900s, 1200s, 1500s, 1800s.

T BER R o 5 11 40 A8 P ok T e 5 37 5 445 1)
R, ASCX LT ZOF 6 A o e T I
DUT RSB RUH 156, 4 207 6 TR 1 i B AT )
FNENT, 207 06 R LR 2
SRR S AN A

4 P 5 ko b2 ELURBEIh e b, B IR
M LIECTE | W N o L QIO LI N ey i [ ey
B AR K 7458 CFC AR L F;
117 24 1 YA S T P T RETF, KL PR B 2 B T
FH S0 e o B T R AN, 7 T T e A 7R B
AR R LN B S0 B REANLIN, A SC R 7 ik
T S (3 R

4 AU R 2 ) 475 $h B I 0] 84K I, CFC 7 3%
A I P AT I R keI, 4 i (Rl 7
LI 5 R A Bl S R R G 268, S R

AEAS I H Bt A 2B PR RV RS A B2 B 22 AN K,
FEA BB BAR T A T ik

HhHaBE
® OnceCloud Method ~ m CFC
1
0.8
=06
E
x 04
02 +
o
300 500 900 1200 1500 1800
AR [ E O/
(@) AR DI RESC A
HhHaBE

® OnceCloud Method ~ m CFC

- " ‘ = 06
300 500 ;0; - ﬁlé(;(: 1500 1800
(b) A FE DI RETT
4 K1 REXT L]

NSEWINIRE e ik oall LN N0 )i P N)
V022 A) PR 22 B e W S, TR R g A 00 1) i 11
RALINR T ARSI I 1) 2 11 P RSO R 358 5 () 4 b I
PRI AT RENE, 754 TIUY.

=t .
AREE
® OnceCloud Method ~ m CFC
1
0.8
' \ 306
¢« 2 =
- T 04
02 +
o
300 500 900 1200 1500 1800
R & O/s
(a) HHEE ISR M
EEIEE S
= OnceCloud Method = CFC
1
0.8
;_E- 0.6
= 04
0.2
o
300 500 900 1200 1500 1800
R ] O/
(b) A FE D RETT

5 AR LLE
LAE S5 7870 PRAIE T 5 R S P85 25 (5] 1 41 Bt I

System Construction FRZi#dt# 65

© TERERIK T

htip://www.c-s-a.org.cn



i H LR g N H

http://www.c-s-a.org.cn

2014 4F #5233 511

(AR, AR SO 5 AR T W e 47 1) A Rk
5.2.2 PEREXS EE I

I 3ok BT 48— VR AR A 5 2 57 T 75 S (K IS T
TEAN R RGPS DL N HEAT X LG, PEREXT LA TE
P ERAE B, & T A D RRFT RS R kAT

LI 5 A7 5 2 TR R ) PR 5 Sy e RS 6 B B M
By N B R G0 0] 45 5L 75 ZER I R], AR GERUAE iy
MANGE X

B 6 ki s 1Y A5 0 10 IS LT, B 4l
BN, &5 Filter-On Sy 3E47 T ik JEM 452, Filter-Off
AT EREE R, R DUE B BEAG 0L AN
SE NI B AR AT KK AR 4, B R H i AR By
s B H AL AT U 2 i g 4 R i B 22
— UG TR KR BT AR A T 4R SRR R K],
AR AR T I i BTG 2R B I A T S

SEYIEEHLA BOT Bt I o] B AR AOLDLA B3 A

® Filter-On W Filter-Off

I s
g

100
50
0
20 40 60 80 100
AN

FEIS B KE LA AR 10 1

K6

K7 Dl g R RBCh 100 TSI R, SR
BN A, R a MY TIEIEMEER, b W RILIE
Mg R, W LUE 2R P B S A B n, R v

{5 52 R ALHLAN 25T B IS (e BE AR AL S AE

W Filter-On W Filter-Off

£ 300
= 250
= 200
= 150
100

-
0

10 20 30 10 50

PHEHAE

FEI B BEHLAS B Az AL 1]

K7
FR) AL 5 s A7 W ) S T - 2R PR K i 9 S R G R,
HARWAR N, HERE A, 7RG MBI KT
BUR, A5 BERS AR AIE d e e A7 1 1) [ B g

66 R4 System Construction

6 B4

e PG WIS AT ey b, O PR3 1 g s 5 £
X T AR B, AR T R T RO
KRN H G55, NIk 2 )5 F T P sk (1) s
SERL TSR T R AP S Hy. I 7E OnceCloud %4t
bR TORE At B AN A [ R A, DA RO e A A
PEITVET WA 5 A I ) B AR SR RS IR AR AL, AR SO
(1) 772 e 70K ARG AL 1) 22 A8 1) R UM PR S
I RN ey 28 ) i 12 \

- SE R

1 Mellp G The INIST definition of cloud computing. National
Inst\it‘ute of Standards and Technol, 2011

2 DR, AR R4 BB N R, SR ST R T SR S
J T AR SR kR 1 H A BB T k8 A 441k, 2011,32(7):
103-113.

3 R, IR BRI IR, I, S48 S 3 PNE . B T RS
R TPk B IR 2B BRI R A I L L o S ML A
1#,2012,35(5):856-869.

4 Yuan D, Mai H, Xiong W, Tan L, Zhou Y. SherLog: Error
diagnosis by connecting clues from run-time logs. ACM
SIGARCH Computer Architecture News, 2010, 38(1): 143—
154.

5 Zheng Z, Lan Z, Park BH. System log pre-pr\ocessing to improve
failure prediction. IEEE/IFIP Internatioxl_al ":’Conference. 2009.
572-577. ¢ k -

6 Liang YL, et al. Filtering failure logs for a bluegene/l
proh}type. Dependable Systems and Networks. 2005.

7 Néuyen H, Shen Z, Tan Y, Gu X. FChain: Toward black-box
online fault localization for cloud systems. Distributed
Computing Systems (ICDCS). 2013 IEEE 33rd International
Conference. 2013. 21-30.

8 Yuan D, Park S, Huang P, Liu Y, Lee MM, Tang X. Be
conservative: enhancing failure diagnosis with proactive
logging. OSDI. 2012. 293-306.

9 Barham P, Dragovic B, Fraser K, Hand S, Harris T. Xen and
the art of virtualization. ACM SIGOPS Operating Systems
Review, 2003, 37(5): 164-177.

10 Kivity A, Kamay Y, Laor D, Lublin U, Liguori A. Kvm: the

Linux virtual machine monitor. Proc. of the Linux Symposium,
2007, 1: 225-230.

© TEREBIK RN

http:/fwww.c-s-a.org.cn



