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Testing Methods for IDS Anti-Evasion Attack
LI Xuan, LI Yi, CHEN Yan
(Testing Center, the 3rd Research Institute of Ministr; of Public Security, Shanghai 200031, China)

Abstract: Based on the tést for anti-evade attack of IDS(Intrution Detection Systems), traditional software testing
method was impro'vea, and a simple and effective software method was designed. This improved method use VMware
virtual maching, test software were running on physical and virtual machine, the network cards of the virtual maching
were set in different operation mode to build the test environment, simplifying the testing method, saving the testing
equipment and the test result is correct and effective. Meanwhile, compared with the instrumentation BPS(Breakingpoint
Systems) expensive instrumentation isn’t required.
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