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Abstract: Mobile devices and smart terminal represented by ipad, iphone and the android phones have made a
significant development in recent years. The number of their users is growing explosively. In order to meet the
requirments of timeliness of accesses of information, power consumption, as well as the network environment in
practical application, we should replace the traditional pull way with the push way to deliver messages. MQT T(Message
Queuing Telemetry Transport) is a messaging protocol just designed for the situation. This paper describes the basic
content and features of the MQTT protocol.Meanwhile it designs and realizes a message pushing ‘'server based on the
MQTT protocol in foundation of several open source projects such as Mosquitto and Redti__s.Th'e server can push
messages to the users who have subscribed them before.In the meantime, sprrl‘e more.functions such as user identity
authentication, ACL permission checking, topic automatic subscribing, hot'topic stastics and server status monitoring are
added.
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HHI7E 10S #1 Android 7- & _L#8E B CIHEE R4E,

HHFAEM LS. BelE RGURIN H J5 T B, e
HA —2 R FRTE. Google 1)z IR 455% Android fiRAS
BRA (20K T 2.2 WAS), HAizik 5576 H N A EE,
Iphone 1] APNS thAGE A T~ 10S, Joikis - 4fEik.

ARICHEF MQTT PRl B it 58I 7 — AN Bk I%
k55, H—EBa N4 MQTT HIAHKRANZ, 2 i
T REMRER BT, 56 30T R T R4+
BB S, S U 0 IR 45 2 24T T 2D
REAIE A L MR, 55 x4 SO B gh, JExE R —
I AT T JR .

1 MQTTHMY
L1IMQTT MBI E =

MQTT /3 F IBM F1 Eurotech f&ﬁj? 1999 FJF
K, %—E%ié&ﬁ’%%éE‘J%Tﬁﬁ/ﬂl“ﬂﬁ@?ﬁ%ﬂ?iﬁ
By MQTT S Ioh 640 5 AV e 9 LL A S
A BREE ) 52 BRI v £ BT B vE 1R, B UK FH /N AT
FERLR D, e R KRS S8 im &, S/ ME B I
Mo S, ARG GBS RS LMY, 1BM
AF CE R N TR A SE g % . St.lude TR
J7 o AET H, Facebook 76 10S LW A AFIH T
MQTT PhBCRHEATH Ef%i%. 2013 4 3 J], OASIS
(Organization for the Advancement of Structured
Information Standards, &5H1k(5 BARHE(E L) F AR

K MQTT A A % 1R UK 19X 71 JE A 33 B I8 11 1 e A A,

BEE IR IS AR R, MQTT MBSl 3145 2% BT A
SRR Z Y .
1.2 MQTT s HYiE 24& 3K
MQTT H R PR 22y = o Al [ sk, iz
KA RAAT ELPR%%%%%@%’EJMBWE
LISy Hoa i 19575,
#1 MQTT W EIH & kK

Bit 7 6 | 5| 4 3 2 1 0

byte 1 Message Type DUP flag | QoS level | RETAIN

byte 2 Remaining Length

Horp Remaining Length 7R R [ 52 sk 2 A1 TH &
KB, mKaly RE 4 F7, mRERKEX
256MB. MQTT AU 14 By B, 3% IhRe s N iEFL
HEATTIR AT R FIGRIE IS, B0 B 2R K S0
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B 2 Pios.
K2 I MQTT i ERM
Mnemonic Value Mnemonic Value
CONNECT 1 UNSUBSCRIBE 10
PUBLISH 3 PINGREQ 12
SUBSCRIBE 8 DISCONNECT 14
1.3 MQTT il 45 = '
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QoS0: X K% k. THIA. ATRELH IR
ok, FIT MR A B 0 B IR 0 B kR 2
SO PR S IR0, 1) D £ R SR SR M,

QoSL: /b RIE K. — WA RERIRK %
KABIR A S, AT A 200 T g, T I 4R
R i

QoS2: W Kk k. S UCHIA, AW R
SR T BT T R E R A B R
AR R B, E o 2 R 2
1.3.4 gL

% P S R D 0 R A 201 T 4 R T I
R AL, LA A 07 8 0 i o
R I R A R S L2 2 P i

1T MQTT WMIUEAT TP, i, ity 5 T
SO R, BRI A 3 P O 9, 9 2 A R
o 25 .4 B 38 L, S A S8 147t 8 T BT A
24 AR B 400 L.

2 ARGMESRBIT

ARG asir EE M =A R R 22
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TR GE B DL RO IR B A i, e KRS
B ) B Al 56 385 BN FR G0 SE R B o T i 14 4% T
e, 3 R RARAEE, N RSB R
HAR WS, HT &R AT 580, BANRS
HEZE LB 1 fros.

Clientl \ \ Client2 \

2 T .. N §

MQTTYH B #fZbroker
EGR  ACLE  BIT EE4 REl
TR MBS BER Gbeok R

BeFHER

¥ .
1 RGHER

3 BRI SEEL
3.1 HBHEPEH

HETTE S A& EXFT MQTT MhHlCH 1R 2 AN A 1)
SEHL, 3% LTI £ Mosquitto & — K TR R LT C s
P MQTT server/broker, L& 535l T MQTT
PSR I & AL A T RE, AT LAE Windows, Linux
PR H e 26 Unix RS itz fT.
3.2 BIEEHER

TERAEAR 2, A7 R Es & 240 s,
LT 2 AR B8 1D LUK P TR IR AR 2R 48,

17 (8 5 T2 5 AR B, L iR

VITH A7 M H R AN R IR S K, iR 55
ISR,y THERIAGE, T 2 2 W
GBS PR EESE, 1 Redis B4 EAr i, X1
AN IS N5 RS AR S A O i,
MY SQL Zi#is i A7Aifh.

X B Redis & —MET key-value [1FFJ4 no-sql
B e, R B AR AT, A TAE S R R
OB kU, TR RE AR ORER &, REE T X U
) 38 J3E R 5 1 ok B v A L ), [RII Redlis B
SCRPEAE (FF AL, JF HICRF list, set, hash 45 2 i AN [7]
MEHE S5 M. EIX HRA Redis KAFERENH P I
J A4 B R A AT DN 5 A S A R g, Dk

ORI AT B U5 [ K.
3.3 WABIIEARIR

FE7 7 S 1) JIR 55 4% A HE R SR IRk, IR 55 2%
WAZSUR FEHEA T S R AL, PARROE A5 R IRE LR,
Kb FEWE 2 PR,

4 BARMT
CONNECT
AL TE
\
MD5iHE SALTE ~

NO

YES

v
ERRIEET | | BERERN |
2 EHBURRE

R T B INEE R () 2 A, A N R O
SN e P L SO N, X R RIS A AR
VLT BAR A, WISV B S S, 75
X HER A ) MD5 08 S0 — R s L8, A2
—ANELZERE MD5 () HASH B2 Ja 47—
A 128bit HPA. ARJEBRAUEPIA [l i = A A
FIIE, T HANEAR L, FHEIIN SALT A,
TEFH A i ?%@*’tﬁﬁﬂiﬂlﬁ, 5H P —iE AT
(1270 SR TR SR SALT (R AENEUR
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5580l e v s SCEA T EE G R AT X P s i A T UG AR
3.4 ACL #4515

o T REVE R AT R, ek T R AT B RN R AT
HEAT AR 5551, ACL(Access Control List) X FK k7 il ¢
il Z2, & — s i T EC OC F 6 U ) BB BE A7 458 1l
AN R 48 22 4 I A AR DO,

ACL K H s A

user <username>

[read/write] <topic>
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pattern [read/write] <topic>

o Mo O R E T BB RRAA R0, 5 — R
&0 T T I RCBR P2, read Ros HATITT
AR, write 7R AT R AT ALK, topic K J2 4k 4
Ryl 28, K A i I A2 & % 2 A AT DL .
ACL R HI ™ Wiz AT (i MR, I 2 2 &
) —I, BRI 50Uk i

H T RSN AEAS M S TP N TR, ARSI
WRCAT RS T P Z R R, B, H%u &R H]
FTASKH 4, % Zor T B S 1D 5, %f Ros
P VE R R, %F RoR A HAHSCH: L R
(X HIRMIIRZ A EF ), +3on il b B2 G, #46
NIRRT 2 8T, — /MUY ACL R Ik

pattern read user/%F/presence/+
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H T3 S R ACL H5 iR e rh 4 21 1) 25 Tt fic
B, I HA9%u B B 5 4, %c B 5 5 1D,
A %F FI%F 1R 025 38 Ik 224N 16 853 ) iEAT A
T, — AU BT R IR :

user/%F/presence/+ 1

FoRBEAN T B Em # 2 B 3T B A )
presence . 2RI, QoS BE A 1, H[A] LAZS#% 43,
3.6 IERELEITHRIR

R AR BN A [ iR o) — 1, BY
IR SV Z e NS %%%ii’l‘iﬁ%%éﬁﬁﬂi
JRT SR B AR TR Ik, 0T 1 ) e A B T4 i

st T R T2 1098 e R A IR X

N T B BB IRSS BRI RS, TR ST AL
PEACKAE redis A, LA topic-count fRIFE R A7,
AP EG I AT B ECE R A R, R
2528 H Redis [¥) INCR B DECR fin &% Gt vh it it
AT
3.7 KEMEITER

TR RS 2 K A (I8 AT, 5 2 Xt R
ST PR HAT g, — T s RS S A5 1
RGE R, W CPU SR, WTE IR, WA &4
[/ P R S 2, IR SRR AE linux FR3E AT LA
I fE BT Iproc AR SO I A 2R ORERIR, 55— i
L1475 Y % R 46 TR AT IR, S B 1 5
fﬂFiTl“ﬂiﬁ%EE(J,%%[% Mosquitto $2fit 7o) IX L6415 5
BTG (KAL), T A0 K05 4 IR 25 % LAAT R (1) T
SR AT R A, WS AR B T B DL 1K) 54 B sk
V5 R A0 DA SR R A5 R, SR 380 1) & L 4 N 2
MYSQL Hudi ik, LA R 45 #5004 T 1 B 20 A1 LA T

4 P
4.1 INEEMIR

“OCBHFHUT 387 AR B H 4 R W — kR
JURRCVT . BRISFIIOR . BRI SUE ST RE T — R T
HL SNS W HH, [FISZ#F android Al ios 76, X Bty
PR She i 2y, WRATRREWE 4 B,

F /7 t1.99.com 75342 wifi (1) Android 01 | & 5%,
FI P yxq_anis.163.com 7£i%E4% 3G M%) Iphone &
K, N HAHDGHE I KOG ZR. B BhiT I A7 7E
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[%ulchat 1

broker 434117 yxq_anis.163.com HZh1T [ 15 &
lyxq_anis.163.com/chat, QoS 5 1. ACL R 1FAER T

pattern read /%u/chat

pattern write /%F/chat

yxq_anis.163.com % i% il @4 17 AL R, t1.9g.com
XPAZTE A KA, AT QoS iy 1. #i |1
REERE 5 PR,

0 I
o o3
User:tl. qq. com User:yxq_anis. 163. com
210. 72. 128. 169: 10527 birgker 175. 167. 128. 143:29877
CONNECT-
presubscribef————CONNECT
CONACK: presubscribe
CONACK
PUBL I SHemeeep
-PUBLISH P
PUBACK
PUBACK

K4 Dhfedlulie

@ yn_anis

aaaaa

Pt 3 groced day

0+ (= b+ E)

5 ZhAeI a2 4R

[ IS E R 55 2% BT tepdump i & W0 800 AL
], FBora R 6 fros.

o, 1 % 11 4724 tl.qg.com [i] broker & A7 4 J&
% AL, 15 %8 23 474 broker [ yxq_anis.163.com
LY S B, O ORUE IR S5 A8 ) e Ak, XL
W2 T A0Sk IK 48 T IF HAEERR T IIRSS 451K 1P 2 i
=E=3
4.2 MEREMR

h T R 5 A A SR RS WG R LR P fE,
TEEATHEREMNR, X HAE PC LRSIl —/N% i

JI RABAU 2 PR P 0 55 4 SRS RET SK,, MR 55 2%

OO 6 root@ NN -

1 20:30:47.716366 IP 210.72.128.169.12774 > : Flags [P.],
seq 59:87, ack 5, win 14606, options [nop,nop,TS val 1785838 ecr 147439762
8], length 28

0x0030: 57el 85b4 3272 0016 2f79 7871 5f61 6e69 W...2r../yxq_ani
0x0040: 732e 3136 332e 6367 6d2f 6368 6174 0001 s.163.com/chat..

5 20:31:47.716561 IP 210.72.128.169.12774 > IS Flags [P.],
seq 87:175, ack 5, win 14600, options [nop,nop,TS val 1705030 ecr 14743976
20], length 88

6 0x0030: 57el 85b4 0900 7431 2e71 712e 636 6dee

0x0040: 0000 0000 0000 OOOO OOOO 0000 0000 @OOO .
0x0050: ©OOO 000D 000D OOOO OOOO 0000 OO0 GOOO .
0x0060: OOGO 0000 OO0 OOEO AOOO 0000 0OOO GOGO .
6x0070: 6OOO 0060 301a d451 5680 010f OO68 6176
0x0080: 6520 6120 676f 6f64 2064 6179

t1.99.com.

e.a.good.day

13

:31:47.717902 IP IS - 175.167.128.143.29877: Flags [P.],
seq 5:121, ack 65, win 1810, options [nop,nop,TS val 1474485798 ecr 16463
3319], length 116
0x0030: ©9d0 lae7 3272 0016 2f79 7871 5f61 6€69 ....2r../yxq_ani
0x0040: 732e 3136 332e 636T 6d2f 6368 6174 0001 .163. .
6x0050: 0960 7431 2e71 712e 636f 6400 0000 6O .
0x0060: OOGO 0000 OOOO OOEO POOO 0OGO OOOO OGO ...
0x0070: O©OGO 0000 0000 OOOO OOOE 0000 0OOO GOEO .
0x0080: OOOO 000D 000D OOOO OEOO 0000 O0OOO GOEO .
0x0090: b319 d451 5000 010T 0068 6176 6520 6120 ...
0x00a0: 676f 6764 2064 6179

K6 Thaglulis o it

O E AR 3 o, SRS R &l 7 P
K3 kg5 i E

CPU Intel(R) Pentium(R) 4 3.00GHz
WAF 2GB
T 450GB
0os CentOS release 5.5(final)
ERS 100Mbps

172. 28.]129. 111

3
Client4
172. 28.129. 136

Clientl
172.28.129. 130

Client2
172.28.129. 132

Client3
172.28.129. 134

K7 PEREM AR 2% 25 4

Horh, BANK e % K 25000 AMiERE, TR AT
HIER UG, 4347 1 %) 100, 1 %] 1000,1 3|
AR, DK LT BT AT, HE Dl
RS A ABNGOL, Pas Rk 4 Pios,

LU B, 7RSS N, BT HE% 1 L 2
HIEF] T 100%, HERE 1) LE IR I () 3 EEEL T 0
BT BAL, MIEBEU S I R SR .
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K4 PERENNASTR

CPU {7 H 1 3 100 #Ei% 1 #1000 #Ei% EoyLSiiTes

TR WA P2

® etk el DUES S e DUIES i e UIES
10000 14.5% 25MB <ls <1s 100% <ls <ls 100% 10s 14s 100%
20000 25.0% 50MB <1s <ls 100% <1s <ls 100% 25s 30s 100%
30000 33.2% 76MB <1s <ls 100% <ls 1s 100% 40s 46s 100%
40000 40.1% 101MB <ls <ls 100% <ls 1s 100% 63s 72s 100%
50000 45.1% 126MB <1s <ls 100% 1s 1s 100% 104s 118s 100%
75000 55.3% 179MB <ls <1s 100% 1s 1s 100% 193s 212s 100%
100000 62.4% 235MB <1s <ls 100% 1s 1s 100% 286s l" 334s 100%
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T 0 TR A T S AR S
FESE 00 b, IS IR 55 28 00 T A
RaE L.
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