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Abstract: Preventing an attacker to take advantage of Web application security vulnerabilities, some traditional practices
have been used by Web developers,is not suitable for the new generation of Java-based development platform quickly.
By understanding the new concepts and technology, and combined with OWASP recommendations for conventional risk,

this paper explore some common practices which should be followed by Web developers, when using Jboss Seam to

build Web applications.
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@NotNull

@Size(min = 3, max = 40)

@Pattern(regexp="[a-zA-Z]+", message="User
name must only contain letters")

public String getUserName() {return UserName;}
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<h:outputLabel for="rememberMe"
value="Remember me"/>

<h:selectBooleanCheckbox id="rememberMe"
value="#{rememberMe.enabled}"/>
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<security:jpa-token-store
token-class="seam.security. AuthenticationToken"/>

<security:remember-me mode="autoLogin"/>

® BURM UE] SSL B, ik Web TR
HAEAL 22 4. Seam f 4t 70 HTTPS WL S HF.
1E pages.xml 1, Fil'E page JGHEHI— scheme 4,
B % login.xhtml GUfIA{ ] HTTPS:

<page view-id="/login.xhtml"?scheme="https"/>
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HBRIN scheme, SV P SIS
I {3 1) HTTP:

<page view-id="*" scheme="http"/>

JF H.BEAE components.xml "' E Seam [z 7E%F
 scheme BSNS54 1 HTTP 231 K24

<web:session invalidate-on-scheme-change="true"/>

IR IR R ) R Ge k> T RER 231 id Boehr,
{3 F HTTPS 1) 5 [f1 4% 2148 FH HTTP 1) 52 187 s e S0k
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1F web.xml ', it & Seam Resource Servlet, ikt
M UL THI$E L Captcha FEH%‘I " ’(

<servlet> " &

=4k HTTPS T

<servlet-name>Seam?Resource?Servlet</servlet-na
me>

<servlet-class>org.jboss.seam.servlet.SeamResource
Servlet</servlet-class>

</servlet>

<servlet-mapping>

<servlet-name>Seam Resource Servlet</servlet-na
me>

<url-pattern>/seam/resource/*</url-pattern>

</servlet-mapping>

#n—A CAPTCHA #|— AN Hurf:

<h:graphiclmage value="/seam/resource/captcha"/>

<h:inputText id="verifyCapteha" value="#{captcha.
response}" required="true"> | .

<s:validate /> * l

</h:inputText>
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seam 1] LL7E pages.xml HICE exception JGZ, HE 7]

B ASEIEI B, PR R MER. 1, SR
ST RS A AE P
<exception

class="org.jboss.seam.security.NotLoggedInException"

log="true" log-level="info">
<redirect view-id="/register.xhtml">
<message severity="warn">You must be a
member to use this feature</message>
</redirect>
</exception>
<exception
class="org.jboss.seam.security. AuthorizationException">
<end-conversation/>  \
<redirect view=id="/ secgrity;error.xhtml">
<message‘E severity="error">You do not have
permission to do this</message>
© </redirect>
</exception>
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7t webxml X AfFrh, AE A
Multipart servlet i i€ 28

<filter>

1 SR BC & Seam

<filter-name>Seam?Filter</filter-name>
<filter-class>org.jboss.seam.servlet.SeamFilter</f
ilter-class> \ B
</filter> :
<filter-mapping>
\ <filter=name>Seam?Filter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>
£E components.xml F1, ] LUK E SR E WA
W&, createTempFiles, W& 4 true, AL SCLFR AL Ty
B AN I ST, AN & AE WA, maxRequestSize,
A NSO EAR TR SR A B AR B

<component class="org.jboss.seam.web.MultipartFil

ter">
<property name="createTempFiles">true</proper
ty>
<property name="maxRequestSize">1000000</pr
operty>
</component>

<s:fileUpload>¥ /- 420 fE—> multipart/form-data
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<h:form enctype="multipart/form-data">

<s:fileUpload id="picture"data="# {register.picture}
"accept="images/png,images/jpg
"contentType="# {register.pictureContentType}"/>

</h:form>
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<h:inputTextarea id="text"
value="#{selectedBlog.text}"/>

<s:formattedText value="#{selectedBlog.text}"/>
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User user=em.createQuery("from User
where username=# {user.username}").getSingleResult();

HIEAEA FOVF:

User user=em.createQuery("from User
where username="+user.getUsername()).getSingleResult
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