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Application of Stored Procedures to Defense against SQL Injection Attacks in Online
Examination System
HUANG Long-Jun
b
(Department of Computer Science, Shaoxing University, Shaoxing 312000, China)

Abstract: This paper describes the use of stored procedures to improve the security of online examination system. We
discuss SQL injection attacks , the method of defense using the stored procedures , and some stored procedures of the
online examination system,such as randomly generated papers. Use of stored procedures effectually secures against SQL
injection attacks, improves the system security.
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FH 7 45 B2 (toluser) I 25 26 1 B,
1 5 K (thluser)

TR Hpm e ik H/E
ID bigint P TR, A
UserName | nvarchar(10) | JH /4 ik ok

Password

varchar(20) | #74

1.2.1 R 8 s i

7 CHARRS R AR SQL ZwAi, seBL ]
B SIGUE I SQL HRAE Hr I R

string strSql = "select * from tbluser where
username ="' + txtUid.Text + ™
txtPwd. Text +"";

I R Bk A 7 44 SO HE (bxtUid) 5 g A or
1=1--", W strSql 4 “select * from tbluser where
username =" or 1=1--'and I?asswordkf‘”, R “1=1" 27K
FLAAE, - 2 a2l DBMS Mk 25 FIIERE, A4
SRR R M, Gt REl L Bk, ARV L
EH RSN ERRG, N T EEARGW S, o
Tk SR A S A 1.

W R B 5 A8 7 4 SCAHE (txtUid) H B S
“test”, 7E D SCAHE (txtPwd) H 4 AN or 1=1--", strSql
4% Jy“select * from tbluser where username ='test' and
Password=" or 1=1--"", K h“1=1"2 K5, HEH
JIRAHHE, &Rl K.

U R Bk AR H] ™ 44 SCASHE (txeUid) T i A\ “test”,
FE B R S AHE (txtPwd) A or '1'="17, strSgl A5k

and Password="" +

“select * from tbluser where username ='test' and _

Password=" or '1'='1", [K}“1'="1" &K A, H %
HUP AT, SRR RIS,
122 FHAWHARR . &«
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string strSqgl = string.Format(*select * from tbluser
where username like '%{0}%", txtUid.Text);

W R AE 7 44 SCAE (txtUid) 4 A drop
M) strSql 4% by “select * from tbluser
where username like '%' drop table users--%", XA
SQL i AIMIPATRHE AT A AR M ! SQL yE AT
R AR A T AT 6.

table users--",
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2.2.1 AEAAE ISR spLogin

7F SQL Server 2008 167 7t 72 spLogin, %
UEH P A R S, Bt R

create proc spLogin(@username nvarchar(20),
@pwd varchar(20)) with encryption as

begin

if(select count(*) from tblUser where UserName
=@username and password=@pwd)=0
return 0 -1 [A] 0 KRG E R I
else
return 1 --i& [A] 1 FoR G )
end
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2.2.2 WA R4 spLogin
7F Visual Studio 2010(V'S 2010) i ] - i (77 i
T spLogin, HARACHG AR
SglConnection cnn = new SglConnection(cnnStr);
cnn.Open();
SqlParameter[] paras = {
new SqlParameter(" @username", txtUid. Text),
new SqlParameter("@pwd", txtPwd.Text),
new SqlParameter("@res", SqIDbType.Int) };
1135 7€ @res byl [HI{E 224
paras[2].Direction = ParameterDirection. Return
Value;
A R 4 Gl i 2 5 52

SglCommand cmd = new SqlCommand(“'spLogin®,

cnn);
T3 5E iy 2 0 G A7t 1L
cmd.CommandType = “CommandType.  Stored
Procedure; .
foreach  (SqlParameter p in paras) cmd.

Parameters.Add(p);// A fir 2 X G NS 4L
I ExecuteNonQuery()$4 4T 77 1L F2 spLogin
cmd.ExecuteNonQuery();
if (paras[2].Value.ToString() == "1")
Response.Write("<script>alert(' i I & % 1)
</script>");
else
Response.Write("<script>alert(' /i J* ok %% figh 4%
wIN</script>");

2.2.3 SQL yE N Bk b1 7 #r

K A R 10 D v S 8 s B UE DI RE I, T SR

Wi #5757 48 SCAHE (btUid) Hh Bl i Xtest”, 7
BT SCAHE (txtPwd) A or 1=1--7, 3-8 [l i
o0, B EA AR, A AR T SQL kA Kt 3
T B RS A G B S Eie 7). 72 SQL i
B, TR R AN a5, BN or
1=1--"2 8 ) — DR R or 1=1--"fR 8 45 24
@pass, #1247 SQL Server 2008 1 H exec $hT1%A7
iRk M, HARGE:

declare @return_value int

exec @return_value = spAdminLogin @username =
'test’,@pwd = " or 1=1--'

T IE SQL AL A, ARy AR,

ANFECR. RIS, FATATLALE CHR IR P Ao H 4
NIEHE AT BV R R 2, SR NI 35 5. EXEC,
Drop “:mfESE SQL v NSk (1) 7 4 B 7 4 J 347
SELAL B, AT B A AR B4R SQL AT, 4k,
AT DLE i 7 N R vh R S A R AR T, e R
J i 35t 5 B A B .

3 W EE RGN A-E T
B3R B, R A A R T e 2B A
SQL EAIlT, #ri IR AW A, BT LATE
W5 R R FF IR M S T KR4 kit
P, N FH R 3 1 Zh 66Tk 1 FH AH 8 A7 fig o R ke sz B
TR R, P T ZE e REA Al (2 % AR 1R AR
BRRHEARE . WA % ARG SR, 1
KH, BA M R RAT 0-3 25 DU, A3 AL Bt AL
TR =R L W B AT ) UK (tbIQuestion) .
A 3K (tblExaminee) . I @ 3 (tblSelect), 3 454 Wi F
7.
tblQuestion(ld, Qid, Description, Type, Used)
HFBE O AP, AN, BH
WA, B, SRR, B Id oy T, Az
tblIExaminee(ld, Number, Name, Password)
FTBE SN By, By, B, Gk
W FBOd Oy R, B3
thiSelect(Id, Eid, Qid) 5
BB U ST S RS, BHIFS.
FBId A, B S,
34 BEHLAERILE
< TEisE R spGetQuestionsBy Type #4 ji 1 {124 704 i
PUERG 00l ts, BREMOEIR A Y 3 G R B AT
(8 AT DAAR IR, D) 32 et 4% A b 4 25 “used=0"; L%
WAV S8 N, BENLA e H R 4% newid() ik 44
HEF B 7, ZR I uniqueidentifier 287 fy i
—E. newid()VEE A RIMEAA —FE, R4 newid() )
HBEAT RS, WA 45 AR S A —FE, T SEIL
BEHLSCR. A RS 8 @eid h 22 E 7T
create procedure spGetQuestionsByType(@eid int)
as
begin
set nocount on;-- AN [l 1%
declare @type tinyint;-- H1 ] {fE F1 A% &
set @type=0;--1if M4 &I (A
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while @type<=3 --42 i 711 fiti #f1.4th HiL 1 8 H
begin
insert into tbiSelect select top 3 @eid, [id] from
tblQuestion
where [type]=@type and used=0
order by newid();--Fifi L% 5 855 4 A\ B R
set @type=@type+1;--fF I 45 B 18
end
- B i AR P 2 Al
update tblQuestion set used=1 where [id] in
(select Qid from tblSelect where Eid=@eid);
end
32 BELESRIFARE
1741 75 spShowQuestionsByNumber i 75 3 % 5
2% L P B A8 H, 2 @number Sy %5, Af
DU AR AE IR 5 Bl g !
create  procedure & spShowQuestionsByNumber
(@number varchar(2(5')) as
begin
select [id],Qid,Description,[Type]
from tblQuestion
where [id] in (
select Qid from thlSelect
where Eid = ( select [id] from tbIExaminee
where number=@number))
order by [Type];
end
33 B ERFIIZIE

HERRTA ERT B RS, BSEBLE AR

WA T RE, W AT DUAT H U bR B AT SR ECE A0 2%
T A IPAT AL spShowQuestionsBYNumber
RIIZH A R W B I, — P A2
M —ANEfE R FR spGetAllResults, 4% 5+ o 7
HHELEP B A H . AT A 6 R w] L P
HHAW G S H B K B Excel. Word 25 Office SCRY
o, DA B R AR A 1A H.

create procedure spGetAllResults as

begin
-- 7 B 3 ]y % A2 R (R b
declare csExaminee cursor  for  select

Number,Name from tblExaminee order by Number;
open csExaminee;--T JF il Ax
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- A
declare @Number varchar(20);
declare @Name nvarchar(10);
-- IR I — A2 AR 25 5 F 44
fetch next from csExaminee into @Number,
@Name;
- [y ARG, AT PRI
while @@fetch_status=0
begin g\
~SoRE RN SRS L
select @,[\lumbér Number, @Name Name;
-4 NI%E AL T R 1O
exec spShowQuestionsByNumber @Number;
fetch next from csExaminee into @Number,
@Name;
end
close csExaminee;-- % 137 br
deallocate csExaminee;--F¢ il 7 b
end
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