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(College of Information Engineering, Xiangtan University, Xiangtan 410600, China)
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Abstract: In this paper, a scheme of ‘message signature and encryption based on Simple Object Access Protocol (SOAP) is
designed for the intelligent decision-making system of real estate to solve communication security issues when interacting
data with other heterogeneous systems. Referring to the national recommendations upon the information security area in the
e-government implementing process and considering both efficiency and security of communication procedures between
two endpoints, we screened and integrated various security methods, then implemented a security platform with C# and
WSE3.0. The experiment shows its good safety, reliability, flexibility, manageability, and scalability.

Key words: intelligent decision; SOAP; e-government; security support platform
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soap:Envelope xmins:soap="http://www.w3.0org/2011/05/s0ap-envelope" xmins:wsu="h

— <WsU:Security>
- <wsu:Timestamp wsu:Id="Timestamp-3365059e-9f17-4435-82d7-c438009734d1">
d>2011-08-21T12:19:01Z </wsu:Created>

<W! 5>2011-08-21T12:19:267 </wsu:Expiress
</wst ampz
</wsu:S >
</soap:Head

- <soap:Body>
- <HelloWorld5Request xmins="http:/ /tempuri.org/">
«<UserName >AloneWind </UserName >
<Password=AloneWind </Passwor d>
</Helloworld5Request=
</soap:Body:>
</soap:Envelope>
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<?xml version="1.0" encoding="utf-8" 7=
<soap:Envelope xmins:soap="http://www.w3.0rg/2011/05/soap-envelope" xmins:\
- <spap:Header>
- <wsu:Security>
- <wsu:Timestamp wsu:Id="Timestamp-3365059e-9f17-4435-82d7-c43800973
<wsu:Created=2011-08-21T12:19:017 </wsu:Created>
<wsu:Expires=2011-08-21T12:19:267 </wsu:Expires:
</wsu:Timestamp>
+ <Signature xmins="http://www.w3.0rg/2000/09/xmldsig#">
</wsu:Security>
</soap:Header>
- <spap:Body>
- <EncryptedData Type="http://www.w3.0org/2001/04/xmlenc#Element" xmins=
<EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes25¢
- <KeyInfo xmins="http://www.w3.org/2000/09/xmldsig#">
- <EncryptedKey xmins="http://www.w3.org/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa
- <KeyInfo xmins="http://www.w3.org/2000/09/xmldsig#">
- <X509Data>
<X509Certificate >MIICQTCCAaqgAwWIBAgQIQs5PkpwNtbglOE6OO0ZTr7.
</X509Data>
</KeyInfox
+ <CipherData>
</Encryptedkey >
</KeylInfo>
- <CipherData>
<Ciphervalue >djIV1nlEzZk8lYaEVnrd4bjz0Ivr8GIVzOR1WIiSdV/vE96uq2/
</CipherData>
</EncryptedDataz>
</soap:Body>
</soap:Envelopex
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