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Design and Implementation of Tracing File Trajectory
WANG Wen-Yu

(The'Chinese Academy of Science, Beijing 100049, China)

Abstract: In this article, the implementation of tracing file trajectory is described in details. The solution of the tracing
system based on tracing file trajectory is also provided. Taking advantages of transparent encrypt, which is
based on the windows file system filter driver, the file trajectory is tracing as follows: the file is unable to be
accessed once the tracing file is taken out of the working security domain. Only when the file in the security
domain and the process is secure at the same time, it can be accessed by the handler. The tracing system will
record all information about the operations on the file, besides log of the submission to the server. According
to the processes above, the file trajectory is tracing on time, and hence can put an end to the dangerous
operations. It is convenient to analyze and audit the results.
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Struct FileAccessAttribute {
UNIT SetAttribute; //
(3)
UINT GUID; //
UINT RESERVE //

}
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3.1
HOOK API
RegisterClass(
)—— Create-
Window( )—— GetMessage(
TranslateMessage 'DispatchMessage
)
hwnd(CreateWindow
)
HOOK API
WM_CREATE SetClipboard-
Viewer(hwnd)
API
GetProcAddress
InstallHook() WH_
CBT HOOK API EnumWin-
dows
WM_DRAWCLIPBOARD
3.3
Windows IPC
(InterProcess Communication )
Windows IPC
( )
Windows USER32.dll

API

OpenClipboard
Data

GetClipboard-

EmptyClipboard

SetClipboardData (
1
API
1 API

APLER# PRI I8

OpenClipboard ‘}TJTWUIH'\’W

EmptyClipboard {75!— T"% W—T H)i

SetClipboardData T B AR

GetClipboard BT WA EC

CloseClipboard K AT B I AR

TsClipboardFormatAvailable T B AR e — B s e AR

CountClipboardFormats S H BT BT WA BT AR R B AR X H

API CreateWindow
(hClip)
WM_COMMAND
wParam
(wParam )

SetClipbeardData

mySetClipboard-

Data
API
GUID
ID
IP agentID
GetClipboardData myGetClip-
boardData
API
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