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Analysis of Computer Forensic Tools

ODD,

2.2

314001)
5 windows
SafeBack EnCase o
(3) ( )
(4) N
(5)
(6)
(7)
(8)
(9) o
Windows
o Windows
(1) cmd. exe( )
Windows NT  Windows 2000 o

(2) PsLoggedOn ( www. foundstone. com)

o

(3) rasusers( Windows NT (NTRK) )

(4) nefstat( )

(5) Fport(www. foundstone. com)
Windows NT/2000 TCP/IP

(6) PsList( www. foundstone. com)

(7) ListDLLs ( www. foundstone. com)
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(8) nbtstat( )
NetBIOS o
(9) Arp( )

MAC o

(10) kill( Windows NT (NTRK) )

(1) Md5sum ( www. cygwin. com)
md5 o

(12) rmishare ( Windows NT (NTRK) )

(13) netcat ( www. atstake. com/research/tools/
network_utilities)

(14) cryptcat ( hitp.//sourceforge. net/projects/
cryptcat)

o

(15) PslLoglist( www. foundstone. com)

(16) ipconfig ( )

(17) Psinfo ( www. foundstone. com)

o

(18) PsFile (www. foundstone. com)

o

(19) PsService (www. foundstone. com)

e}

(20) auditpol (Windows NT (NTRK) )

(21) doskey( )
cmd. exe °

; - 5GB
5GB ,

o

UNIX dd
dd( dfcldd) ( ht-
tp . //prdownloads. sourceforge. net/biatchux )
N Open Data Duplicator (
) o

N

, Hash

o

SafeBack  En-

Case 2 )
3.1 UNIX dd( hitp.//www. gnu. org)
dd
o dd ;
o ,dd UNIX
3.2 ( hitp . //sourceforge. net/pro-
jects/odessa)
(ODD)
o / ;
, ODD
- ODD HASH
( )
ODD ( ODESSA,

Open Digital Evidence Search and Seizure Architecture,
http . // odessa. sourceforge. net)
- ODESSA

~

o

3.3 SafeBack
SafeBack

SafeBack
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) - SafeBack o FTK , Access-
, SCSI Data , AccessData
o SafeBack o
, ) ! o FTK Microsoft Office .
Safeback Internet , ,
, EIDE. ATA66 Scsl, o FIK Win-
Backup ,Safeback dows i A
) UNIX ,
o 4 EnCase TCT o
( ; zip ) ( 4.2 The Coroners Toolkit( TCT )
) o Dan Farmer  Wietse Venema The Coro-
Safeback Chuck Guzis 1991 ner’s Toolkit ( TCT) “ 7 Unix ,
o 2000 3 ,New Tech- , . TCT
nologies Inc. (NTI) Safeback , grave — robber
NTI . http.//www. forensics — intl. . o
com, o )
3.4 EnCase , R grave — rob-
Encase  Guidance Software ( ber ,
Guidance Software http.//www. encase. com , i grave —
; ) s robber —f o
o En- 4.3 ForensiX
Case ° ForensiX  Fred Cohen ( hitp.//www. all. net)
- EnCase ; Linux ;
Windows , .
o o Linux
4 < N
A Unix o Webtrace
o ; Ac- o
cessData FTK ( Fornesic Toolkit) . The Coroner’s 4.4 New Technologies Inc. ( NTI)
Toolkit ( TCT ) .EnCase ( EnCase NTI( http . //www. forensics — intl. com)
) . ForensiX_New Technologies o NTI
Inc. (NTI) ; ) )
4.1 FIK o
AccessData (hitp.//www. accessdata. com)

FTK ( Fornesic Toolkit, )
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