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’ > < cdocs > o
° < cdoc >
: Hash | . XML DTD (
o b) bl ) :
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<7 xml version ="1.0" encoding =" GB2312" ? >
< | DOCTYPE cdocs SYSTEM " mr. dtd" >
<? xml — stylesheet type =" text/xsl" href =" MR.
xSl >
< cdocs pid =" 319761" vid ="1" status =" editing" cdt
="2002 -02 -11" udt ="2003 —02 -12" adt =" 2003
-02 -13" secley="1" >
< cdoc docid =" cdoc0004" ver ="1" type ="

" status =" edit" fitle =" " cdt ="2003 -04
—28" udt ="2003 -04 -28" fdt ="2002 -04 -28"
creator =" faos" >

< pidinf >

< pid >319761 < /pid >

<nm > </nm >

<sex > </sex >

<dob>1954 10 7 </dob>
</ pidinf >

< progres type =" dchsumm" subject ="
>
< dchsumm >

< extref type =" pic" ref =" pic319761 _

0001" height =" 194" width =" 229"/ >

< paragraph > , 34, ;
; o ° 1
o 2003 4 24 ,2003 -4 -28 ,
5 . </paragraph >
< paragraph > ; i
5cm, 3 cm

o </paragraph >
< paragraph >
< /paragraph >
< paragraph >
o </paragraph >
< paragraph > : ,

, o </paragraph >

< paragraph >
< /paragraph >
< paragraph >

, , , o </
paragraph >
< /dchsumm >
< /progres >
</cdoc >
< /cdocs >
2.2
, JDK . pfx
pkcs#12 . iks java
keystore o iks
, storePath ,
storePass keystore , KeyPass
,alias o

public static Key getKey ( String storePath, String
storePass, String KeyPass, String alias ) throws
KeyStoreException, CertificateException, Unrecov-
erableKeyException, FileNotFoundException ,
NoSuchAlgorithmException , IOException {
KeyStore ks = KeyStore. getinstance (" JKS" ) .
ks. load ( new FilelnputStream ( storePath ) , store-
Pass. toCharArray () ) ;
Key signkey = ks. getKey ( alias, KeyPass. to-
CharArray () ) .
if (signkey = = null) {
System. err. println (" Could not get a key.
" +alias)
System. exit(1)
}

return signkey .

|

2.3
W3C XML
xml ( Enveloped Signature ) , xml
(Enveloping Signature ) , xml ( Detached
Signature) ( RFC3275) .
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(m xml o xml
, xml
< original_document >
< Signature > ------ . </Signature >
< /original_document >
(2) xml o
< Signature >
< reference url =ID >
< /reference >
< object ID >
< original_document >
< /original_document >
< /object >
< /Signature >
(3) xml 3

o
< Signature >
< reference url = original_document >
< /reference >

< /Signature >

xml o, <cdoc >
< cdocs > < signature >
o xml
; N o
2.4 XML
o
< Reference > ,
< SignatureValue >
) o
( N )
° )
, < Signature >
o Signature < cdoc
> XML ,
! " <cdoc >
16 System Construction

< Signature xmins =" hitp.//www. w3. org/2000/09/
xmldsig#" >
< Signedinfo >
< CanonicalizationMethod Algorithm =" http.//
www. wW3. org/TR/2001/REC - xml - c14n - 20010315"
> < /CanonicalizationMethod >
< SignatureMethod Algorithm =" http.//www.
w3. org/2000/09/xmldsig#rsa — shal" > </Signature-
Method >
<Reference URI="" >
< Transforms >
< Transform Algorithm =" http.//www.
w3. org/2000/09/xmldsig #enveloped - signature” >
< /Transform >
< Transform Algorithm =" http.//www.
w3. org/TR/1999/REC — xpath —19991116" > < XPath >
count(. | /descendant . . extref/descendant — or — self. .
node ( ) ) &gt count ( /descendant. . extref/ descendant
—or —self. .node()) </XPath > </Transform >
< /Transforms >
< DigestMethod Algorithm =" http.//www.
w3. org/2000/09/xmldsig#shal" > </DigestMethod >
< DigestValue > y7IDUeY9tJbXf8gHOOf1 +
ZKOmrk = < /DigestValue >
< /Reference >
< /Signedinfo >
< SignatureValue >
AMVQzVQaB/ vJHTgPIFY/
IcLHI5 sWJijiwWgbijgfRbcNJSkiC
9RY5JUMODECtUYzDWqgFHgToVs
epni2NlaLewfUw = =
< /SignatureValue >
< /Signature >

XML (RFC 3275) , ,
(1) Reference  URI o
( signature) ( document)
(2)

< Transform Algorithm =" http.//
www. w3. org/2000/09/xmldsig # enveloped - signa-
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ture" > </Transform >, Signa-
fure , Signature

(3)
< extref > , DID <
extref > ,

N . o , < extref height =" 194"
ref =" body. jpg" type =" pic" width =" 229" > </ex-

tref > , <extref >
(4) XPATH . count (. |/descend-
ant . . extref/descendant — or — self. . node () ) > count

(/descendant . . extref/descendant — or — self. . node

(), XPATH . XPATH
" extref”
(5) ;
(6) < Signature > < keylnfo >
2.5 XML
java ,
IBM XML Security Suite
XML o ( )
3 XML
3.1
< Signedinfo > o
< Reference >,
@] < Reference > URI
URI , o

< DigestMethod >

< Reference > o

(3)
< Reference > < DigestValue >

bl 3 o

) o
@ < SignatureMethod >
, < Signedinfo >
o < SignatureValue >
3.2
java ; IBM
XML Security Suite
XML , <
cdoc > ,
bl o ( )
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