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Unified Framework for Jailbreak Attack on Large Language Models via Prompt Optimization
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% \
Abstract: Jailbreak attacks are crucial for identifying and mitigating security vulnerabilities in large language models

(LLM). These attacks aim to bypass security mechanisms and induce models to ptoduce prohibiféd outputs. However, it is
difficult to directly and fairly compare these attacks, as they are typically evaluated on different data samples and models.
This study introduces EasylJailbreak, a unified framework that sinipliﬁes the construction and evaluation of jailbreak
attacks for LLMs and constructs jailbreak attacks by adopting four components, including the selector, mutator,
constraint, and evaluator. This modular design-allows researchers to easily combine existing and novel components to
develop various attack methods. To demonstrate the utility of this framework, this study conducts extensive empirical
evaluations, with 11 different jailbreak methods implemented based on this framework. Additionally, comprehensive
security validations are performed on LLMs, involving over 750 000 inference queries across 10 different LLMs. The
results reveal an average breach probability of 60% under various jailbreak attacks. Notably, even advanced models like
GPT-3.5-turbo and GPT-4 show average attack success rates of 57% and 33% respectively.
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[l RTS8 b R0 R iR BOR SE LB R 7
FEVEAL 77 v B vh 7 1, AW 70K Bk oo &
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T I T SRR T R 22 4 A B R S R AR
BB 1) EUAE SR B A B 7 VA A R, B TR A I
ke
FSCDBRA 1) 7 ) B
AR T R @
DR DR VT Ay 45 SR 1 2 0 AN AT SR, AR BT A
GPT-4-turbo-1106 1EA AL &%, 245 2 47 5TA e ik
TR PRy o] I A2 75 ) 8 2 4 B AR TR, SR A 2

o 8 W B 4 4 508 23 SR R AR AL T AR D5 2 e,

H5E R T I). '
IR T VAL AR G ASR TR T
GPT-4 [y S PAS HUEI, 1470 b RS % & 5] Genera-
tiveJudge PPAE 28 . Nt — DI UE VIS 7 1L AT SE
ASCHAES 3.3 RN T GPT-4 BRI 45 R 5 A\
TP 45 3 22 18] i — Sk, B CRTEAL 45 S O HE A 1 AN
5.
3.2 LWERSHN
T Z G0 b (] R RRRR B v A AN
R A L i Y ACHE 5 7E BasyJailbreak HEZE TSI

FEPEAL T 11 POk B vk, e HL AR 2H A R BT DL
= 1A RIS R e SV ST L INE, B Bk
J7 V5 B 2 A0 B 3 AR A B 4G e S R e . B
P35 ) Ut B IR A2, AW T o B 7 v I
T F2H 44, 70 ReferenceLossSelector A1 MutationToken-
Gradient 5. XF T X K77k, AR L1 7T
MR s ie T, BARSIR AR a0 R B SeAE A AR 3R
AT Xy, A5 By D V) SR ECRH I P B R 4 7 ], B s 1P
{Ei‘z%%iﬂﬁﬁfﬁﬂﬁ‘]ﬂ(%?ﬂl%;e%ﬁ HE A b
B R, W\UE%%%\_@E&E%‘ﬁmﬂiﬁﬁ%il&jﬁ
. ST 5 T LB 5 B o Y B
Al it s

FE TSGRy, ABFIEEL T 8 AN A F RN 2
A BRI Hbw. o, S Y SRS PR 8
HPC# 8 7k A100 GPU HyEtERETHR RS 4%, A 1Y
51K FH 9% o 0 SRE MG A RS 2. %) T PR A AR U ok
W FHAR L) APT 42 CERHO B, FRR KA IR S 80 B
N0, B [EIAESR FH 9O i SR s DR PR o6 i) — B0,

% 2 JER 7 3T EasyJailbreak HEZLN T30 KiE =
A55 7Y 512 e 22 o BOR 0o 1R s D) 2R PR A 45 IR, 1 S I
Pk 7 ANHERALRIE 10 FhokiE SR S T 11
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i 1 FT AL BT KRS 2y BT PR ife
Jailbroken Deeplnception ICA CodeChameleon Multilingual Cipher AutoDAN PAIR GCG ReNeLLM GPTFUZZER

GPT-3.5-turbo 57 100 66 0 90 100 80 45 19 12 87 35
GPT-4-0613 33 58 35 1 72 63 75 2 20 0 38 0
LLAMA2-7B-chat 31 6 8 0 80 2 61 51 27 46 31 31
LLAMA2-13B-chat 37 4 0u's p - 67 0 90 72 13 46 69 41
Vicuna-7B-v1.5 77 100 R 29 51 80 94 28 100 99 94 77 93
Vicuna-13B-v1.5 83 * 100 * 17 81 73 100 76 97 95 94 87 94
ChatGLM3-6B 7% " 95 33 54 92 100 78 89 9% 34 86 85
Qwen-7B-chat 74 100 58 36 84 99 58 99 77 48 70 82
InternLM-chat-7B 71 100 36 23 71 99 99 98 8 10 67 92
Mistral-7B-v0.1 88 100 40 75 95 100 97 98 95 82 90 99
1 63 76 32 32 80 76 74 75 63 47 70 65

T I 0o S 4 L B RIE S 3 1 AT DUR I BA R IR,

(1) KB 5 A0 A7 1E 2 A PRk P, SE0 45 SRR
B, BT B2 VAR (1 10 AR IR I B35 1 22 A
DRI, BEAR ST 35 TR DN 26 s 63%. R MELAS DT
A&, B A4S ) GPT-3.5-turbo Al GPT-4 #7744
K AR 56 4% A K 26 22 4 g by, B AT R Bl B ) 2 533l

26 %iteZ71A Special Issue

IEF 57% Fl 33%. 1XLLSZUF AR B IR 7R T 2 BT KIS
T A 22 A W5 4P AL D7 TR AE 0 3R BRI, e T
DAY 2z e Ve T S B A A R A R D) K.

(2) RFINGRT T HETH e PR G H B SEI0
7R, LL GPT-3.5-turbo A1 GPT-4 {3 1 b1 Y 724 S
WX IR 45%, B BT I IRBLAL B 66% [
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7 7V BRI ST 3) B s BN 2R AR, XA 47%, (HH:
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WA £t LA B SR B I 2 5 ) T T
T3 A MR A B 1 5 [ BT 453K B A ) B
{66, 3 3 A 2 6 4 0 RS, B0 PR R 25
IG5 25 RN

4 diw5RE . ‘

SRRV 2 ORI ok Ay T 47 T
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