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N-Model: Enhancing Security Resilience of Intelligent Systems Through Dynamic
Combination of Multiple Deep Learning Models
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Abstract: Security threats such as adversarial and supply chain attaéks are increasingly prominent in deep learning-based
intelligent systems. Traditional systems typically.adopt a single mddel with static and deterministic defense mechanisms,
making them susceptible to single points of failure and lacking in security resilience. To address this issue, a method
termed N-Model is proposed, whichileverages the dynamic combination of multiple deep learning models to promote
diversity and randemness. The &ynamic switching among models increases the uncertainty of attack targets and methods.
A multi-model voting mechanism is integrated to further strengthen security resilience. Theoretical analysis indicates that
the proposed N-Model achieves higher expected accuracy than single-model approaches under attack scenarios.
Experimental evaluations on the CIFAR-10 dataset demonstrate that the N-Model effectively resists various adversarial
attacks, exhibiting a lower attack success rate and superior overall security performance.
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A IE R RE ] 7 55 BT B
150 1 1 N-Model 2 & H i vERR %, BIARY —
HHIER N 1.

P, Py Py
NN, =
(a) 151
P, Ps P,
(b) T2

P, PvaP3

-

(c) 1H5L3
K4 N-Model £H &5 #Eff 5 PR B ARG DLos 5 0 A1 1]
o 1540 2: WA 4(b) i, 11 BE e b (0 P9 A 2

A B Z[AFAEIERATR M A —EhE, H— 2 et

B AL ST B AL C 2 IA) B — BT
SIfE S, EL— B0 M SR C IOV RE J1; b,
B, C Z A AEAEIER R — ik

FE L 2 o N-Model 44 (e T 2., B — B/
4 BN B, C HUYERAEE 2 AL Py + Ps.

o f5I 3 B 4(c) BT, YAt 1 A R
B. C I IE BRI — SohE ok B A R 5, FLAE
B C 2 [AIFEE TR Bk

15 3 H N-Model 44 8 [P HERR 2R, BPBIA—
S T

v R, TR AR
" P+ Py+P3 S

1
’ 2

1

P> +P3, if P+ P3 < Py

Max = (11) ‘

Pi+Py+P3 . Pi+Py+P3
, if <
2 2§
& P2w+ P3 > P,
2 IF B N-Model #H & BRI AR T- 2 ALY, JU)1IE B
N-Model ZH &5 84 HEAf 2R i B S B K AE & T B A A
HER R A B KAEED T, B Max > Pr. LR A 3 SR 1
BRI,

>

B 1
Max—Py=1-P; 20 (12)

B 2:
Max—Py=Py+P3-P; <0 (13)

L 3:

Pi+Pr+P3
Max— P = f—l)l

_ P +Py+P3 —-2P
2
2 BRI, 24 2 5ol 1 AT 3 B, N-Model 41
LRI T B B AR TR
3.3 HAEEMHEME
45 S 7EE I N-Model 21 &K AT B
75 R, 20 B TR 5 ) B I AL KT O B
T R/ T3 — . O RS i A7 RS 1
10 2R G E Bt 7 T O R A, T M B 4L B
o B ek 31 g PRABIE P SR RE 77, A 1 e
EN TR SN e
N-Model 412 B fy 5128 1 1 26 T FE RN 5 /0 A
P B BT T I B O M 8. FOR 2 35 -
E=PP,P3+P{P,(1-P3)+P{(1-Py)P3+(1—P;)P,P3
(15)

>0 (14)

3 (15) AT ARy
E=P1P2+P1P3+P2P3—2P1P2P3 (16)
EE R i N | B s T = W9 B < N 1 7 =8
N-Model 2H &7 1) HA B2 HERf 2R A
E=(P1—-d)P,P3+(P1—d)P,(1-P3)
+(P1=d)(1=P2) P3+(1=P1=d) P, Ps (17)
‘ L
A (17) AT EAZRHA: %"
E =P{P; + P\P3% P2P3. — 2P1P;P3 —d(Py+ P3—2P;P3)
\ 1= ° (18)
\
_ HEUENI R N T AE = d(Py+ P3—2P,P3). &4
ERHAE <d, W EEHPy + P3-2P)P3 < 1.
Py+P3—-2P,P3 < Py+P3—P)P3
= 1—(1—P2—P3+P2P3)
=1-(1-P))(1-P3)<1 (19)
HX (19) S TS BIAE <d, BP#3 HE#, N-
Model 2H A 15 74 7 52 21 0ok B () B i Eh % — e e
5 595 BRI 1 Bk D).
34 EBRHE
A BHEIRIE N-Model 4 &A1 i Fa 2 M4 vk,
RIAEAS [F) Bk o B T, 4G B A (1 M BRAR A0 T8 B8 T
SV BB — LAY, OREF SRR A DR AT . S g p
N-Model A B8 AEA R oo o B R R RE R B, I
JEAE S5 D A R B RAE . B E /IME AT A
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B X Py B 5 B AR A ) HE R AR A 28, ] S
fizs, o, Pi=100%, P,=80.0%, P;=80.0%.

100 } =
80
S 60 |
2O ming M
——- B AfE
20 Ay
ol TP , | | |
0 20 40 60 80 100

d (%)
K5 N-Model 2H &5 1 e B Tt o 52 PO A2 1 HA 26
UG 45 SRR W, B 98 4B P 1K, N-Model

AR B i KA S D0 P T B 3, B (R 7E

d=100% I, FER i KAE AT SR 4 R AR = KK, 2 W R
3 43 BT R, R Gr A T RE A AR RE S 13 3 fR .
B i 5N TE T BRI d=40% I (R FFIE 2, 75 N-
Model 414 R RLTE I B B HL A R 1 e/ PE gL 3
A BB 0 o 5t P88 1 02 0 T B, 7E oo i BE ek T I
T T B feME, (0B AR G AR T o — R HE R T
B2 RIS IG TE 3 HICR 6 R B - B R TN 45 5 T A
Rtk

S8 o3 M Bk — 2D R W, TR SR (d <20%)
™, N-Model 20 A #80 (1) FR0  KAE . B0 5 /ME AT
H B B 4 FF KSR, M RE R DR E L 7R IR 5 B I
7 X JH] (20% < d < 40%) B, HT 28 4 #3230 3 i Joe K ME,
JE S Wi [RATL A T8 o6 S 1 (¥ 2 i/ FH . 7 o o R

Ui X TA] (40% < d < 60%) B, ST EBAE T 46 2 5 T F%,

B4y T B A /ME, IEW] T N-Model 41 S5 AR %
IR IERITUR BE ). 1E T R Bl (d >'60%) T,
R B e A B /ML, A B VR A /M E AR E Tk
k25 10 1) 2 0 A O 4% 1 TS F Bl B ).

LiA S 4 R W, N-Model 4H & B8 E AR 1L
v o T S R BLI ALT B AR R g g k. B AR
KAE BR R MENRAE A& IAIE T N-Model
H A BRI RE I J7 LS, vl SE AR 55
Yy IR ISR B 1 AR ST AN RE R B

4 SIS ITA
4.1 TWHEM
ARSCHE B AL ) DA Bl A AR T i R AN 2 i R

64 R4Gi# % System Construction

PONIZ AL, B TEI SRR 5 5] RGUAEH o bk 4
ORI PR RIS 2 2. ARSI B H R 5
UEAR SCOT IR AEAN [F) R B P s R KB AR, A i
PP SRR o Revf i . Tl o 2R 0 T A R
. HeAb, I A Ge A T AT 6 b, 3E— PR R
AR ST VEAE B A5 B AR5 (R 3

42 LWEE

42.1 %%

K] CIFAR-10 F 5 55X 5, CIFAR-10
HARGELF 10 K EARER, JEiT 60000 3k 32x32 (5%
IR R, HAIZgE 50000 5K, M4 10000 FK.

.,Ei%qﬂ*, X P A A I o T e sh A ik, Bk
KRB0 4G FGSM. PGD, 43 BIAC 2 b4
FEWt . AR B Tk
422 SR

SRIRIEAT T HC B A LA AR AR A (R 55 2% L.

fififf: NVIDIA GeForce RTX 4060 GPU (8 GB i
1%). Intel(R) Core(TM) i7-13700H CPU.

WA Ba1E 248 Windows 11, ff PyTorch 2.0
F1 Huggingface Transformers 1E Ay B 27 S HEZL,

423 BABERE

AL £ [F) R AR Y 5 S R A 2R 4 .

B 6T CNN. VGG, ResNet S5 AN RIS
5 AR I 26 34, 75 CIFAR- 10 J0H T4 E 4 51
L. el) -

SRR T A14E Transformer 2244 . 1L SEH1 3% >
AN BB LR AR« SR ALY R0 Ao 420 D) 6 Y

AR S B At o LR 11 AN 2 R
IR, T — S k.
4.3 B—[r1H5S N-Model F5{EISLIEXFEE
431 AR

ARSI BETE B R G 77 58 AGHIE N-Model 2H & 4%
ORI T B — B 1) BT T % (Baseline):
%7 5 L AR ZRY ity Hp g R AN SR, AR Dy B AL
HRAT A, F T 0K A — B 7 & R i 3 o T I
KREFEPERE, fENIEAES IR, 2) N-Model 4 &1 %
7 S I A S (K S A TR AL, MASE ALt o Bl L i B
LA (G0 11 A4S, B — SO 075 1 e St
(11 3 MEAIZH R N-Model 2H & #EAY, J3 it % v ML
XoF iy N A AT TR0

SOOI R B . M i S R A AR oy
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Br 3 ANH B FERRLE BRI B, R — Ry 5 B AR
Ty rp e BB AN B T N-Model ZH A 85 78 5 22 UK
AR th, v WL 3G EI 22 AN A e e — 50 7 34 e o
LIRS B 5 AR B, 20 BIAE W 3%
5t (FHEFEAR) At 5t (45 FGSM. PGD) &
i Baseline 5 N-Model 2H-& #5877 R 5 2= L.
TEFRBR AT B, 10 BT BN (ASR) Rl 43 S
# (Acc) /ML AR R, FLH ASR H i S X HLkeE A
FSCTH 0 S 5 2 (1 B A5, {EK T3 B 1977 A1 88 SR e e e e b
¢ Baseline 5 N-Model A& 8 ZIEANFIHF TR
PERE ZE 57, 30 UE A B A BRUTE PR B0k i Th 2R AR &
G % 2T TH A R
432 SEREERS50

SIS A R 1-38 3 P, FER Pt (FGSMS
PGD) T 15404 F, N-Model 4L &R 7E KB 37 5
N, ME T 1R T R (Baseline) g R FEAR T T g
Ih# (ASR), ﬁaﬁi&ﬁ%{%ﬁiﬁ?ﬁ%iE@ﬁj\%’@&ﬁﬁﬁﬁ (Acc).
I, 1E FGSM X0 7, N-Model 41 24 7 25t
GoogLeNet X HIFEA K] ASR N 64.20%, {&T Baseline
GoogLeNet [f] 66.27%, &I H BT I BG fE g 715 T 7E
£ X% VGG 1) PGD Bili 4, N-Model 20 & #5287 %2 1)
ASR N 74.49%, f. T Baseline VGG ] 99.61%. L4k,
FETEBHE T, N-Model 24 R J7 210 70 F v R
153 82.47%, 21 T 5 £ Baseline (Baseline ResNet )
80.27%), T I HLAE IEH st b I RE LR BN, 45531
B, g A Y I ) Bl A 0 I A0 — B R AL, N-
Model 1A 15881 75 SR Re A AR T RG22 4 HLE A
B 52 A

K1 TR T B — PS5 N-Model [7 #1525 %} tE

3 MEALEAT R SERVE AR AR 2 SRR R, AT
IAUESR T VEAE AN ISR B BiR E T B i A B 1
%2 FGSM i T8 —Bifil 5 N-Model Byl 5236 % LL (%)

RS e TR e Acc  ASR
Baseline GoogLeNet 1933 66.27

£l % GoogLeNet ] Baseline VGG 30.56  61.80
CIFAR-10B& A ikt A< Baseline ResNet 36.06  64.59
N-Model 32.89  64.20

Baseline GoogLeNet 3829  59.34

EXTVGGH) Baseline VGG 10.03  77.57
CIFAR-10&& S HiREA Baseline ReﬁNet;‘ 4122 63.68
N-Model|, 32.87 66.08

| Baseline GoogLeNet  36.52  59.98

%t X ResNet ) Baseline VGG 3179 6126
CIEAR- 10 &5 8 i A Baseline ResNet 17.67 73.45
3 N-Model 3171 64.13

% 3 PGD Wi N —Bi5 N-Model B I SEERRT L (%)

HURERAEI TS BRI 0 % Acc  ASR
Baseline GoogLeNet ~ 0.93 95.54

£15%F GoogLeNet ] Baseline VGG 29.99  65.50
CIFAR-10E1& 5 HikeA Baseline ResNet 3371 69.15
N-Model 2195  77.79

Baseline GoogLeNet  35.69  60.64

£ XTVGGHY Baseline VGG 0.39  99.61
CIFAR-10E1& 5 HikeA Baseline ResNet 3789 6523
N-Model 2485 7449

Baseline GoogLeNet  34.14  62.96

£ X ResNet] Baseline VGG 30.74  65.46
CIFAR-10E1& 5 ke A Baseline ResNet 0.71  98.02
N—Model \ 20.08  75.01

R e Acc (%)
Baseline GoogLeNet Py T2
Baseline VGG s " 69.67
Baseline ResNet 80.27
N-Model 82.47

4.4 AEHENEE TREITEL
44.1 SR

TEE 4.3 AT I SEAE I, Jidk— 5 00U 5 i T vk
FEANFE Bt s B N R I, Bk T 2T A R s i
fRR T By S2 5. 48 FGSM Al PGD 9 R X o 77 2%,
Pozh i BN 0.005-0.05. 41 %F GoogLeNet. VGG
FI ResNet 844 B AN R X HLFE AR, J:1fE 77 % (Baseline)
K FH B — R R HEAT B 48, 10 N-Model 41445 74 ) % B

442 SRS HMH -

ST B 6ol 7 7, 7ER R Bk R
BEAKYE s 80— AT 0 AP AE RO B, T
TEE TR BGEAE F, BRH 4 s R RN BORE A, 2
TR I 2. I, ££ FGSM #1 PGD M T, B
MR (Baseline) 7EAL B (1 5500 B AR 9 7 B 25
3R, S LA R et RIS . I, N-Model
SR A UL I 51 N % R ) % REMERIBELIE, 4%
SRR T B BUREREE Bt I AR AL )

S B G th AU T S W, 724 5 Tk B,
P75 R % 4 28R it 2 o R 1 T A P T
SERR T T A AN VM, TRt R LA 3
ST 1 5 i A B A 5 OB, 5 8 — LR AL,
SRR T VEEAR (9 Bl 4R 1 T #0210 4 R,
SROL T B AR E AT A 4.

£ 8 FRRIR T & RO HURE A B R 4 KA AR A
T %5 . I 8 iR, N-Model 414 7 i 2 1
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