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Two-stage Diffusion Model Watermarking Scheme Based on LoRA

BAI Shao-Jie, LIN Li-Xia, HU Zi-Han, YUAN Yi-Lin, CAO Peng
(College of Information Engineering, Beijing Institute of Graphic Communication, Beijing 102627, China)

Abstract: The development of diffusion models has significantly enhanced the generation of high-quality images.
However, it has also introduced notable challenges in the copyright protection of generated images. Existing research
typically embeds watermarks invisibly during the diffusion process to increase their robustness: However, current
watermarking methods based on diffusion processes focus on embedding a fixed watermark, fé:iling to meet the diverse
needs of users. In addition, malicious users may bypass watermarking by replacing the decoder, which presents a potential
risk. To address these challenges, a two-stage watermarking schem‘e‘ for diffusion models based on LoRA is proposed. In
the first stage, the watermark codec is trained during pre-training to ensure stable watermark embedding. In the
subsequent U-Net fine-tuning stage, LoRA and an adaptive attention mechanism are incorporated. This enables U-Net to
learn watermark patterns from the first stage while maintaining image quality and supporting multi-user customization.
Experimental results d¢m0n§tra}e that the proposed scheme outperforms existing methods in terms of image consistency
and watermark robustness. Under image attacks, the F7D distance of the watermarked images increases by only 0.61%,
while the average extraction accuracy improves by 4.9%.
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. B 3 M BB RHUCN: Tree-Ring!"®. Stable Signa-
turel Bl B Ak S0y V. K P g A B LSS, A
SCT A K ED R 1 7E PR FITF At
J7ik. T, 7EKEDSRBURF 410 ) 3 oy A L%
i, ST e P BB R AT (0 BRNE 4

SOIEE]T 100% 5 97.91%, s H AR M S TR T

BE G
2 AEKEN T R RELEXT A R
Jr Stable diffusion Guided diffusion
FID| PSNR(dB)t  FID| PSNR (dB)t

DWT-DCT-SVD!'"  25.21 26.43 24.98 26.87
RivaGAN'% 24.53 27.92 24.77 28.21
Tree-Ring!™®! 25.93 26.79 25.82 27.03
Stable Signature!'”?  24.77 27.61 24.85 28.53
Ours 24.62 28.56 24.96 28.78

K3 AFIKEITT AR EN S HEPEXT L gs R

Jr Stable diffusion . Guided diffusion

Acc (%) TPR . Hcc (%) TPR

DWT-DCT-SVD!'""  53.48 bgl © 5948 0603
RivaGAN'® & 9221 03877 91.24 0.871

Sta{le Sign\ru.re‘” = 8;._59 0.823 90.63 0.838

Ours 93.852 0.9662 93.232 0.9468

¢

e

K3 it i 5 Hpb 7 K BN HUR Bi

-

Acc: 87.50%

Acc: 97.91%
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N TR B T SRR IR AT R, AR SRR AT T Rk sk
5 R G PEAL T K BN DA H LA K 1 3 i R ) A
FEW W, VRS RN 4 5% 5 Prox. il Bk
StegaStamp LA & HiDDeN H1 2t ¥ bt &=, ik 1K
g A AR R IR 25 e, il # B B & M R 43 3,
KBS B B i g A Je 25 M, TR T AR B A A
JIEA A . IR B T Al se g8 2 7E DL Stable
diffusion {94 AR AL 115 5 R AT

F 4 T KENGR AR ) 7 b S 5

J7i: Ace (%) TPR FID PSNR (dB)
HiDDeN!? 91.53 0.866 25.33 28.08
StegaStamp[M] 92.91 0.903 25.14 28.17
Ours 93.852 0.9662 24.62 28.56
K5 KT HENIERWE RS
Frik Acc (%) TPR FID PSNR (dB)
T Hi&E MR 92.323 0.9023 2723 26.93
Ours 93.852 0.9662  24.62 28.56
"
:|: A)
4 21:1 1%

AR T HET 7K ED LoRA XU Bedr Bl 784 7K
ERTT &, AR w1 7K B EUR B I AN AT
PERE R, BBAh, Frd 7 V2 e AR AR AN [R) K ERE B
178 e 0 HO 9 B B, AR R 5 R A K B AR
BT R T 2 A P Z 8 B 1) L, O 50E 4
BEM PG KE. A, /£ COCO2017test Hidi£E -
¥ ] Stable diffusion LA & Guided diffusion P§FHA [F] (1)
PR R AT KR SE . SEI R W, MO RA BT 1
7 HURBE R 7K B A AN TR0 AN M, I BTk | 2
Ty HAOASE 2R ) 3 12 ) R y
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