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Hybrid Intrusion Detection System for DoS Attacks in Internet of Vehicles

GUO Jian-Zhong', WANG Can', XIE Bin’>, MIN Rui’

'(School of Automotive and Traffic Engineering, Wuhan University of Science and Technology, Wuhan 430065, China)
*(Wuhan Baohua LCD Display Technology Co. Ltd., Wuhan 430082, China)

Abstract: To solve the problems that denial of service (DoS) attacks in the Internet of Vehicles a?e difficult to prevent and
the existing supervised learning methods cannot effectively detect zero-day attécks, this study proposes a hybrid DoS
attack intrusion detection system. Firstly, the dataset is preprocessedto improve data quality. Secondly, feature selection
is used to filter out redundant features, which aims to obtain more representative features. Thirdly, the ensemble learning
method is used to integrate five tree-based supervised classifiers through stacking to detect known DoS attacks. Finally,
an unsupervised anomaly detection method is proposed, which combines the convolutional denoising autoencoder with
the attention mechanism to éstablish a normal behavior model. It is used to detect unknown DoS attacks that are missed
by stacking ensemble models. Experimental results show that for the detection of known DoS attacks, the detection
accuracy of the proposed system on the Car-Hacking dataset and the CICIDS2017 dataset is 100% and 99.967%,
respectively. For the detection of unknown DoS attacks, the detection accuracy of the proposed system on the above two
datasets is 100% and 83.953%, respectively, and the average test time on the two datasets is 0.072 ms and 0.157 ms,
respectively, which verifies the effectiveness and feasibility of the proposed system.

Key words: Internet of Vehicles (IoV); intrusion detection; DoS attack; stacking ensemble; autoencoder
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MR R 5 AR S 2 (A8 AE A1 BRI &, a2
FANAA A%  SE N IR, LA E B e
TS e, 16 R 2 R R I [RI, I R 1) St
A B RN A A e 1 (3 A AR R R ) T 7
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tiered hybrid intrusion detection system, MTH-IDS), i%
R G T B ] 22 bR 27 SO RS SRAS ) 4 B X )
AT A E H M, @%Eiﬁ]\@ﬁﬁ%iﬁ?%ﬁ H
Tk (R R R 2. Li % AV 9 Do 3%
et B L ) P, R R T A 2 S iR A
DoS Kt DS, SEBL THEAF (KRR, (R 0 -5 4%
25k % 1 St Ky 2R A7 AE b
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) INEME R RN T 5 Bl R TR S5 R L 38 2 S A
A0 2501 DoS Bk, 7843 F AN R S i A 34 B
ARAT SRR B AR RE, IF BRI 3 TR 4544 Parzen
i 1123 1) - B4k 7775 (Bayesian optimization-tree-
structured Parzen estimator, BO-TPE) X # T it 1T &
A, e — D AR AR B A DR Rl $e i T
— PG B R R OV, T VA AR B AR M E B
i3 #% (convolutional denoising autoencoder, CDAE) [1]2&
fith -7 75 /WL (attentionméghanism, AM), FI T
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e I 28 i B R 1) O B, R A B 5 R TR R SN
B HE S A2 ORI O O N SO BT AR I A S D 2
T CDAE-AM ()70 i B 5 Rl 077 920 M 22 2 A Y
FRIC A IEH B EAR 3T A A1 DoS Bt il
1.2 HIETALIE

JREGHI P 20 @ F ST FRE

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

20254F 55344 531

http://www.c-s-a.org.cn

i H AR SN A

HAR M, AFAETE DR, XL P IR 5 S M Y
HERPE AT TS DR L D R v Kt SR O BHie i i, R
R RS S B2, A 4 S i N\ BT 2 i 7 2 R AT T

Bt Fab L

ALER. AEFTHEH Y IDS oh, Hodfs AL BE 3 B0 HE A

., Z-score Id—4k. K-means XKLL N SMOTE
TR,

| s S |—>‘ Z-scorel 1k H K-means BH TR }—»‘ smomﬁ%]

: R
e R ITREAE B+ 38 X BAIE
:‘ (IG) (RFECV)

HF JE DS

BREBRE D) FER AT
% % (CDAE) (AM)

[#ﬁ%ﬁ?&'] [m‘ﬁ?ﬁz%&]

Y
u
Py
z
Et

~—

o ek
5 (BO-TPE)

K1 ARG RGHER

12,1 HdEisH

HHEE B ) 32 AR 0 B A AN R Bl
SR, MR E SR, IF HAG A EIER, — K
AN 0. Wbk, AR AL F AR A G L 258 558 S5 46 ) 28 I =
s HE AR RS AT G b, R R R BR A e 4 e B
RUBRAS, IR & - BE 75 b 0 4 1 gk ) 2
1.2.2 Z-score J4—1L

TERHATEIRE L 2 )5, il Z-score BN 45
HEAT A — A AR B, PR ) 2% 0 B 0 4R A A R 2504

AE 2 18] Fr) B0 s )R RN 4 BE AN /], Z-score A — 4L AT £ |

SRS R ) W1 6 LA B ik 30
BRI, 25 27 WAL R 1 b I
ZX R S NERTAE O € PEZT R

X—U
zZ=

(1
o

Horh, 2 R AGEARE, u Mo 2 ml AR R 1T S F AR
1.2.3 K-means RIEKF

D I 5 K AT PR AR T ) I 2 R b, 3R
A IS AT R, T DAAE SO B 2 1 N 4 U 2R
Az F O R BR SR IR A A AR M 7 0l 4. K-
means JEFERAEWG T U6 B 7 AR R, g kA
BB, RGN TR I R R — 5E He ] i Bl BL

T AR I 74, DUMELEA F R B 25 B 24 E
EFREITLABIEY. K-means HIkHIZ OAF 55523k H
AR E L, IR B SRR
Z A [P S 7 AN, LR BT PR R A

minzk: Z (CL; f‘B)E. 2)

i=1 BeCL;
S0t CLOTIARIHSH 0, BRI
124 SMOTE iR #

o AE P 265 I B A A T, IR A BT 1 L) B i
RTBrdite A HBGHE AT R E L BUEHHR 410 2E
NS A T 5, SRR B AR AE P A4, T
SRR AL ) T B AL SRR AR, 2 B A AR Y (1
IS . SMOTE i SRRETT LU AU B SR A
17 1 ) R, 12 7 vk S B AL B A 1 2D B A kT
i B A, AN JE— 2B i e BOH AR o s = U A
SMOTE i RAE QI FIREA x,, FT AR R :
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151G KLt b, S RFECV i 3 Hb i 6 Hh 5
FERFIEA A 338 HRFE W % (recursive feature elimina-
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et FEMLAY (extremely randomized trees, ET). it f
FEFETF (extreme gradient boosting, XGBoost) LA K H i&
358 (adaptive boosting, AdaBoost) 1X 5 Ff#f 45 1) 43
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%iﬁ?)\ﬁﬁﬂ{‘w\\%f@ﬁﬂ, i i o R R AT iR
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I TR B M R W AEE R H Ml X 0 Mk
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BESRHERTIN I, FIOTEE B2 A 3 4miL 4 (CDAE)
(R BN TR R I (AM), 185 0 I s
VIZRAR AL, DT 7 AE AT B, — BRI 214 25 1E
WAT B 2 ARl o R

CDAE-AM IR RN H 3 4mfid 4 (autoencoder,
AE), AE &5 BFEHMANE . @Wigas. B2 Eioes

R 2, W S BB AL s A N 2, GRS 4
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R
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N o ————

I (LI BRI S ) E .
Wi 3 fizR, CDAE-AM HEAITE AR gl 2% (1) HE Atk
LE RS NEFMEL ML (convolutional neural network,
CNN), CNN IR IAAE T & e A ROt AL B EE 75 2
H N TE 4 K RIFRAE. CNN F ZEA B UZ (ConviD)
Ak 2 (MaxPooling1 D) P4, ConvlD FEH T
25 S BUE I 28 (A RFE, MaxPooling 1D A] RAjsk /b RFAE R
S I 44 BORD 5 1 2 BT 75 16 2 8, (RIS S (A A )1 5 it
TS hnAasE, AR B S —1k ( atehNormalization)
% CNN 4 th 045 S 47 . HORHE CNN 2 )i 1
FRE 7L AV, AM BT e 3 1 6D 51 B2
ey, T I T2 2 1 S0 R O B 1D £ 8
Ty T R B B 22 B SRR AIE, I HOKE 25 S5\ 2
Dropout JZ PABF 1L #L & . SR G 1E AE fRAD 35 FI 364
5| N¥% E 52 (ConviDTranspose), i i 45-1IE 5 2 Al
AR, 5 B RS 48 ME 76 48 B Pk 5 H B S
IR UG O, 55 R N 1 IE B R A i
A IR i 2 LR, B R I 4% AL R B I BT R AN

AT,
B

________________

fvth

YT AY
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Attention
Dropout

BatchNormalization

3

® 000

________________

B3 CDAE-AM f&fd

2 SEER ST
2.1 LWEE

SIS REERR IS Linux 64 AT HER1E R 45, 12 4k
PR3 L K NVIDIA GeForce RTX3080 &1, #3115
9 Python 3.8.10, TensorFlow 2.9.0. 58 U5 11 I 52175 4,
53 AR 25 P R 22 41 X B B R AT 22 IR o) A SR, 4y
H¥ R DoS WA N AN DoS Hiiti, A5 5S4

BRAE A (I 2, I DU AR 45 SR rpobrac e TE 5 1) S i
i NZF| CDAE-AM 58S b iy N A 2560, 5 1F i 2040 A
A HE B AL AT AL B [ AR K0 DoS By, LAUAS I
KA.
2.2 HUIREIHER

EF Xt DoS Zikill, A SCEH T 5 DoS Buki A
(%, X+ 245 P9I IDS [P REPEAl, SR CAN 3

System Construction 4t &4 89

© TEREBIK R

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

i E R %N

http://www.c-s-a.org.cn

20254F #5344 53

B4l 45 Car-Hacking 4 £ 11 () DoS Hri B 4
XF T4 IDS B REVE AL, R I 245 i i 20 d 4
CICIDS2017" 414 DoS/DDoS il $ s it 2 1 =
TR 0 L 4 DA R AN P T O 2H R R S
£ AE SRR R, AN CUN DoS T AIE it 70%
I BE S  FE NI ZR4E, 30% I EL0 DoS M. IE
RO DK A R 41 DoS Brai AE Al &, Btk F
AR LR TR LI 1. 3% 2 Fos.
%% 1 Car-Hacking (3R HEFEA 4

el IIZREEA L DBURE A
Normal 2132942 914119
DoS 411265 176256

%2 CICIDS2017 BUiE&EREA ST

el SRR RS AT ZFEAR S MARERAR L
BENIGN 747367 747367 320300
DDoS 89619 82619 38408
DoS GoldenEye 7205 " 7205 3088
DoS Hulk 161751 { 161751 69322
DoS Slowhttptest 73849 5000 1650
DosS slowloris 4057 5000 1739
Heartbleed 8 100 3

FIRIL M 3 A3 4 Fros, HEEE T 3 s B BL
A8 2 SRR B 2 SIRSE R AR SC BT 1 3 5 4R P 2
TEWERGR . IR BREIE F1 o8 LRRE T
T EA B T Car-Hacking £di4E, BRI
b 77 ¥ A SE I T v R B R I, (H AR SC O R AT BLIA
£ 100% 1 my R, A b oAb 7 vk AL X T
CICIDS2017 £ #i 45, % kb HoAth SCHk 32 H 1 77 v, A
SCOVEFEWER R EARTE T 0.072%-3.777%, {EFE iR
4RI T 0.297%-3.777%, FE 4 BIFE L42TF T 0.147%—
4.737%, 75 F1 49 ¥0 B3R TF T00.072%4.727%, 714}
% L FEIR T 0.031%-0.761%. TR tk, SEBo2t 2, A
b T A e SEM LA o) R ST SR SRR AL
FIFARE B 1 3 T2 42 ) TDS T BA 58 I 28 A U £ 1
DoS K.

# 3 Car-Hacking $¥5 45 F OB A 45 Bxt b (%)

2.3 1N ERR
ARSI VAT F8 bR E A S HERR 2 (accuracy,
Acc)~ FEHIZR (precision, Pre). 013 (recall, Rec)-
F1 528 (F1 score, F1) FliR#R K (false alarm rate, FAR),
ik
TP+TN

Acc = (5)
TP+TN+FP+FN
TP
Pre= —
TP+FP
TP =
Rec = @)
TP+FN; °©
Fle 2% Prex Rec ®)
. Pre + Rec
FP
FAR= ———— )
FP+TN

Horp, TP E B, AR IEM 2 I B A AR =
TN AR, RE R K IEEFEARE; FP IR
B, AR AR N BGE I FEARSE; FN AR
B, AR A R 2 N IR I B A AR
2.4 B DoS HEHKEMLER 7

XTI DoS Bk, BT & 4 (1) 3 B AR Ak
BLAIYE Car-Hacking (4 4E F1 CICIDS2017 %44 I
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ik Acc Pre Rec F1 FAR
KNN2 99.78  99.98  99.29 99.64 —
ANNPY 99.93 9995  99.82 99.88 —

CNNE! 99.77  99.77 98.4 99.41 0.23

LSTM®2! 99.77  99.77  99.97 99.97 0.23
CAAEP? — 99.99  98.65 99.31 —

MTH-IDS”"  99.999 — 99.999  99.999  0.0006

i 100 100 100 100 0

TE: I TR A

(©). |

F 4 CICIDS2017 ##i4E b aﬁnw%ﬁ"mu FERNTE (%)

Frik Ace " Pre = Rec Fl1 FAR
KNN®! ‘\952;‘69 99.67 9973 99.56  0.15
SVC® % Y9619 49619 9523 9524 042
CANET® 9988  — 9982  — 006
ANNP 99.58 9956  99.58  99.54  0.63
LSTM® 99.57 99.55 99.57 99.54 0.79
MTH-IDS"”  99.895 — 99.806  99.895  0.084

LAY 99.967  99.967  99.967  99.967  0.029

T I TR R R LA

2.5 K1 DoS BEHHIMLER 77

XFF AR HN DoS Btk ill, K Car-Hacking (4 £
o A —Fl DoS Brai KA, Mok 1% 2890 1) DoS Bt F
A, 2% 5 W4, % F Car-Hacking $E 45
A FN DoS Brty (e, Hosr I HE 1 22 =ik 100%, 5
MTH-IDS"REF, (EAH b oAt J0 W A e W 5 ik
EWERT R E3RTH T 2.1%-30.95%, SRR BT T
0.08%—44.28%, fEA FIZF LT T 0.12%-69.82%, 1
F1 8 ERTFT 0.93%-54.42%. XFT CICIDS2017 %1
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WA &, SEIREAE Z AR DoS K%L
a5, 73 A BEFP DoS BUE oK Mo kAT 2 4 5256,
oK HE B SRR Sy IE H B BE 4 N 2] CDAE-
AM I 3 6 TTAN, HE B A AR B AE A K DoS 1K
RN T, AR AR ECA, 0% v A R I B, (22
TTRE &, K KB R A0 DoS Tk HR B A« 1E %4
I, PRI SR G B R CDAE-AM BRAMX — 8 5. i
7 ATHN, BRSO B A AR S 1) IE S, CDAE-
AM RN 525K 50 DoS Tk Hke: I ~F- 35 44 [ 2 A
SEY F1 43805 5008 83.953% AT 83.186%, T 143 ) K
N 2.383%. B4R MTH-IDS"'#£ Car-Hacking ¥4 4 -
Xt F AR A DoS B it A [Fl 5 . F1 40 3Ll J iz
F AR H I 77 A ], (HAE CICIDS2017 $iifa 4
HO - AT DoS B A I 135 43 [3] R ANF- 35 F1
S b, ARSI AR T 4.853% F1 2.066%, 1EF-
VAR G T 12.474%, i FL 2 1t 4 2 525 43
W), ML T LU B AE. CAE Al CDAE, CDAE-
AM TES VA Fa b BRI AR, [H I, S0t 45 Lk i,
JIT$ 75 VA A BT A 0 T B O vE R — e R A,
A LA ROKS 0 2 P R 25 A 9 4% K503 4 R 1 A S DoS I
7, (BT H B A AT SR A2 — AR LBk bk ek 1) o
AT 5 B AN W e
%5 Car-Hacking B¥n 4 A S Bt 45 S5t He (%)

P 2R AR TH SR ARk 0 VR R I BR ), 75 B BN
NAZETIERL AR R B R 3 R M Re S IR 1817 .8
VPl T B Y IDS 762240 R G0 rh 1 nl AT M, @i B2k
FEBEA B AL HERE, 43 X Car-Hacking (4 £ A0
CICIDS2017 ##i 4 T B %> IDS A8 RN J 5
LRI AT T 2. Wk 8 s, Bk
Bt g b AN B B P IR 18] 23510 0.072 ms
A10.157 ms, /DT ZEHHAT W 22 4 N H 10 ms I 4E
Bt SR, ot 2 B Y S A B AR 17 L IDS A
f.48. /N4 51 2.488 MB #1 39.910 MB, 77 LA 2 K
U B VIR, Mk, S T4 R,
A SEAESEIN R ARG LB — I AT %

x 7 CICIDS2017 B AR b AR B ks U Al S B (%)

Wi 2R T Acc Pre Rec F1 FAR
MTH-IDS" —  62.697 71.902 11.698

AE 78.957 81.991 78.957 78.446 5.646

DDoS CAE 79312 83.109 79.312 78.702 3.755

CDAE  79.486 83.186 79.486 78.898 3.819
CDAE-AM 79.712 83.759 79.712 79.085 2.977

MTH-IDS" —  83.931 82.127 20.461

AE 83.299 85.920 83.299 82.989 3.196

DoS GoldenEye ~ CAE  84.601 86.726 84.601 84.375 3.371
CDAE  84.752 87.091 84.752 84.507 2.691

CDAE-AM 84.786 87.099 84.786 84.545 2.730

MTH-IDS" —  67.440 75.248 11.806
AE 80.872 83.299 80.872 80.517 5.629
3
DoS Hulk CAE  81.786 84.690 81.786 81.397 3.746

CDAE _ 81.749 84.660 81.749 81.357 3.760
CDAE-AM 82.078 '85.240 82.078 81.666 2.943

IMTH-IDS™" 76,687 78.339 19.094

\ AE 7 63202 74.027 63.202 58.532 3.237
DoS Slowhttptest ~ CAE  87.298 88.608 87.298 87.189 3.492
CDAE  89.716 90.253 89.716 89.682 4.510

CDAE-AM 90.071 90.907 90.071 90.020 2.782

Tk Acc Pre Rec F1 FAR
oCsvM™ 69.05 5572 9931  71.39 —
SVMEI 71.99 93.13 30.18 45.58 —
DAE™ 9624 9127  99.88 9538 —
CAAE™ — 99.92 98.23 99.07 -
MTH-IDS"! — — 100 100 0
GIDS!" 97.9 96.8 99.6 = —
CDAE-AM 100 100 100 100 = 0
VE: I A R R e

56 MR R S

Brdi 8 FEA% RO RIREC BRI
DDoS 128027 72427 55600 98
DoS GoldenEye 10293 5155 5138 94
DoS Hulk 231073 1127 229946 57
DoS Slowhttptest 5499 1791 3708 62
DoS Slowloris 5796 4852 944 89
Heartbleed 11 0 11 90

MTH-IDS" —  83.834 87.447 7.902

AE 66.546 74.026 66.546 63.722 5.556

DoS Slowloris CAE  66.831 75.926 66.831 63.642 3.554
CDAE  67.055 75.995 67.055 63.956 3.623

CDAE-AM 67.072 76.739 67.072 63.800 2.864

MTH-IDS" — 100 91.667 18.182
AE 100 100 100 100 0
Heartbleed CAE 100 100 100 100 0

CDAE 100 100 100 100 0
CDAE-AM 100 100 100 100 0

2.6 RGANTHED

ANFF— M 45 1) IDS, ZEBCM 58 T 1 IDS 18
ST R AR I ) [ B, S 5 B A2 4 B X R G S
PERITELSR, IIIEN B0 R G SER, H H % e B 438

MTH-IDS"! — 79.10 81.12 14.857
AE 78.813 83.211 78.813 77.368 3.877
Average CAE  83.305 86.510 83.305 82.551 2.986

CDAE  83.793 86.864 83.793 83.067 3.067
CDAE-AM 83.953 87.291 83.953 83.186 2.383
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K8 ARG

LAETE S RGAM PG (ms) Kb (MB)
gz 2y onll 0.002 0.300
Car-Hacking 5 Al 0.070 2.188
Bt 0.072 2.488
gz onll 0.074 37.195
CICIDS2017 S 0.083 2.715
pENN 0.157 39.910
3 45k

EFXF DoS Bk ™ ZE Bk W 9 25 N ARG il 8, AR SC
P —Ph a2 A I D5 VA0 S H R I R TR AN
2RI FR S, F T A I 2 156 I o R i HE IO A O R A
%1 DoS Frdi. Xt TR A IDS 9244 KN, 38 i ) 45
Fa 3 38 A AR AL SRAG I £ 50 DoS Taky; xof - S A,
IS TE B CDAE-AM SRAG M B £ A R I i
{9 51 Do Tt A 4 SR 2 48 49 19 26 41 £
Car-Hacking #4411 CICIDS2017 $(4E 0 Fr 47 .45
BEATHEREVPAL, IR T UHERI R (L) KSR (Pre).
12 (Rec) F1 3R LA R IREE (FAR) X 5 NMEFRL:
IE T AT RGERIM S X C50 DoS Zuak e, 78 w4
NGRS EIHERZE 2 518 100% A1 99.967%; %F Tk
N DoS Ty iy arill, #ERH =73 51109 100% A1 83.953%,
5 HAh 7 v LU 45 AR W T R G 456 PR RE R TN
SEAR. RIS, T 2 Gore AN B0 4 L -1 250000 U )
B SR WNAE R IEECD, B — @ AT . fER R
() AR Hh, w] LA RE I 70 0 4] A S50k W 2 16 9 ] R
HILHI BT B, T AE DoS Beiti, Mifiidt— b3t
TR AR 1 e
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