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Abstract: The Hadoop system is widely used as a distributed architecture for big data storage. It generates a large amount
of log data during runtime to record device anomalies, which provides important clues for locating and analyzing
problems. However, traditional log anomaly detection models typically collect log data on a central server, which
introduces the risk of sensitive information leakage during data collection. Federated learning, a novel machine learning
paradigm, effectively protects data privacy by training models on local servers and aggregating model parameters only on
a central server. This study proposes a log anomaly detection architecture based on federated learning, which combines
local and central servers to perform detection tasks, avoiding the risk of leaking sensitive information during network
transmission. Additionally, it employs a tree parser to standardize log templates. To effectively capture complex patterns
and anomalous behaviors in log data, a BILSTM model based on the self-attention mechanism is established as a local
server model. To validate the effectiveness of the proposed method, simulation experiments are conducted using publicly
available datasets of distributed systems. The results demonstrate that the model maintains stable comprehensive
evaluation metrics, with an accuracy rate above 93%, indicating high applicability.
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TCIRFIER K, v LAEHIE BAF1E4 N —FZ). LSTM
BRI T B 5E LN X = {x1, %0, , X}, FRAE ) 58
XNH ={hi,ha,- - by}, H 3R N B ZE T AR &P
F, 0 L ) B E LAY = vy, b
BIiLSTM {7 fif [ £ 4 24 X0

™A = LSTMforward (Xp, A0 Q)

h})ackward = LSTMbackward(xt, hi)fcl:kward) (6)

/E\: EFI 5 LSTMforwaId *D LSTMbackwaId ﬁ 7DJIJ % ZT_\‘ ﬁﬁ IJEJ ?ﬁn E
) LSTM FE Y, 4 iy (2 SR A DF et ke, 15 380 i ) 8
1] BiLSTM %t [7) & BiVector, i+ 5.5

BiVector, = [hforard, pbackward) @)
= | Softmax layer |
.
LOOO0OO0O00O-000 ]
HEAE
h, h hy hy h
BiLSTM JZ Invalid |-.| user |—-| webmaster |——-| from |~-’ *
Invalid |¢—| user |-—~|webmaster|<—| from |——| *

B3 iR 55 45 ) 6 S A DA R 2 g ]

34 FEHNE

BiLSTM f£— & FEFE bl 1A 0] &)+ oG
15 B MHIREE /0, AR % 5 A —Le B 25 5, F 2
RN TCIEA X 53 ) F R AN [EE o ) AR N
TR — ), ARG 5N T R L, it
45 ) - T AN TR 23 AN [ B9 = DR, SR O
R LE IR, BRIz S B3 = AU 32
WA EVEE VLRI Z SRR L], 2R
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i H AR G N A

JIRUH ) 3 B AR AE B VR R B R A b, R A
WL B EPEAT 2 RGN R, 1318 2 HEERE, 53 h ik
AT BVER VU5, B 20 45 SR P, X AL S8
AR AN [F) 1 SO A gE A7 2 2, 4R B [ 3R ik
REA. A OIS R i 2t Js T H S0, #R BN ST
ARG, HABERMN EFE, 2 kiER IPHIAEH T
A F. BIER S AR, £ — D)7 EL
Fe o, KA~ o 5 A AL B W SR AT A L, A
i TS AN B R s VR R ST HLE R N B
Z9d 3 AN 1S BB (Query). # (Key). fH
(Value) X 3 AMEFE, FFil I TH AR H RS 1
R IHU ) SCARE . 3 Bh 5 ¥ & L A B 2T 3
H 57 3 3OS B 3R] 22 ] AR A 0% 2 AT TR S5 B R
. ARSCRAE R H S Bl v SO A R, AN
Bt H & s A R 1 SO R 47 9. B H S
H SOA ) MR 3 Je bR S0k R AT 0 #r, BUET
EPEF=waLilki}

VS B AT DA B AR 2R S Ay A\ B4 AN [
A B 2 6] BH A, AR 5T LSTM AR A )
BEAN I TRV, S5 2 7 I TR 85 2 IR 1) R P A AL
J&, BETTAS ENACR AR H 8751 SO ) B, 1 — ) i
CICAGEG L= kPN Wi I E IR S ES P EIE 1PN
)AL 7 VRN A ) LSTM A Y
ehn] DL N R A D S5 B AR B RDIRAS TR 8%
HH. O A S H S SCARRE R SR, AR A= L
S SCAR P 5 BT AR LR R, BRIV ST L R 2 A I
AR, ] 5 ] 2 8] A A E R, RHE AR A A Rl
R DAL T SCACRE R R = AL RN SCA
B AALBRINT .

(1) & X BiLSTM 1 ¢ B ZI (1 1) & %o
BiVector;, Bl H H XA B, Query. Key. Value fJ
3 RHHE B BIRLRIZNW,, Wi, Wy

(2) SCAHERE S 3 ANBCEE HE B {2 2 i S Dy
Ogi, Kgi, Vi, 2o/ Opi = BiVector,W,, Kgi = BiVector;Wy,
Vpi = BiVector;W,;

(3) SBR[ R R NG = QpiK L/ Vd,
A 1) B AR A, B AT AR S R 2ok,
SEUL O BiA% R I B N4 R B K. VAR o8 N K (F4E
FE, B7 1E N AREUE S RS s BRI 2R, G IREAT 2R
B HIAAE BANA BRI 93

(4) VA —AL (¥ B 5 FE W = Softmax(QgiKp./ Vd),
I FH Softmanx i ek Hi S I E o REAL) 2

(5) e 243 BMAUR ALK B 3R 7~ A Attention(Qg;,
Kgi, VBi) = W Vg, &5 REBER AR HIRE TR JIHL
1l R SCAR S R

i EER AP EE T BILSTM 24 H G
AR e SR T LK A B ) H A6 4 SCAS @
BOR AN 75 3347 Ab 3, 6 H B SR I & SRE,
SR 5% HREAE SCAR [R5 M0 (R . S It J S S B0 UE B, R
TR ML AT USRS g H R R A DA R R AR
SR EE H AR B, f S A rERE,
I 5 A T

4 SEES S KT
4.1 BEREMENIEFR

AR FH HDFS A1 50 42U ik A7 50 56, R 760
FE S5 48 1 Blue Gene/L (BGL) ¥ 4 A T30 0iF
KRICTTERIPERE, R RN {E B 03 1 Fios. HDFS
¥4 £ H 203 4~ Amazon EC2 1 121725 T Hadoop
i) MapReduce 1EMk 38.7 h A= i H &, #4E X Bt 1D
B 23 B pl H ZE 5 A, 38 ) 8 (R 0 S AT 1F R 5
S bR, R 57 HEANHER, Hdy
1.7 7384 Hadoop #MU % X bRiE N 7 . BGL 4
£ BRI R AR Je M 57 A8 i R g 5 OR B 5K SE IR
(LLNL) [#) BlueGene/L 4 i HHL RGN, % RS
P4 131072 MAEFEEEAT 32768 GB N TE. HEMLE
R PR AR IR B AR AR BB B, K
A5 B N R HEER, A HEREE 1 5 H- 5
WFFRX 5y, AT — G EE N 12th Gen Intel(R)
Core(TM) i7-12800HX 2.4G CPU 1 64 GB P4 /Z ] Linux
FY% 4T SE, {E Python 3.7 MIFAEE FSe8l 7% H
BRI T H SR 485 MR LA 6:4.

*1 BiEE
BE4E NEEE (h) H¥EE () B3R/ (MB) 58 S (%)
HDFS 38.7 11175629 1505.28 29
BGL 5152.8 4747963 708.76 73

9T PR FT BV SR H S A B A, SR VE
FERE, S0 B0 2 300 AR 1 73 S 45 R VR VE
M4t B R R (Accuracy)s BIEIZR (Recall)s KT
# (Precision)~ F1{H (Fl-score) 55 4 MEA A i br
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VERSEIR S5 . kAT 73 RINGRIN, =7 SRTRIEFEFEH
S 4 By BB, Wk 2 Fios. Hod, TP (true
positives) &~ A IEFEH] € A IEZ; FP (false positive)
TR NI T N IESE; FN (false positive) s N IEHKE
e NS TN (true positive) T N T H 2 N 2K,

K2 RIRIBHERE

HEpR% FlE o (EFHE) HERN (REHE)
HSN0 (IEH H &) P FP
HSN (REHE) FN N

HRAE DA b = 0 SRR IE B N SE B & 2R B, R
AR 4 M 4R bR, AR 3 fros. dE =
(Accuracy) »& LTI FIFE A B S A FEARSE T
FOAE, MR FRAE — 58 5010 T R LUME 91 p 23 25 4 sk
IG5 KA RAEAR AR, ERIFARAE A E LI 45 /A
R E— bR . KSR (Precision) & BT A #3452 N IE
RIFEA S , HSZIESRPT 5 H]. A 101K (Recall)
eI LS IE R MIRE A b, $H 8 NIRRT S
EEABI). R W 22 15 (] 2 3 A i e T 2 B I O 1
B, MELAIRAT, 72 45 5 v A L2, PR RR LR

WA AR R, X5IHET F1 1 (Fl-score), IZE/E
GRS E R R IAGRE I TYY, 25 % R TR
RN B R [ 8 B, 1177 36 F SE 96 45 W 1A Rk,

R3BAE R

P AR A
TP+TN
Accuracy _
TP+TN+FP+FN
Precision L
TP+FP
Recall _IP
TP+FN
2 X Precision X Recall
F1-score

Precision + Recall

4.2 E TR BESCARRT

TR TIHE 22 A AR AR & 1%, 25 T BT 9 H 353
A AT H A R 55 45 A OL SE R B AR 55 AR T H
By H St AT I, O 75 MO 0 iR 55 4 R 4T 2K
P AL P, EA DB T 8 5, I8 R HdlE
BEAL. A SCON T R Ja B 2k, 5 PRI R SR 7 Kt 12 147 4
PETRUALEE, Kt H B STAFEAT WM - URFAE SR AR5 B
b s AL AR HEAL IR H S AR AT AR, WAl 4 o T H
ESCPHRNT IR St 4

081109 203518 35 INFO dfs.FS!

081109 203518 143 INFO dfs.DaaNode$ DataXceiver: Receiving block blk_-1608999687919862906 src: /10.250.19.102:54106 dest: /10.250.19.102:50010

BLOCK* N;

081109 203519 145 INFO dfs.DataN

y job_200811092030_0001/job.jar. blk_-1608999687919862906
7919862906 terminating

1 for block blk_-1

081109 203519 145 INFO dfs.Data

081109 203521 148 INFO
081109 203525 150 INFO
081109 203526 19 INFO d

etResponder: Packet
ver: 10.251.2

081110 032643 13 INFO dfs
081110 032648 6359 WARN df
081110210410 19 INFO dfs.FS]
081111 052532 20661 INFO df:

Received block blk_-1
081109 203521 147 INFO dfs.DataNodeSDataTransfer: 10.250.14.224:50010: Transmitted block blk_-1608999687919862906 to /10.251.215.16:50010
ponder 2 for block blk_7503483334202473044 terminating

87919862906 of size 91178 from /10.250.10.6

483334202473044 t0 /10.250.19.102

608999687919862906 to 10.251.74.79:50010, 10.251.107.19:50010
608999687919862906 to 10.251.31.5:50010, 10.251.71.240:50010
38

ing blk_3873796148154884915 to /10.251.203.149
p/dfs/data/current/blk_-5151809436282334017

6962561053367605 terminating

PacketResponder <:*:> for block <:*:> terminating

<*¥*:> Starting thread to transfer block 0 <:*E:> < FR>

Receiving block <:*:> src: /<:**:> des
1

BLOCK* y

<**:>:Got exception while serving <:*:> to /<:*:>:
Deleting block <:*:> file /mnt/hadoop/dfs/data/current/<:*:>
BLOCK* NameSystem.addStoredBlock: blockMap updated: <:**:>

fjob <:#:> <*:>fjob jar. <*:>

is added to <:*:> size <:*:>

K 4 X+ HDFS ZEEMN H E ML

B 8 )R 0 1) 2 AR BRI BR, B Wt FE S
DataNode 44 FR 55 1 m], NEAEE A E R AT N E
B, FHRYE B IR 57 IR B R E S BT AR B A
FABRFTSE R (e e 5F) #HOEg R,
B B 05 IO R ELERAT MR, A 2R AT i I 3
HRULFCABAR 5, — EUR DA AT 5 A A D A7 AR 5 R
BOCAE A, BERT AN E R IE 5. P — H B3R IE
B, Bon H ST S AR, il 4 s, B E

(=]
R

8

NI HE SRR E 13 FEA), BT E RS 11 %,
PAYE H 36 STA R 88— 47 9], S BRI AS 518 5 3R o
J“Receiving block”, TR B ) T — SCAAAAE K EHT
FooR, I Jye< *: >, DA RHEGR B3 UOOAR, B
L8 2E ) BB AR 7 N “Receiving block <: *: > src: /
<t *>dest: /< *: > 5 8 ATHIZE 9 AT T 5 I 45 SR AH
[A], #EF I A< **> Starting thread to transfer block<:
*:>to<: * >, < x> RN E I H BB HRINZ RT
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i H AR G N A

LIEA), B A 85 5] H B SO R 2 R ITH.
43 HFERERNRE LI ITL
T BIESH H SR frEw i, A as Sl
RIS HEAT LI T, S Rl 5.

1.0

- FRAE
09 e WAE AR
08 |

0.7
0.6 -

PURAH

0.5
04 -
03
02 -
0.1

0 10 20 30 40 50
N ZRk AR AL
(a) BRI ZRdm A0

09 -

0.8

iR

0.7

0.6 r

—o— fEH %
—— BRE R %

05 | | ) ) )
0 10 20 30 40 50
LS
(b) BURIZEAEM % A2

Bl s BARPEREEAY
SRS TR SRR ME, W 5(a) B, B
7SI VI ZREE VRS 0T LAB 6 H B8 A5 TN 454
SRAEAEWT I PR AR, PR AR IR B (0 il A R A, T
B0 458 KA A A SR RS F) A R AL, ASSCAE 95
IR R AR R I TIN5 RSB 2 TR 0 220, 353 9% (BT
/1N 2R R ACHINASE R F) VI RS R AT, TR B85 R AR
AR NR R 1) 53 SRR AT 5 T, Bk s AUE
/N B A R G U R B I R )
IEAHE N, BAESURAGAHR KA — ELAE TR T BE, IXR
AR IE T R R POIRES. A SAENGRid 72 b [
SR TR LS SIS R M AR R, B S(b) BT
7, B SRS ISR UCH) S AT LA 2 5 RS T 2
T, ABAUKE B ARSI SR 0 Al R A B, T 96 A S5
e o P A2 SCIIE U ) R 5 AL 30 T TR 4 J 2 4%

24, SRR IR A T ARG B AR IR, AT 3RS &
TPE FE bR, A S HpoaT UK ILTE 3B AR $6 R ik
20 VRIS, AR AR Rp 4824 3] S 5K P L 8k B,
LREARBR I ZREE RAL T 30-50 2 [H] R, #4254 ik
B 2R 43 T DR ARE SR O /N R B I ) e 3, it 2k TP 4%,
IR AR AL T S AR e, Tt B S H A AR AL UI 5
RORAT A T,

N TSR U U AR R I GO, i AR R
EH R Mg e 45 R, B 6 o ARG a7 A4
TR VEHFERE. XL 2 51 6 B aR— 8, SR 58 ik
IGRJa, A I XA P 5 2 A A W DA 56 R AR 2 f) A
B, B AR AR R R I AR 25 28 531, AR R IR L SE R 2
. R s N E IER I HER R, AT W 6
BRI IR H SRR H SRR 2918 96% 1 92%,
PRFRTEERf 223515 31 90% DA E.

T o T 1
H 0 0.964 0.036
HY 1 0.078 0.922

Bl RGN
N T AR BRI TR f B, 4 HDFS H B3
PEHEAT SLIG I, F AT M 45 AR 4 Fios. Rk 2
AN GRS A IR b, B8 VTN $8 b5 8 OR e 72
93% LAk, b F1AEFRELE 95%. BLAY B2 R 5
FSH R ZE RN, R R AFTERE.
%4 R IR
fe b HErf % Ktz % Fli#
gh i 0.9363 0.9513 0.9594 0.9553

4.4 XL

N T I EAS I AHE SR B A 3, S S AR A1
JE D), %of Bl S 6 2R FHAH ] PR e 4, DINZRgie . AR 1)
EEB ORHF— 2. 9 1 B e H S A DAY ) M g, ik
U7 CNN. Transformer. Autoencoder 1 LSTM iX
4 FheEs I BRIR B 2 2 S AT 0 L 53, o Fl-score
VERERE FabR 2 AR SCHEAT LB B 248 A7, X (E R I
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R AP o R AR o R R AF o 288, B’ 7 3R
JRNTE HDFS B4 26 11T, 5 Fhor S5 88 004G I 2 LA
B, 9T B ROR B B % 28 4 R ) AR B,
o BILSTM SR8 A SO R I 7 8 H A IS 2. A
KIrR AT LA HiFE HDFS #dl T, 4 FipPUrFabr 2l R 47,
TR I FE R FBREARAFAE 90% LA b, Horp 73 [ R B 5 5
FHAh /228, B8 LSTM 7EERI R LIS =T BILSTM,
LR 1 R R0 (] R BRI, S I R 3R I IX
Xof PR A0 IR H 3 R RO R, (RS 5 53 4y
S HER NIER HE, BN RG24 R,
FR 7 FARAEWIR S S R 264 R, &P F8 45
PR T ASCIERY, Ry T 33— 50 U B8R (A 1, A
W T — 15 JE A B AN [F] B AR AT IR E, DLk
G AR IR T S8 45 S 5.

Il CNN B Transformer SN Autoencoder
1.0 + B LSTM E5 BiLSTM

X

Value

Accuracy Precision Recall Fl-score

K7 T AR 7 JER A TN 25 R B

Bl 8 RN NTE BGL IR EAM T, 5 iy 248
IR IR IS OL. £ BGL 84 ~, LSTM 14 [3] 2 0%
T A SRR 44 1%, LSTM 1] B8 5 6 1) -6 H Sk
AH 5 NIE. Autoencoder FITEANT T A5 B BAK T HoAd 43
FAER, FEAR S IRIRE S 5ER, XA B 2 )
PARE R T E H AR, BILSTM 7E 4 FE 4865 T
% SRFETE 94% LA b, fERERR LRI RLF. BrH &
HE EL A N A PR REAE R oA, 85 X i e AR A T S e
BOAIE, AT LA SE A TH VTl AR SCHE H BRI TEAN RIS 5 T 1)
R PERERE R I, XD IR DA EL (Y, AT DAY 9 6f 4
FAT PR R BRAIE, FE oS BR BLFH B v 4 S0 HF.

AR Bt LS8 R FH 1 IR ) F e R 302 )
Fi 7 VAT S50 %o bl TEICH 2 20 T e oh, A AR b I
28 ST 5 BILSTM #E R, 3R Fed-Avg HILTE
HOR%S & ERESH mEP I WE TG HE

10

BRI B b IR 55 4%, fESEEEAT 48— ) BILSTM #
RN 5. BT P A Bla S e — &, IR 7 Re s 78
Jr A PR B 45 B, B S HOB R 48— 1 B
1758, BRI el i B, ORAIE 1A A A
PEIASEE, A6 FAR R B R, AR O] S48 ) T EE P,

Il CNN B Transformer SN Autoencoder
1.0 R LSTM E3 BiLSTM

08

0.6 |

Value

04

02 F

Fl-score

Precision Recall

Accuracy
K18 BT BGL 4R 4 17N [F 43 S 2R A I 45 5% bk
N T IR AR ST IR 2 > AR g R 5 A A
AV 22 S, FEAR IR R8T JEAT 5000, 3% 5 RIS
L R S AT R LL AR R 5 AT LU AR
F) 77 1 B AR ALS T A v U R 0 7 92, (ELATD AR DR AR AE
2% VLN ITEAN SR PRI BN TE . X R, RS S
SIWTTEAE — ERE R A 7 — ek R, (H 7R 8 Sk
P B AL M B AT 52 R, T5SR Ae S ORRRE m K1 1K e
R MR AR . X — P IGAE [ AR SCHE H 2 TR 52 5
(1) H & S A I B A () A e ME AN T AT .
K5 AR UL R 2 ) B YA
fakr HEE R HER FUE

R BILSTM 0.9490  0.9637 0.9730  0.9683
IR SIBILSTM 0.9363 0.9513 0.9594  0.9553

9 JE R LR o AR 45 1. 7EE
RMERZNE T, BILSTM FH Al /3 2 SRR L 54 g
LR, P 7 e BILSTM 1E 54 H G A 4
SRR IEWR . CNN 7E 4 Bl %4845 i@ BILSTM
I F, ABLEHER R ARG i % L A(EAE— e 200, il
M 82452 8 TSR A A B R F1AE A LR B,
BiLSTM Lt CNN & 1%, WA RV fe b5 H 25 5%
FEMEAI PR 5, BILSTM A5 78 fr A 5 S s A e

5 S5 RE
ASCIR T —Fh LIRS > 1) e H S AR 2
). 5, ASCBETE T IR AR > SRR R e oA M &
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i H AR G N A

0T 5w H BRI ) R, X PR R T
T VEAFAE I H B B oRA Tt 5 n) R, (00 I A% far gt
RSH RS SEI 2 07 H BRI AL T &, IR, AR
Bt 7R AT 2 AR S B H B S S kAL, IF BRI A
TF-IDF SEISCARAS B R E L, 1IX P LR 2K
AbEE HE AR HEF R, &, AR T A
TR JIHLET) BILSTM 1E MW AR T R 45 TR 1T
L A FE R H E SR BRSO R, 1 SN
AR EAE BB, HE I 5 R I SR kA . R
17 FLSRIHEAT R PPAl, JF 5 FOA R B 25 oI A | £
Hp ORI 7 VR AT X B SR, SRat 45 AR, ASCHe
R 0 7R 0 45 B0 PR SOR, ANERIE T H B %
I PRI BERA 22 4T FHLAGAIE T AR 2 (A5 2k

I CNN B Transformer BN Autoencoder
KX LSTM E3 BILSTM

0.8

0.6

Value

04

02

F1-score

Precision Recall

Accuracy

Ko TS A I 45 R E

SE 30k

1 S, B, PR, T Hadoop 9401 2 H B0 &
G5 sl IAE BARME, 2023, 7(23): 57-60. [doi: 10.
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