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Review on Security Challenges and Solutions to Edge Computing
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Abstract: Compared with centralized cloud computing frameworks, edge computing deploys additional “edge servers”
between a cloud center and on-site intelligent devices to support those devices to quickly and efficiently complete
computing tasks and event processing. In an edge computing system, there are a large number of on-site intelligent
devices and heterogeneous edge computing servers. Also, stored data is sensitive and requires high privacy. These
characteristics of edge computing systems make it difficult to ensure network security. Solving information and network
security of edge computing systems is the key to the large-scale industrialization of edge computing technology. However,
due to the limitations of computing capacity, network capacity, and storage capacity of edge server devices and on-site
intelligent devices, traditional computer network security technology may not fully meet the requirements. Analyzing
effective sensitive data protection technologies suitable for edge computing systems, such as federated learning,
lightweight encryption, confused and virtual location information, and anonymous identity authentication, and exploring
new technologies such as artificial intelligence and blockchain to prevent malicious attacks in edge computing will greatly
promote the industrial development of edge computing.
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AHHAT T H AN, QA 2 Fros. 8 BB SR A
S5 EEMTER, TR LR 2, 30 Wi
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PERIE T D 3, R 2, 5 8 s 55 E Bt 12
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W 8 B =2 48 R H AT A JF U7 I 145 SR G 5

P 22 4 5 RaRL ) — e 77 30 FE Gt B, e
FIH T 358 Be A AE AT TH AT S5 I8 7 AR 1 JE =
=R R OUE T B i — o 20y Mok i AR
55 77 AW A H BRI S I 55 25 B & T SRR L)
FIEAE R, AR5 KX e ] A FL 5 ] (45 B A AR E
BRI A ) AR AR 22 ) B A HE B S HURE
SR OC &R AR B P I B AR IR, mT LIS
TE T 73 b 15 R R A T T AN 15 4% 2
FE RO 0 k. B A P R 0k 1 2 L 2R R A
DIFEMIE 8 Brts 77 v, Bl an i s it Bty (fault template
attack, FTA )™,

B A 38 Bk i B 48 75 32 mT LR A F1 Bk %
- S0 IR S Tt 0 A5 9 18 DR i it R R 0 A
RV IR. RS E RS, N T SEIUN R A
JEINER A LR, K F 225 BRFA 7 V. 22 07 B AL 2 7E
H s 5] — e R B BE LA, AT e R R AN
=AW R AAE B B R AT A I 3 B B 43 A A=
R I 7 SR S 22 40 BE A, Roy 25 ANPIF & T Airavat
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FEXT B AL ELHE SO 7). Adravat RS0 2E H T4 %%
i 55 2% IR AL ORY 1 & . BT 0 TH 55 25 3L ) B A itk 58 X
K, Airavat RETEIR /18 K (depth-first search,
DFS) H4 N 1 2 bR, FEWLES 192 (MapReduce) 1
S AR AR TR T SR Y R R R AR AR, 2 B EE
I T HARAE AT SR 3OH. SR )5, Airavat RGEER T
U7 1) 28 1 FH 22 23 B A, 7E SEI 22 4y B AL I 2545 22 A
25, B A RO, AT ORI 1) 2 A S BRI
o K I 22 A PE RN B FALRIIE. Airavat R 4t7E MapReduce
AR R S T i ) U 1) 4 R 22 A BR AL PR, S A
SELinux. DFS. MapReduce Z{RiFI% i+ H R4
THE R ZE RGBSR 22 4 k.

2.3 EBERHKEEGE

A A N B 2 R B R = AR
B RSB B R & BURS A, TR
T 5 2% AL ™ FE K . FEIA T B, W R K
THERE SRR RE 7), XA U HAE .

Bk X6} 301 25 M 4% i i 9 N U . Bl R AR
(cross-site scripting, XSS) A& — % 1 2 it 55 48 & L
By, Yo 2 4 % S ARG N IR 45 28 7T LA E shHuAT
R EHE N b, XA S BT I 2 R 55 A A B
W R AR 5] AT Y. BBl iE SR P& (cross-site
request forgery, CSRF) Fl iR 4% &% i 15 K fh i& (server-
side request forger, SSRF) & W Fl RE AL £ XF U Lk 1T 57
ARG B 5RO A CSRF M, Wi Fif i 2%
k55 2% Web B2 7 AT R & BN R AE, T
SSRF Tty M 1) F 22 25 il 55 45 2K 152 BRORIME e A1 8 5 L.
T o A s A J5T b R o R FHRERE B2 P B e AL, DA
KB RE LD GRS A5 18 H AL SR 55 4 KL 4.

55 37 5 e V£ o IV N B . BT A ST
RO A& I B A, B IS R B A R R
BAENIE B A Z 508 2L 140 IoTReaper 7 7, 1%
o3 TR A FH 2 Bl A B3 2 e & A7 TE T AR AR D 3A
1TRF (remote code execution, RCE), i it H I B
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WebView H—AN 5 TR, Boii 2l DL R4
TR HAMENIES Android W& . X R Xy 2]
PASEIR 595 7 UM UL Bh #7482 MG ROR, G H
b E B 2 BATAT G SRR Y, AUEE L B AR ] — A%
Bk R AT S,

N T S A R B, A FH R o ) S AR AR

RS I R A TR B I BOR W DL E B3 2] B 2R A
mAERHIE, A RBOR BB, g E ARG,
BT B B, R R E R UG E RS R
JE 2 S B R 8. Nguyen 25 NP T —Fh3E T2
AL VR AR 2 N 4% (deep neural network, DNN) 15 51 3%
R ) 77325, T DB R AR TR 52 PR A A 2 Ik 55 A
AT ARIXFP 7 5 T EAR IC s AR R I 20 R A
DU 6EF 3 HH B ) A P A D0 8 L TR A
XA ], Vasan 25 A\ PO H7E S = BRI Hh 4
H R Z M 4% (convolutional neural network, CNN) [
T7 R, P R A — e A R e Dy — e ]
BHUA, SR CNN IR BE 5 S HR SR AL 3. X P 5
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