MRS ISSN 1003-3254, CODEN CSAOBN E-mail: csa@iscas.ac.cn
Computer Systems & Applications,2023,32(11):62—72 [doi: 10.15888/j.cnki.csa.009293] http://www.c-s-a.org.cn
O E RGBT TR . Tel: +86-10-62661041

Web N imEHR SEEXREEINC
VR, EME, U WL B R RERE

(AR TR 5 BR 2 S HAR R, J65T 100029)

2T TR 5 BBk 5 TR 2B, BiMl 310018)

IS X%, E-mail: rizhao@mail.buct.edu.cn

 E:HE Web MM DG HEaE 2%, HA2 4 B SR, Web B FH 22 4 1 s o 44 R AT 1) BiF 7t 2 A
Z . AR A BAE IS Web B 2242 10 /1, 4 B Web N H AR, $27H H 22 4 11 5 )5 & ﬁkffﬁ WA B 2R 5 e A
WE P SCBAE B, BRI, 7352 2 AT FOME R D9k, A SCHR Y B D AR R B AN IR TR 2 5,
T 26, MR IR AR 2 R A, AN BRI 2, 45 & AR A IO, s T 108, B2 e IR fink 4 114 5
B 5. HR, AR5 E SRE 5 Rk, Web T il 1) 2 (1 80R % =2 IRE 747 8, K2 DR BT A1, i,
AR SR B Ak, Bt H BRI, e g R i i Mok g d i SR A AR EERE b, RIS 5 Web R U
FR AN [FMEE SO, $2 tH 5 T8 SO UL e TR S BB AS B 2l 28 0T vk, Sai Web B A i 1) E B 30 950 IE
RT3 B 2 IR TRISCBEF £ Exploit-db [ 300 A4~ Web ST H AlicHE T 400 4R 15, 944t H s
PARAFAE A R 28 AN TFUE Web B R 1 26 4y FL SRR R i B0 A7 e TR B2 S5y, 25 SRR WA SCT7 T A 3%
SRR AR & 1R BT B, JF9E B AR BT AT WA, S IR, A7 800800 N A AR, SR TR TR 2 B R0

FK5E17): Web N HMR; Web B IR 5 08T, Web N eI E I, B ARE S B MRBA B 302 )

FUAKE A 27 R, B JU L B HE. Web B I i i 35 B2 A% TR S B HSEHL R G180 ,2023,32(11):62-72. http://www.c-s-
a.org.cn/1003-3254/9293.html

Report Comprehension and Reproduction of Web Application Vulnerability

%

LI Zi-Dong', WANG Wei-Wei', YOU Feng', YANG Yang®, ZHAO Rui-Lian'

'(School of Information Science and Technology, Beijing University of Chemical Technology, Beijing 100029, China)
*(School of Information Science and Engineering, Zhejiang Sci-Tech University, Hangzhou310018, China)

Abstract: As Web applications become increasingly complex; theirsecurity issues happen frequently. Web application
security testing has become one of the research priorities‘in the field of software testing. Vulnerability reports aim to
document Web application security issues and assist Web application testing to improve its security and quality. However,
how to automatically identify the key information in vulnerability reports and reproduce the vulnerability is still a research
challenge. To this end,this s;fudy proposes an automatic approach to comprehend vulnerability reports and reproduce the
vulnerability. Firstly, based on the characteristics of vulnerability reports, the study summarizes their grammar
dependency patterns and combines them with dependency syntactic parsing techniques to parse vulnerability descriptions
and extract key information about vulnerability triggers. Secondly, unlike conventional natural language descriptions, the
payload of Web vulnerability is usually an illegal string, mostly in the form of a code fragment. For this reason, the study
designs extraction rules for the payload solely to improve the extraction of vulnerability reports. On this basis, considering

that vulnerability reports and Web application text descriptions are different but semantically similar, the study proposes a

O HEETH: BHEARRBEAIES (62077003)
WA N ] : 2023-04-10; 45 S [H]: 2023-05-11; S A I [A]: 2023-06-06; csa 7E4% H AR H]: 2023-09-15
CNKI [ %% & &I []: 2023-09-18

62 HifZ5ik Special Issue

© EREERREST  hup/iwww.c-s-a.org.en


http://www.c-s-a.org.cn/1003-3254/9293.html
http://www.c-s-a.org.cn/1003-3254/9293.html

20234F 5324 F 111 http://www.c-s-a.org.cn

i H AR SN A

semantic similarity-based method to achieve the automatic reproduction of Web application vulnerability. To verify the
effectiveness of this study, 400 vulnerability reports are collected from more than 300 Web application projects in the
vulnerability collection platform Exploit-db, and their grammar dependency patterns are summarized. A total of 26 real
vulnerability reports involving 23 open-source Web applications are used for vulnerability reproduction experiments. The
results show that the proposed method can effectively extract key information from vulnerability reports and generate
feasible test scripts to reproduce vulnerability, reducing manual operations, and improving the efficiency of vulnerability
reproduction.

Key words: Web application testing; report analysis of Web application vulnerability; reproduction of Web application

vulnerability; natural language processing (NLP); automatic generation of test script
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(55 2 4F), XTI IR 4 P S 1 I i 2 B g —
S B e 3REL BT DU 9 heml P00, 280 bsd Fk
BeautifulSoup Xf &, %X G0 H 25 H html 4725 7]
EH (G 4 47); U5, 3855 A L 76 26, S R I
fih % 0 2 201 o O % 5 R e 5 BT 76 2660 i B name @
VAT DUIE B 77 35, 415 4 7l OR8  f  25 B DU 72 40
B 10 76 25 (ELIRRAR 45 BT 135 B — s R L5
AR5 1, 5 5 1 =7 74 R TG T8 5 355 1R M 4 B D i
SRR 5 A TR S Web TUIE O 7T 2, BT A4S 3]
DABLEE H 52010 77 32 DU A R IS IR — % (565 8 47).
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Bk 1A B B AR R

I\ Web B FH & 71 URL; iRl i &2 25 3R PU G207 51 step] 1.
it MR AU TestScript] ].

1 TestScript] ] =null; -
2 web.get(URL); /*LA get 77 ik URL*/ ') &

3 fori=0;i<step.size();it+do " &

4 element| ] = BeautifulSoup(web.page_source)

5 flag=0; [/ AL AR E

6 rFlag = false; /72 75 A EE IS MR 15 1L

7 forj=0;; <element.size(); j++ do

8 if match(stepli], element|j]) then

9 rFlag = false;

10 flag=1;

11 matchedElement = element[i];
12 break;

13 end if

14 end for

15 if flag==1 then

16  script = transform(matchedElemrnt),
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17  TestScript.add(script);

18 execute(script); /*fih ) X N TG 2 */

19 else

20 if rFlag == false then /¥ AR i Bk 5

21 rElement = ROSE(); //WENL—H 4R %

22 TestScript.add(transform(rElement));

23 rFlag = true;

24 else //CAHEBES T

25 return —1;

26 endif

27 i—— \
28 endif \ R
29 end for :
30 return TestScript] |

3 SR 4R B 5 40t
3.1 EEEIT
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SR T AL R R B 91, 365 T b R A1 1 3 2 R
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S 0 12 RSO B R 5 4
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900 22 %S4 th 000 TR 477 1 7
Hi0 | 29"
S e 340K SRR 5 4501 A2 750 DA
SRR 2 2 e e AT it
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ASCHEEL T IR & Exploit-db 1 300 A3 Fd
Y5 H 1 400 IR IR 25, T THIE T ke sk, It
TEEIERY b, B 23 AN TR Web SR 26 65 2
SRR 2 AT IR AR 2 AR 5 S S0 Forb, IR
SR AR S U 65 ) spaCy ™™ R4k EG APT K 5 S5
198 52 2 Stanza™ 1 Ho AR AL P HE T IRIR A5 10
FARTE 2 A T AR, 523 26 IR 5 4 3 3K
B 1 KSR AP LRI AR 2T AR5 , KRR 25 o,
SBURLE R Web DU 02 HOHRIE, G o 4541,
TR ERN Z BSR4 2 KA THRER
RT3 AR 2 o 25 T L 2 R S
SRICHRAE; 35 3 FR A1 30 = 7 R A (R IR R,
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55.48%, ERH T AR SCHEH ¥ 5 S0 1 38 1 .

# 5 URL 5% sk iU 3k

Online diagnostic lab

management system

Web)¥ 2 75 HHURLEIX URLEK Bt S8R A HEA R (%)
H's s AR 1 SO B 1 SO

Hospitalss patient records

management system

Gadget works online

O-16 . 1
ordering system
COVID19 testing
0O-17 2
management system =
0O-18 Simple chatbot application 1
Online employees work
0-19 | from home attendance 1
¢ system 1.0
P Young entrepreneur e- |
P EiEREER negosyo system
TRAFR S P2 WordPress plugin {
Wappointment
PN -1 Cab management system 1
Q &8 = il—2 nanagement sy
BN ) Online diagnostic lab
BERRERE Q2 1

management system

XTI AR S B S gs, PL b 3 Al SR A R R 4
HEIRHAT, Py Q PRSI S th T HE VR
FENTACBE HLAR A b 6 (088 0 A 0k B 3 25 el

0-1 2 0 \ = 100
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BRI R A RTE T 2, 5140 Web S H] O-14 X 57 1)
TR 5 H )18 ) “Create new user by adding following
payload in First Name and Last Name fields.<image
src/onerror=prompt(document.cookie)>", %1% ] [ B i
PR ER TS T A7 5, BEAE T — /)18 KA
TR, WA AR R HARTR OB 13 3 Web
M Q-2 HfJiE ) “Login as admin to wp-admin portal,
Go to Wappointment — Calendar (http://localhost/
wordpress/wpadmin/admin.php?page=wappointment cal
endar)”, iIZIE A ARTEH LI 14757, Xt 52
LERs P OSEESE e S L
332 IR B AR VR B0H R b

N T BIE AT SR 2, AS SO I ] Hikte 2 4T 52
Yo, FAEGH A 5 A TS AT UERL, LU (IR
R (WRFSHIEEE: €8

6 JEIR T ARANTUH U IR R A2 SR R
JE. IR 6 AT U ), X4 T KES 70 I 4k 7, 4503k
Y 93 T NLP IR i 5 0 B 5B R s B HAE 1 23
A IR AR RS i A 0 R S 5 R e A
77%. B AT L, AR ST IR i 15 20 B 75 3 T R
IR 5, o VB TR 3l I S B e 9 fid A 1 D% B 45
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R R [ R e R i i B R4 5 iR B0 AR, i,
Web 2 H O-8 XJ 87 (1) I Vi i 2 H 18 ) “Navigate to
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