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Anomaly Detection Based on Second-order Proximity

LU Meng-Ru, ZHOU Chang-Jun, LIU Hua-Wen, XU Xiao-Dan
(College of Mathematics and Computer Science, Zhejiang Normal University, Jinhua 321004, China)

Abstract: The analysis of numerous and intricate data sets is a highly challenging task, in which the technique to detect
outliers in data plays a pivotal role. Capturing anomalies by clustering is the most common method among the
increasingly popular anomaly detection techniques. This study proposes an anomaly detection algorithm based on second-
order proximity (SOPD), which includes clustering and anomaly detection stages.vDuring clustering, the similarity matrix
is obtained by second-order proximity. During anomaly detection, _the relationships between points in the cluster and the
center of the cluster are employed to calculate the distance of all the points in each cluster generated by clustering from
the center of the cluster and capture the anomalous state. The density of each data point is also taken into account to
exclude the cases of cluster boundaries. The use of second-order proximity enables the locality and globality of the data to
be considered simultaneously, \;vhich reduces the number of the obtained clusters and increases the accuracy of anomaly
detection. Moreover, this study compares this algorithm with some classical anomaly detection algorithms through
massive experiments, and the result shows that the SOPD-based algorithm performs well overall.
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SRy S H AN B LOCI (local correlation integral) .
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1E SOS LR e, — Kl o5 5 57— AN K s 2 e 11
K&, A LGE I E AR E . PCA FIEPY 1 —H
BNk SR AETT I, B REARAE B A R AE 1) BB 4R B B
AR e S A 40 B, 98 i o 575 . LMDD S35
O N RS F B T S R, 2 R
i NEAE MR — N e =, AT — e
ZE5. SOD FikP 2 7 2% [H] B BEAEAG M 7 2%, REEAR
P BHE R G5 2 (R PR AT B0 20 R PR SR N v 44 A
I 2% ) AN [ 723 ) o B (. OCS VML iR PY 2
SCRF ) & R AR iR IS L B AR R, 2 —Fh
T B B S R I Y. LOCT BRI T — AN
T B4R IR TR A o AN SR S N .
DA 6 Fh S A I B VRS B ok 5 T pyod T H A
(https://pyod.readthedocs.io/en/latest/)*").

S R N B — o 7R B B AN AR 2 4
TR £ 6F 5 36 O 2 2 i, R,
ZH L IE Y E‘Jﬁﬂﬁﬁﬁ‘g. N T ARAE G B, 7R S
WigEd, EMRERNEENSHTSRE RN
pyod T H AL AR HERE M ME. 2T il &5 /0 5 5 kel
Bk B BEEEEMR TS oSG HEn v
. B S2IG R AEIREE N 64 7. 8 GB N AE. Intel(R)
Core(TM)i7-8550U CPU@1.80 GHz 2 GHz 1] Winl0
AT H].

N T VA AN [ S o s I VR I e, SO R T
3 FhH H B E R AR, 202 RS B AP (average
precision). Fi[f & K{Emax F 1% 52 # R ih 28
ROC (receiver operating characteristic)  ffJ[H A AUC

(area under curve)”!. &G, MG, 53l F R H SLAH AL |

g AT . I EU S S A 5 1
Bt i L N
Pl =105
AR AP BLLFTH P (10T 4911, 3%
UpSE

(10)

GrN G|

Gil (1

REH W LA, P(g)&on 1RGSR & ETHE

S B BOAFAE S L, R(q) W o 3052 53 5 A v A e

ORI S H B S BL. I8 4, Fi(g) BOAE W AT Dod i

P(q)FR(q)1X P /ME K IRZ, & /& P(q)FR(q) B V& A1~
B

R(g) =

166 {4 AR 5% Software TechniquesAlgorithm

_ 2P(@R(q)
P(q)+R(q)
max F /248 q Mgk 7 F B 1 F ) (q) R oK.

Bz H BRI 28 ROC &2 — /N FH
TR BH M A B BT B, AUC &= 1) & ROC B2k~
HITHAR, ‘B A A — P & R Re A 55 PRI T b, F SR
7~ AR R R B (i 45 R B A S 2 R HFAE [0, 1]
X TE] P, T H, HAE B ERGF, V- 2K B2 AP Flmax Fy
P A2 A ¢\

32 ERLERSTL -

A5 IR 10 4 FUSEHE A ¥ 3 T i 46
£f] ﬁ%‘ﬁﬁ?ﬁﬂ Y (anomaly detection based second-order
proxi'mity, SOPD) A A i1 57 86 A I SRk HEAT 1 e
MRAAVEAL, 15 2A R B S2 30 25 B A2 e B Rl 45
i, BN EE A R R A L4 B 2 B B
AR, AR S AR 20 A AR /N 1 e ok 54 R ik
ITHER, BUHET g AN B A R T ) = W AE, ¢ RanA
TS W A AN B AR R AR R S AR o E T Y
PRI B SEAOAR A, AN 57 8 R DN VR TE AR [ 3
PEE N YR EE AP . max Fifl AUC, PPA5E AT
a0 S S PR R

F 20% 1 SOPD Bk HAh 6 F e o Al S vk
PSR AP, He L AR S AR R b A S 4
Bkt B H) B = ) AP . R BAE H, SOPD &%
(AL LE SHS MO HEAE T SOD Sk 1P S5 46 1 1,
Hofly K4 2 L) SOPD Sk (1 F- 4946 1 #5 F  4b 6 b
S I, T 3L E Tonosphere #L1R4E -, SOPD
BRI YRS B Sk 0.92. [R 2 4, Ovarian B 4E
., OCSVM 5Lk ()~ 241k B2 F1 PCA §ii%. SOD Hik
—FEHDAE 0.70, Sy 6 Pl S5 4G I 503 b B v 1, X A
N OCSVM S AT LU 35 3 A ) i 42 1) 43 A 15 0L
0 R TE 4 B R R K KR AR R 4 b, SRR A
BRI /ARG, BRI BT OCSVMELEAT B (s
MifE 17, T SOPD L (1) AP 154 0.73, Eb OCSVM
B, DAk, SOPD B3 A S /0 A i 5 L T, et
v 4 S B R 1) S R D A i AR

T IR AE SOPD B A0 F 4, i@ i A A
max FgE AT YEREFE &, BARSLE LR &5 Rk 3 Fios.
% 3 b sh B BoR, #E Ovarian $#E 4. SHS $iifi4E
H1 TAE %4545 I, SOPD 53k fmax F A1 57 4F 6 Fh 5

Fi(g) (12)
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i EN RSN

R SR T ) B (A, BRILZ 4, SOPD HIETE
FU A B H 4 b I max F A T IS R A I Bt
1, Leaf #4556 11, SOPD i max F 124y 0.33, i HoAth
For I 32 1) B¢ v I max F YR 0.26, SOPD ik ) 45 3
3% . MUSK #4f 4E b, PCA 5% fimax F1 24 0.75,
A& 6 TS Rl B B e D, {2 SOPD B3 [fmax Fy
5Lt PCA Hik . HI, SOPD ik 7E i A #dii 45 L#6
HiEmax FfE, JLH/ZTE Wholesale #(#&4E . Forest-
Types (4 Al Tonosphere 4 % I, SOPD k(1) E
A B R T oA S0 Al B9 SOPD MRk 2 22 [
F & T AR )RR A R R
T2 RERIMEIEN IR

R SOS PCA LMDD SOD OCSVM LOCI SOPD

WPBC 023 023 025 024 0.23 0.21
Ovarian 0.67 070 0.64 0.70 0.70 0.65 673
Wholesale 031 0.41 048 043 0.32 032 0.54
ForestTypes 020 0.71  0.66 ©.0.59 }0.’4 034 0.73
Haberman  0.30 ,‘0.2‘9.2 0.25‘ 031 0.35 022 0.44
Ionosphere  0.74 (‘)35 £ 0.64 0.89 0.75 0.63  0.92
Leaf 0.11 0.14 0.03 0.14 0.05 0.09 0.20
MUSK 0.68 0.73 0.68 0.70 0.66 0.58 0.75
SHS 0.53 052 051 0.58 0.53 045 057
TAE 035 025 037 032 0.31 031 039

0.28 = 1

A 10 MERE, 435375 SOPD Hid Al 6 b 5 46 il
BVEAE 10 N EUESE LK AUC R4S R, K4
ANFETE B HR 0 AS ) 0 1) K A AR R A [ 1 S5 A 0
%, SOPD Bkt fa — MK KT R oR, @it & 4w LA
T BT M L IR — AN A AN R S R D RV 1 1 e
72 5. SOPD H k) AUC R 7E SHS ##E % KT
SOS M1 SOD #.%, RIf§ifE TAE #4fE 4 -, SOPD
S AUC 5 6 Fh 5 A I 5032 v 1 g e {— A
Britb 2 Ab, 7 FoAh B 4 |, squwzﬁ’aﬁﬁ%%ﬁtt
FhAh 6 Tl R ﬁ?{siﬁ’dﬁi@‘,%‘c i| /£ /£ ForestTypes
HaE Ionosp‘gre‘%%\ Leaf #(#i4E I, SOPD &
?iﬂf\AUC\ﬁa\QIJ%ﬂ 0.91% 0.93 F10.91, HILH T BT

cPERESRIL, H1E 4 W LA Y, SOPD SR #ER P 2 4

R
K3 RERIELN maxF,

¥¥i%E  SOS PCA LMDD SOD OCSVM LOCI SOPD

SO AR e a8 AUC v D) 26 B AR i P e
RIE AUC HIPEAN &, FIRUER T SOPD &k pyft ik
. B 4 52 7R FE SRR SR AUC, 4 — 3t

WPBC 039 041 038 0.40 0.40 039 043
Ovarian 0.78 0.78 0.78 0.78 0.78 0.78 0.78
Wholesale 049 049 0.59 0.54 0.49 0.49  0.67
ForestTypes 0.28 0.67 0.71  0.59 0.25 0.51  0.72
Haberman 043 042 042 042 0.43 042  0.50
Ionosphere  0.65 0.65 0.62 0.82 0.66 0.58 0.85
Leaf 0.19 026 0.06 0.27 0.14 0.17 033
MUSK 0.72 075 0.72 0.74 0.74 0.72  0.76
SHS 0.63 0.63 0.63 0.63 0.64 0.63  0.64

TAE 050 049 049 050 049 049 050
\

(b) Ovarian

0.9 \ _
8
) &
0.6
0.5 I
0.4

(c) Wholesale

(e) Haberman

(f) Ionosphere

0.52 0.61
0.50 0.59
0.48 0.57
0.46 0.55
0.44 0.53
0.42 0.5_1
(a) WPBC \ >
0.95 y L
0.85 F 0.7 F
0.75 0.6
0.65 - 0.5 r
0.55 F 04
0.45 0.3
(d) ForestTypes
0.75
0.70 r
0.65
0.60 F
0.55
0.50

(g) Leaf

0.67
0.62
0.57 +
0.52
0.47 +
0.42

(h) MUSK (i) SHS
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0.55

0.50
0.45
0.40
0.35

0.30 =

= SOS = PCA = LMDD

() TAE

SOD = OCSVM = LOCI = SOPD

B4 SR ERMEEE 10 MWL I AUC G, SR RIR & HI%, PALFRER R AUC)

LERE

ARSI T — AT T AR A R R I S,
A B 3 4R idle 42 )= 4 *ﬁ%ﬁ%lﬁ%& RN (€T
RS T IR A AR08 B 50 AR A SRS A L. A AROR A,

R T B RS A AN B R SR Sk

R PR — B AL A B i 4R 2R & 25 B8 R B PR AT 42 )R
PSP E E‘J%ﬂﬁ“*ﬁfi‘éﬁ[‘il&ﬁ%%ﬂ’h_ P
RAEMITERE. L8, ERKE T SHE ST HET%}%E
R RO 5 2 D B B AR 2
R P, 49 21 57 A 73 B, ARAE S M8 2 80P i Bt i
A I L. BRATAE 10 SIS HHR S kAT 1 HRBsK
i, HAE R R, SOPD Bk 5 4 i) 5 5 Rl S VA AR
P EAT 5 DU, T — 2P IO 5 R 2 b B ik
OIS R) R 2%, JFaE— D 4G o SR S B A UYL
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