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Formal Verification and Analysis of Authentication and Key Agreement for 5G Networks

YANG Cheng-Long, YANG Jin-Ji, SU Gui-Tian, GUAN Jin-Ping '
(School of Computer Science, South China Normal University, Guangzhou 510631, China)-
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Abstract: There are numerous methods of network attacks, such as‘ man-in-the-middle attacks, replay attacks, and DoS
attacks, which are ways to gain improper benefits. The authentication and key agreement (AKA) is set up to provide a
correct authentication portal for legitimate userssand deny illegal access and attacks from attackers. AKA is the first line
of security to protect mobile co\mmuﬂicétions for higher quality of service. The AKA for 5G networks still has security
problems in the actual en\/iro'nment, and it is still unknown whether the security features of AKA can meet the
requirements. Therefore, this study proposes to use the method based on probabilistic model checking to build a discrete-
time Markov chain model by modeling each protocol party entity of AKA for 5G networks. In the modeling process, the
influence of external attacks is considered, and the attack rate is introduced to describe the degree of external influence.
The studies of AKA for 5G networks are quantitatively analyzed through the attack rate, and the probabilistic computation
tree logic is employed to describe the codes of the specifications for the a priori attributes. Experiments are conducted by
the probabilistic model checking tool PRISM. The experimental results indicate that in the AKA model with the

introduction of the attack rate, the attacks on each protocol party entity of AKA for SG networks have different influences
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on the performance of the attribute specifications such as delay, validity, and confidentiality of the protocol. Therefore,

the study of the impact of external network attacks on the security performance of the protocol has certain implications for

strengthening the security performance of the protocol and its improvement, and it is of great significance to enhance the

security features of AKA for 5G networks and protect the economic and information security of users.

Key words: probabilistic model checking; 5G networks; authentication and key agreement (AKA); formal verification;

PRISM

1 915

B 5 I 2 8% BN I8 AE 1 K R, R IR A W AR SR
S TR I EAIR, JH AR A 5G4 13 B L S
B I0AE BRI AR SRR AT 22 o BRI FE I 2 428
B, 5G HAR TN KB KRS, K 5L S84 FE RS B 1
FASTE F, W04 2 4 ol LR AT b TSR R e 1
i) @ 2 — . UE B BGR OR 37 2138 15 0 2% 22 ) 58 —
TR, B2 AL D, I A 28, IR
Bt A N R, 0 FE B 22 AR i 5
[ A 9 b T S 1) A

FohilfE KRG T L3 O T IR B Rt
SR B 2% 5y T 52 T i, AR TR R AN 5T R R A S
FH P N 0 245 (1) 22 2 VE TG BRI XU, A IE 5 %5 4H
P71 (authentication and key agreement, AKA) &5
IEAE EEE I —, RIS I 5IE J7 A R
W2 B AT ER, BN A A2 B, R AR
TE RIS AIE 775 AE DL 58 B R AIE. T 20k J7 k2
TP R LR, 8 4 LTI I B 56 I 2R S R A T
ERGETRMIE. A CE X SGAKA ViR TE R

IR AE T3 20 A SIS R, AU 2 A |

PERIRZ IR, AR SCAE R 1 S X SGAKA B R [ Py 1 i
FOILIRHEAT (38, U A AR MR SO
SR SR A AT 6%, R S B
S e, RSB, T8 TR (TR P B
SEAT B SRS, BB 2 SRR S0
H ), SGAKA Wil 76— it FLRE I SM T BLili T, it
MO SEYE ARt (R ETEOL, SGAKA PhiX
Y SRS i 22 e BRI AT — A S0 L

2 5G M4 AKA PR & HBDIR

W HMSUHE B 3 0 45 22 4 10 55 — 2474, B
W & 22 4 U 90— B e T ). |
BT, [ P9 Ah 2 % AKA PhilUEEAT T AR 6 w5, ¢

ik [6] #1%F 3G SACIE BRI 78 A A IAFAE Linka-
bility BCi Fl IMSI Paging Bk, F4hi b B 2t 7
1BE )7 R, SCHR (7] RIL T —FEE 3T AKA Pl firfs 28
S L7 R e 3 M0 /3 80 9 ) 25t T LA 3K
BB A 1% 8., R & SR AT 22 A2 40T, B T b
DN . SCHR [8] 028 4 AR Bh HLiE, il 4G LTE
(long term evolution, LTE) HIBRFAAH K24 J@ 1. 13
PEH T AR, E B B2 F E R3S K
TR, SRR T MBS AUE B STk [9] FIH
ProVerif fl NuSMV T E4:#7 T 4GLTE i, #8H T
— PP I TR A AR 757 LTEInspector, #60 HM 378
FEVCTHERIE. SCHR [10] A 22 4 038 UE T A Tamarin
M1 SGAKA P SCHR [11] 1518 T SGAKA Bl i)
BEREVE A, HAEB 5GAKA WhUE o ANaJERE,
FOVERT B B FAEAT A0 B2 Ak, 5 fE Bt T SGAKA
M8 B) AT R 1L SCok [12] T amarin 3 T
HA SGAKA S ABGAE P SGHAT 224 047, X 3L
i R 42 o4 22 A VT 07 5 L 2 Iy 6 47 36 4 40T
SCRR[13] BREL T 4G 1 5G 166 53 9 2% FO I A £
S T R, FRAeAg A T HE  4 f A5  % 56
WEIHEAT T 0 ARG, FERE R0 SREE HEAT T LR, i —
WA T L

5 4GLTE M2 412510, 5G #3815 M 245t A
3 NWIRCSEAR, 435 R 24 4 (user equipment,
UE), k4518 M %% (serving networks, SN) DA A I J& 35k %4
#% (home networks, HN). F 7 545 Bl & i % 4%, 65 F
FUKARRIR, W AR, IR 55 I 2% SN J2 2 i
A AT LA N I 45, 20y 10 £ 5 IR 25 45 D) 45 2 TE 2608
&, FJEI N 4% HN A2 % H U i P sz 08 4y, R
2% HN AR 553800 48 SN A2 5G W48 (1A% 0 ), 4%
Uity T4 (40 B 56 E 308 3t A% 0o I SR 363 A, 17T U e 4 ) 8%
LRS54 SN & (5. TSt 2
M2, FlanHp e NSy, SR, DoSH &, 758

Research and Development ff 73 7 & 399

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

20224F 55313 5123

PRIAEE T, M5 BEACHu L i h 8 2% R
AR B, SRS BAR e Rk E R A
AKA P BCAIE i R 50 52 20 B0 1 )5 D L) 22 4
PRI E M. AL FE TAEZSUE UE 5 SN, BL A SN
5 HN %2 BAG B AL 3 R 1 B 6 AKA B BT B 42
PE, A R0, OR3 M RE 50 2 R G AT R, SRR TR 1
JERRE IR S 45 AT A, DASR e A kA
IR 55 i .

RIN - Ry  ith alllf

HEZAE ARG (probability model checking)!'™ &7
AIE 7 110 — Bl E SRR AR, Jl i 55 % H A
BARDIRZS 2 R], I R A 2 153 2 JB M, L B AR
R — A BRARZS B 3hHL, IRE 7 180 2 R 48 e
ST A RS, BRI AUR I — MR 1P BR, 148Xt A
U F R 5 ST AR, KRR R AR T By B, By
R R G IPIRA B AT . TR AR U4 35 19 T i) 5 2R
RSN (discrete—tirﬁe Markov chains, DTMCs) ##1, i&
22 (8] B /R B} K 8% (continuous-time Markov chains,
CTMCs) 8, D /RFLR P id 72 (Markov decision
processes, MDPs), S # % (probabilistic timed
automata, PTAs), & 73 AT WL 5% (1 M 26 1) ] H B 1A 5
(partially observable probabilistic timed automata,
POPTAs) FI 73 o] ML) 5 /R R S i S 72 (partially
observable Markov decision processes, POMDPs) %5
B RGEB TR, WAF I R J& 1 i i 2532 4
BEAT R, N A A DU JUA: BEER T R R

(probabilistic computation tree logic, PCTL), ZEZ:FHAL

% (continuous stochastic logic, CSL), £k 1] 7712 5
(linear time logic, LTL) LA JFJI @8, PCTL ATLTL 1
PCTL" 1B 4. ft /g it Eﬁiiﬁﬁﬁﬁﬂ‘xﬁﬂﬁ%ﬁiﬁﬁ%
B M. A SCR P B W TR S R R G T R R A
SGAKA W IIRZS RIAT y, A8 FH A % 0T 50 2 4
PCTL #iid SGAKA Vs (id sk . A 2tk fRa ok
3 AMFISIE 1) a8 T R 2 . B S AR a0 25 SR 90 0E 11 )
PEREAT 34T
3.1 ESEIETE S /REFKHE

HRAE T T SGAKA B URF £, SR FH 28 i 18]
IRFHR BRI A

SE S 1. BT R SRR R B & — A e 4.

M =<S,P,s),AP,L >

400 W7t JF & Research and Development

H, SH—PMHERETREE, P=S xS - [0,1], &
MEREAL R AL, sole WIURIRAS, AP A BRI 7 /4L,
L:S — 2AP, 725wl (bR R L

Bl 1 Dy B A 1] S R BER B R B A PR AE AR
BEES = {50, 51,52,53, 54}, PAMEFRFERE SR, so 2 W Uh
IRZ, Lisa) = {end) G5 AR AR &,

5, ——P=0.6—% 5
So 03 P—l() 4 / |
P05 1 : P=10 PT-O

5 Sy
T—(end ]

1 BN ) S R R R B S

4 5GAKA PhHis5HE
4.1 5GAKA this( &

P ¥ 4% UE Ph il SR TERE N 5G W28 2 1iif 7 22
58 RN W25 (1K) AR BAIE, AKA WS B {78 F P s
5 SEAR UE, R 45385 0 45 S SN K I Ja 4k ] 265 ST 4
HN 2 [8] §& 85 AH B EIEAS, JEARIETE UE Al SN 2 [H]
BN AN A RS HOEE. AT E TR AKA PR
ANV TE REAT B 3 B0 AIE AR HAYGIERE RE, ARG
AR AZ ST EL AR A A 1) A 2 SO D 7 ) R B A Y
FHREAT A Y

AKA DA 3 AR5y ) e F P 24 3 B
UE, il 55 4 4 SN, JRIJR $sk I 268 HIN. Je 3o F pfp S A
AN ik A 37 B AN ] B 2R B R BE (DTMC) BEAY SR
R IR 1% 5 G AT AR SRIG IR P 1) 22 4 S k- ot
FEPE (time ductility). 2P (effective). FR%E
(confidential). AKA P A2 Bt #2514 H A S 22 4
PEEEAT & AL A, Rt AKA PO B 2
HEAT KEURIR. 25 1 WY BE UE 3EAT#: N 25 2 1,
UE SR T E AT B 6 AIE, UE 1 26 K%\ W% K
25 SN, SN £zt #| UE BB N ML 15 K I 2K UE $2
B 4345 B, UE U R SN I 7, B8 0E i B 2 75
ORIk UE G058, 5 2 MrBt SN #2031 UE [
0015 Bk & 015 B R IE4 HN 34T &5 02 18 0F,
HN £k F] SN ZI&fE &, I UE S0 E R, JF4
SN K3 HH 2. 55 3 BB SN 3] HN 3 [5] (1) 5
W R, KR SR %4 UE, UE Byl 3 oy 2.,

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20224F #5314 55 121

http://www.c-s-a.org.cn

i H AR SN A

BRI R, FA R WK K £ 4% SN 2R
4 M Bt SN #2203 UE 1 B, K e B & 3% 45 HN,
HN i 37 gE47 A IE, 25 756, W8 7 S BUAIE R
Iy, AT AR N 2%, SR JE B 06 AE 45 SR [l 45 SN, FR7E
SN 5 UE z [, — &l 54k, ILER UE 5 SN
Ff5 B2 A i X 2B A5 2R S EAT. 1 2 T AKA
YEBGAE P2 B R EGS R A2 .
UE 454t % SN JIR 4547 2%
1. IR 25 190 2% S R IE
UE [f1] SE &g A\ Wi K
2. Wt #| UE KA

iR RN, UE 83k
RS HE L

HN V@ 485 4%

3. UE i) SUCI 1 &
B {7 F7 SNname
Ri%F HN
4. HN#UR B UET & 1y
IGUETE K HN K i%
JF T B4 SN

5. U HN (15,
RIEHUE
6. Y HN (150
KB ek, A3
TR 0 B R %A SN

7. $a UE K 3%[f) -
WS, 540, ] 5
L RIEY HN
¢ | s i, R, HN
. 4 SUPI Kik4: SN (RR
FH PN MBS IE T

2 AKA BRGNP K

N7 ERR ISR B B 1 BT, AR SR A A A T
B PRISM"™! H5 RUAG I 28 500 AKA P30 37 55 B0 o /R
BERATAY, RO BN R B AT U B AR 3 A
By 704 UE #i8, SN B, HN REH. &M e
H 2N H KA AT AR S AR &, UE BEELRF
FULBWER 1 FR.

ASCH AKA PRI R 4 B BT, A
AT A BRSBTS T AT IR B2 T A A
B fise e, Mty t—2. Ho65 1 B &, UE [ SN
FIENMTERE R 1, SN #2452 UE BidEKIEE 158
65 I Y S I R e T R, BB B 1 R e
B PR R SN S 455K, 2556 %) SN K i%
Wi B2 S, 2 25 UE, UE B2 SN i B2 2. 2, 303 31
B2 B, S O ARRS R AR,

1 UE B =i B

o False X /N UEREH IE #1217, Trued
FinishUE True/False RUEKHE:
SendMessagel ~ True/False 251 B2 MUEBRIETH K

True/False R3MT B2 5 MISN AL IE 3k

0™ & WAEm BT 2, 19 B AR
B, 298 Bk Bt

07~ % W AEm BT 2, 1IE R
BB, 29 Bk Bty

TR, RANUES SN @5

SendMessage6

CheckMessage2 [0, 2]

CheckMessage5 [0, 2]

attackES [0, 1] ?ﬁﬁlﬂiﬁﬁm‘ﬁ .\i‘\
oI oug) AR EEAORSN SN S
‘ R A
L 3 X v’ False 3 1 BX S W 45, TruesB 1B
\ flagl ™ True/False B IE Lo

X

if Messagel & A Ki%

do Ki% Messagel

if SN AR &5 0K and i# 2 214 1 and Message2 K & i% and Messagel T
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Message8)&(CheckMessage | -CheckMessage8)
HH, (UE&SN&HN) R 3 AMEHUE IEH TAE, (Messagel—
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Defined constants:
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Result:
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