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Survey on Log Anomaly Detection Based on Machine Learning

YAN Li, XTA Wei
(Jiangnan Institute of Computing Technology, Wuxi 214084, China)

Abstract: Log anomaly detection is a typical core application scenario of artificial intelligence for IT operations (AIOPS)
in the current data center. With the rapid development and gradual maturity of machine learning technology, the
application of machine learning to log anomaly detection has become a hot spot. Firstly, this study intreduces the general
procedure of log anomaly detection and points out the technical classifications and typical methods in the related process.
Secondly, the classifications and characteristics of the application of machine leaming technologgf in log analysis tasks are
discussed, and we probe into the technical difficulties of log analysis tasks.in terms of log instability, noise interference,
computation & storage requirements, and algorithm portability. Thifdly, the related research productions in the field are
summarized and their technical characteristics are compared and analyzed. Finally, the study discusses the future research
focus and thinking of log anomaly detection from three aspects: log semantic representation, online model update,
algorithm parallelism and versatility. * '

Key words: log; anomaly defection; machine learning; artificial intelligence for IT operations (AIOPS); deep learning
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Health 201812- 201812- lculateCaloriesWithC

ea calculateCaloriesWithCa

2 A REFP 18289

oriesWithCache totalCalories=18289

P 20:5:32:205|Step_ExtSDM|30002312|calculateCal 20:5:32:205|Step_ExtSDM]|3
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