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Multi-brokerage jbint Deduplication Scheme Based on Blockchain

ZHANG Ya-Nan, CHEN Wei-Wei, FU Yin-Jin, XU Kun
(School of Command and Control Engineering, Army Engineering University, Nanjing 210007, China)

Abstract: With the rapid development of the multi-cloud storage market, more and more users choose to store data in the
cloud, followed by the explosive growth of duplicate data in the cloud environment. Because cloud service brokerages are
independent of each other, traditional data deduplication can only eliminate redundant data on several cloud servers
managed by the brokerages themselves. To further improve the data deduplication in a cloud enﬁrdnment, this study
proposes a multi-brokerage joint deduplication scheme. Through the blockchain technology to.promote the cooperation
between cloud service brokerages and the construction of a brokerage alliance, thvév scoperof data deduplication is extended
from single brokerage managed clouds to multiple brokerages managed clouds. At the same time, it can bring win-win
benefits to users, cloud service brokerages and cloud service providers. Experiments show that the multi-brokerage joint
deduplication scheme can significantly improve the data deduplication effect and save network bandwidth.

Key words: multi-cloud storage; data deduplication; Blockchain; cloud service brokerage (CSB); cloud computing; smart contract
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i\ File
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for each file k do
fp= hash(k) /751 k BB MEH
rl= search the fp in Local_index_table /{TEARLZE 5| A ek 125 44 (H
if rl==true then
update the record in Local_index_table //F#i A HhZ 5]
update the record in Global_index_table /5 ¥ 4= /7 % 51
else . ,
rg=search the fp in Global index table //£ 4= JRZ B AR k A
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fpn_CSBSave= SHA (k+nonce) /I A\ FEHLEL 5 S0 & 504 7
the CSB_save send nonce to the CSB_put /iR [Fl B HLEL
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end
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