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Abstract: The release of social network data may lead to the disclosure of user privacy; for example, the user identity
may be recognized by malicious attackers by analyzing the degree-of nodes in the network. Concerning this problem, a k-
degree anonymous privacy protection scheme based on the average degree of nodes is proposed. The scheme first depends
on the greedy algorithm based on the average degree to divide social network nodes, so that the degrees of nodes in the
same group are modified to the avera;ge degree, thus generating k-degree anonymous sequences; then the graph structure
modification methed With priority to retain important edges is used to modify the graph, thus achieving k-degree
anonymity of the graph. In this scheme, the average degree is introduced when k-degree anonymous sequences are
generated, which improves clustering accuracy and reduces the cost of graph structure modification. At the same time,
because the indicator-neighborhood centrality, which measures the importance of edges, is considered in the graph
structure modification, important edges are retained in preference, and a stable network structure is maintained. The

experimental results show that this scheme improves the network resistance to degree attacks, greatly reduces information

O LT H: BExAREEESES (U1905211, 61771140, 61702100, 61702103); FEEE A E T HEERFI H (JAT200968); A3 k& £ H (DH-1565,
DH-1412)
Foundation item: National Natural Science Foundation of China (U1905211, 61771140, 61702100, 61702103); Mid-Aged and Young Talent S & T Program
of Education Bureau, Fujian Province (JAT200968); Enterprise Cooperation Project (DH-1565, DH-1412)
ORI TR]: 2021-03-04; A& I: 2021-03-31; SR H): 2021-04-16

308 #f 75 JF & Research and Development

© EREERREST  hup/iwww.c-s-a.org.en


http://www.c-s-a.org.cn/1003-3254/8230.html
mailto:cas@iscas.ac.cn
http://dx.doi.org/10.15888/j.cnki.csa.008230
http://www.c-s-a.org.cn

20214F 55303 55 121

http://www.c-s-a.org.cn

i H AR SN A

loss, and improves the utility of published data while protecting user privacy.

Key words: social network; privacy protection; k-degree anonymity; average degree; important edges
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