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Architecture of Blockchain-Based Micro-Credential System

LIU Yue, LU Qing-Hua, ZHANG Wei-Shan
(College of Computer Science and Technology, China University of Petroleum, Qingdao 266580, China)

Abstract: As the existing micro-credential systems rely on centralized management model, the security of credentials
cannot be guaranteed. To tackle with such problem, this study introduces blockchain technology into the architecture
design of micro-credential systems, utilizing its distributed structure and technical characteristics (i.e.; transparency and
immutability). This study first illustrates the drawbacks of existing micro-credential systems, and introduces the basic
concept of Blockchain ecosystem. Secondly, an architecture of Blockchain—based"micro-credential system is designed and
proposed in this research, to provide efficient and intuitive services related to micrb—credentials. Finally, a prototype of the
proposed system architecture is implemented, and evaluated in‘terms’of performance and security. The experiment results
show that the proposed approach in this study can be applied to Blockchain-based micro-credential system, to facilitate its
design and implementation. .

Key words: blockchain; micgo—eredeﬁtial; decentralization; system architecture; smart contract
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contract AccessControl {
address [] access;
address owner;
function AccessControl(address [] temAccess){
owner = msg.sender;
access = temAccess;

}

function changeAccess(address [] temAccess){
if(msg.sender == owner) {
access = temAccess;

¥
¥

modifier accessed(){
for(uint i = 0; i < access.length; i++){
if(msg.sender == access[i]){
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