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Static Detection Method of Android Malware

CHEN Hong-Min, HU Jiang-Cun
(College of Electronics and Information Engineering, South-Central University for Nationalities, Wuhan 430074, China)

Abstract: In recent years, the number of malware on the Android platform has a geometrical growth. Therefore, it is very
necessary to have a method to detect Android malware. This study experiments with a large number of Android malware
samples and machine learning technology to establish a prediction model for malware classification, which is run in the
static detection process. First, we obtain the permissions and the dangerous API information of Andr01d applications, the
permissions feature in its AndroidManifest.xml file by decompiling APK files and its dangerous API features by
translating decompiles class.dex files into smali files together with the baksmali tool. Then, we use multiple classification
algorithms and preprocessing algorithm to compare the accuracy rate of the single detection and the conjoint detection.
The experimental results show that the accuracy rate of the conjoint 'detection is higher than that of the single detection,
and the accuracy rate reaches up to 97.5%. .
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i 0 ) AT Android BPF 2 AL, SRS 2L

classes.dex /& java Y5 g )5 42 ) java 715 BY
SO, 75 Dalvik B ESAT, ©0E T HHE HURS (3
£, F IR % % T B BaksmAliVE B APK 1)
classes.dex SC, HIFTSE 7% DL smali 95 25 #9501, 3
%%ﬁm%ﬁi&%ﬁﬁ~Amm%ﬁAmmﬁ%ﬁﬁ
e A 200 1 B R Android B IRALE APT {3

CE B B S e 1 B & R AT NI 41 R

APL, ARYE smali 1EVEHRLIN A= BT B[ java BEOE I,
M JIFTAT smali SCHEAF 5 41 Fh APT A6 A V8, B4
— IR count++i 5 B FEAE AL B 1x41 YERFIE 7] &
W1.¥2,03, - Wa1), smali SCAFh J7 3519 R B 50
Lpackage/name/ObjectName;->MethodName(I11)Z
Lpackage/name/ObjectName; & 7~ 5%, MethodName /&
J7iE% WUNSE (TR 3 MBS, Z 2k [R5k
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* B AR R A Lpackage/name/
ObjectName;->FieldName:Ljava/lang/String;
*/
public String GetMethodAllPath(String str) {

String result ="-1";

if (str.lastIndexOf(";->") 1=-1) {

String tempStr=str.substring(0, str.lastindexOf(";-

>");

str = str.substring(str.lastindexOf(";->") + 3);

if (str.contains(":")) { // W1 S A 74 5 A
BEE S MAREXANRAE BN N5 else {

String packegeName = tempStr.substring(
tempStr.lastindexOf(", ") + 1).trim();
packegeName = packegeName.replace AL("/",

".").substring(1); '

String methodName = str.substring(0,

str.indexOf("(")); ", * ‘

result = packegeName + "." + methodName;

§
H
return result;
3
K FLH Dy arff 1% SREHE A Ty /@ APT HUa S 1L 4R
N Weka HEEAT I Z5. 3 PIAEAAS 2] APTHFE A
T T PR

(@data
0,0,0,0,0,0,2,0,0,0,0,0,0,0,0,0,1,5,0,0,5,0,0,0,0,0,0,0,0,
1,0,0,0,2,0,2,0,0,4,0,3, Malware

0,0,0,3,14,0,7,2,0,0,0,0,0,0,2,8,3,20,0,0,9,0,5,0,0,0,0, 4 |

0,3,0,0,0,4,0,5,0,0, 36, 0, 5, Malware
0,0,0,9,3,0,1,34,0,0,0,0,0,0, 35,64,3,23,0,0,24,0,2,0,0,0,
0,8,0,1,0,0,0,3,0,4,0,0,47,0, 8, Benign" '
0304233016790000008980427700750200,
0002604000270100376023Ben1gn

HI T B — BRIl s APL S B REAE— @ F2JE bx
R AT RO, (H 2 IR R AN, AL A AR —
SE MR BRYE, BT LAZ5 8 JL 5 R AE — i 1E N G — 41k
SRAEATRIN, SR 5 X 15 21 (0 R ik 52 15 AT 4 S (0 T Ak B
IR I Y e DUARFAE 148, 3R R0 2R 3R 10 IR A R

3 SEER IR KA R
Weka B 1 VF 2 HL& > 5%, ERENE AIRIEAT
A5 TR ) I R FTIN . 24 ok P X 4 B9 SR A S A6 R g
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i, FRATTFR - LEARAR R VT A 3% LU AR (1 14 R, ?\jlkljﬁz
X AH SR TR bR AN % 7 THI A &SI ROR . BT —

g3 ) B, R S B 4y B IE 2K (Postive) EZ%J\ﬁ

(Negative). {HA2&SZFR 20 K80, 2 L 4 Fiig oL

(1) ELIEZK (True Positive, TP): #iFE R F y 1E 2
R IEREAR.

(2) fRIE3E
I AREAR.

(3) i1 2% (False Negative, FN): i 58 75001 4 1
KRR, %

(4) HAK
KRR, |

\1) IERIZ (Accuracy)

T 2 TAT B W W VP $8 45, Accuracy =
(TP+TN)/(P+N), X MRZE 5 B, w2470 5 R A2
B DA BOREASEL, 388 R UG, IR 2R, 4 S8 2.

2) #5172 % (Error Rate)

B R TR 5 IEA A e, Rk B S AR T 1 B
%1, Error Rate = (FP+FN)/(P+N), 3§ J:— A~ sS4 K 154,
A5y B R FEAM, BTl Accuracy =1 -
Error_Rate.

3) ¥5 & (Precision)

i 52 2 R A P ) B, RS 20 D IE AR 1R s 41
SB[ e 19, Precision=TP/(TPRFP).

4) A A% (Recall) kg -

T e a7 i L B, R %/ TE A4
T, Recall=TP/(TP+FN)=TP/P=Sensitivity.

5) RIEPE (Sensitivity)

RIS IEFEATIN A IEFEA IR RE V], Sensitivity=
TP/(TP+FN), 7] UL 343 [F1 5 5 REUE & —FE 1.

6) R 57 B (Specificity)

5 P AREAS T A SAREAS I BE /1, Specificity=
TN/(TN+FP).

7) ROC Hh £k

ROC (Receiver Operating Charateristic): ROC ) 3=
o TN E ROC 25 18] i il 28, B #l o
1-Specificity, NN Sensitivity. 155 F 1A @ H, — /N 1E]
ERE L — AN e 1 SRR, — AN 1) 73 SR Y
3K ROC 4R n] ReFEiL R 4 AL

8) AUC M

AUC (Area Under roc Curve) fHF5 4t T ROC £k

(False Positive, FP): iR Y Tl Ay 1F 2%

(True Negativet TN): A5 AL TR0 A 11
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7 B R A AR RN, — AN EAR R oy SRR
AUC M 1, 8% HAEE 0.5 5 1.0 Z 8], BRI AUC
IREE T oAb B4 i iy e,
3.1 IR

ARRESEEIEEL T 552 N IEE AN 475 A EEFE
AANE N S5 R ARSI 4R, Dy 17 8 S B8O 1 AN S8 1,
IEH A7) i AR B 22 5211737 (http://www.mumayi.
com/) M4 E 1737 (http://apk.hiapk.com/) 733 i@ H
Con 5 M IE RPN, A&, EiE. 1. &
B WYEZ AR, T 475 ASBEFEARN K E
T https://virusshare.com/[E b —A™ 34955 53 22 o 0 |
B WS £ 0 B AR ALl I R MR PR R A B v

IR SRR REAORTE. 757 KR NESE b, fEH

Ak 4r 5% NB (NaiveBayes). IBK (KNN N=1)"MP
(MultilayerPerceptron). J48. ZeroR i ffi/rIasit 1T
589, HEIER A 10 H7 48 XK 560 R P 5 LA o
ZeroR 43 FS2RAE N HE A S 28 B B L T o R AR AUR.
3.2 LHER

IR R BUBUR F71E 4 permission 31T Il 45,
PRI BE A K hy 24%1027 412, Horf 23 4T ST
BT HUR B REAR AL A BURFAE, 57— 485 )8
P, 1027 A BEEAEE (Ja2ESLRAHR), AN Rk )=
PEIEFE, 19 BI04 SR a1 5R 3 Fk.

#3 AR REIAI LR (permission)

P FP Precision  Recall ~ F-Measure  ROC

NB  0.691 0.302 0.698 0.691 0.692 0.744
IBK 0.760 0.232 0.768 0.760 0.760 0.832
MP  0.765 0.236 0.766 0.765 0.766 0.828
J48  0.779 0.222 0.779 0.779 0.779 0.807
ZeroR  0.537 0.537 0.289 0.537 0.376 0.499

S 2 AR B A R T 9
(InfoGainAttributeBval Ranker -T 0.0 -N -1) 73 SR
b4 ME4E permissionInfoGain, I 34 £ 4
17x1027 [, b 16 4E 825 5 Bl 2t 545 3 %
R U 12 9 25 i e HE A SR AR AR A ] 4 P, T
SEER AR 4 PR,

R4 RN 3 LI L5 N L AT, A BSR4 S H
5 AR B A AT AR B 2 J5 , B AR AR ) T T
WA W RS, (12 ROC Area A i .4 &, 1M 43
HAEH ROC FaFRAT 73 2 45 TUI o i 12k B A EE B X
OO BB A AL BT 43 S 20 A et B (R g H.

average merit average rank attribute

0.134 +- 0.008 1 +0 1 android.permission.CHANGE WIFI_STATE

0.119 +- 0.005 2 +0 2 android.permission.CHANGE NETWORK STATE
0.09 +- 0.005 3 +0 3 android.permission.WRITE_EXTERNAL_STORAGE
0.031 +- 0.002 4.8 +- 0.87 4 com.android.launcher.permission.INSTALL SHORTCUT
0.03 +- 0.002 4.9 + 0.7 5 android.permission.CAMERA

0.029 +- 0.002 5.4 +- 0.92 6 android.permission.GET_TASKS

0.026 +- 0.003 6.9 +- 0.3 7 android.permission.WAKE_LOCK

0.018 +- 0.002 8.4 +- 0.66 8 android.permission.ACCESS_NETWORK STATE
0.015 +- 0.001 9.8 +- 0.87 10 android.permission.RECORD_AUDIO

0.015 +- 0.001 9.8 + 1.17 9 android.permission.MOUNT_UNMOUNT FILESYSTEMS
0.015 +- 0.002 10 +- 0.89 11 android.permission.SYSTEM ALERT WINDOW
0.011 +- 0.002 12.6 +- 0.66 12 android.permission.ACCESS_FINE_LOCATION
0.01 +- 0.002 12.9 +- 0.83 13 android.permission.READ LOGS

0.008 +- 0.001 13.7 +- 0.78 14 android.permission.READ EXTERNAL STORAGE
0.005 +- 0.003 14.9 + 0.7 15 android.permission.VIBRATE

0.002 +- 0.003 15.9 + 0.3 16 android.permission.ACCESS_WIFI_STATE

4 BB 0 R

K4 ARSREDEINZE A (permissionInfoGain)

TP \FP-  Precision Recall ~F-Measure —ROC

NB. 0.703 0.288 0.712 0.703 0.703 0.751
IBK™ 0.757 0.235 0.765 0.757 0.757 0.826
MP  0.758 0.243 0.758 0.758 0.758 0.829
J48  0.773 0.229 0.773 0.773 0.773 0.821
ZeroR 0.537 0.537 0.289 0.537 0.376 0.499

IR 3. % G APLEFESE API41, B FEA K IR
N 42x1027 a1 iR, FoHR 41 4ENRTSCRTIR 1 41 e e
API, 1027 A AR SR, FIFH BiA 5 kit 7505,
RB|SLIREE FnR 5 R,

x5 FRM O REPAENLE R (API41)

P FP Precision  Recall ~ F-Measure  ROC

NB 0.612 0.350 0.679 0.612 0.589 0.721
IBK 0.797 0.203 0.798 0.79{ \‘: 0.797 0.818
MP  0.762 0.242 0.761 0.762¢. = 0.762 0.820
J48  0.781 0.221 0.781 0.781 0.781 0.785
ZeroR  0.537 ,l().5§‘7 _0.289 0.537 0.376 0.499

B 4 {5 RN APLARTSE permission-API 414
B AT S, I AR v 58%1027 M) &, H
W57 485 16 FIBLER AN 41 Fim fe APT U445, 102 4
SPEARBCE B SLI0 45 R WK 6 Fis.

K6 AR REPAIN LR (permission-API)

TP FP Precision  Recall — F-Measure  ROC

NB 0.768 0.218 0.786 0.768 0.767 0.859
IBK 0.875 0.122 0.877 0.875 0.876 0.949
MP 0975 0.018 0.975 0.975 0.975 0.959
J48  0.963 0.034 0.963 0.963 0.963 0.965
ZeroR  0.537 0.537 0.289 0.537 0.376 0.499

Wi LR 4k RME R TTLLE I, &% NB.
IBK. MP. J48 VYFhsr 385 2R 3 b 2L 7 K 4%
ZeoR R LT, VLB F ik s 56 25 A SE bR L. [
IR 3 A3 5 SEIR 45 IR 53R 6 Byseie 4 Rxt T

Special Issue & i%gik 31

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.mumayi.com/
http://www.mumayi.com/
http://apk.hiapk.com/
https://virusshare.com/
http://www.mumayi.com/
http://www.mumayi.com/
http://apk.hiapk.com/
https://virusshare.com/
http://www.c-s-a.org.cn

i E R %N

http://www.c-s-a.org.cn

20184F 55274 57

DL, KRR A 5 f APT HE4T 564 6 00 L 2 fef P
PR (permission) HFfEFI ) /& APT 4REAIE HEAT K I A5
R v IR WU R AN AE A 22 WS SR e i i 78 P 4%
2235 PRAL TR A BB EFAE AN APT 20 &5 i B8 A S iE B2 3047
W EA PR X
3.3 BRI

N T VAR T RIA R, AR IR TS
TSR IAR 2 TAEHEAT XL, SR T 5. WiRig & AP
2016 FFHEH T4 Android FUFR . #U APL . MD5
SERFAEREAT /3 b AL BR, L [F P E 58 X Android B
FEFF (22 AR Qs 7 s H s it 4h

KT BHFET RILEAR

TP FP Precision  Recall  F-Measure  ROC
NB 0.807 0.195 0.807 0.807 0.807 0.874 |
RT 0.822 0.179 0.822 0.822 0.822 0.821
J48  0.853 0.148 0.853 0.853 0.853 . 0.862
IBK 0.871 0.134 0.873 0.871y © 0.871 0.909
SMO 0.883 0.119 0.883 ', 10.883 0.883 0.882
RF  0.903 0.100 0.903 0.903 0.902 0.970

H13% 7 S5 RE AT 6 T3 B s IR 45 R
X LRI, R T B 73 A R A R R O, A
SO BVRFAEAS BB AR I AE R 5, T R0 %5

4 SEESAMHT

i T7E weka FF3 3] ROC fh 2k AN 77 il if L
Tovk G, RIiETE result XF 5143 31 TP Rate fil FP Rate
K, R SPSS BfF4x] 7 H ROC HhZk . 18 5. & 6
FE 7 43 A ARYE ik s 45 5L H ) ROC HiZk.

0.996 S

L o
0.935 4 _E:‘:--"""
0.879 st

0.814 -
0.753

0.693 -

0.6284  J

2 0.569 -
<
& 0.51
& 0444 4 [
0:379— '/ YN
0318 ] / YRS
’ g / —NB
0.249 - ) —MP
—IBK
0.185 | —J48
0.119 4
0.062
O 1 1 1 1 1 1 1 1
0.122 0.246 0.367 0.488 0.612 0.737 0.864 0.996
FP Rate
K5 B ROC

32 HifeZEik Special Issue

M iR ROC 2k B m] DUE H, 2430 45 R PR
HAPT RFAERT, IBK 1 J48 4325 38 40 F AR 0 4+
FoAh K o R AR, TR KR AE 45 A R R I,
MultilayerPerceptron 73 ZSRURAL T 573 b =Fh 432535

0.981818
0.945455 -
0.909091
0.872727
0.836364 -

0.8
0.763636 -
0.727273 -
0.690909 ~

TP Rate
SO
o S
(=]
°
S
=]
-
1

O T T T T T T T
0 015 030 045 060 075 0.90

FP Rate

K] 6 permissionInfoGain ROC FHZE

TP Rate

6 R
94 A —NB
/ —MP
210 | —IBK
168 =—J48

L L | 1 L | |
0 0123 0.228 0.358 0.473 0.640 0.804 0.951
FP Rate

K] 7 permission-API ROC FHZE
5 45k
ATV TR AR KA T AL, Android ~F & %242
v A1 7 R 6 52 Rk DGV L T I A 1) 2 A B 4 S A Bk
Z 0 AR B ROAS I, #EE XS Android 8 3h°F &
AR A AT POEA R AR I R 2 55 2 L AR
SCHE H HPR AR AT APT R AE S & 2R X APK #E47 &
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SR RE R R 5 IR % 5B S AP
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B IR Z g8 Al e Se B 7 B AR 5 B A D e,
R SAT N RERT BT R AR. AHR A SO K T R IEAF
FE— S 5O (3 5 G R A AR AR B AR R ORI
2 P PUAL B T R AL R AR R LA A
WIHERS R, FEA AR AN 2 A, RS
2 MIFEAHEAT VI 25T BE = 159 2 SE I 1 70 R ROCR . Ja 4k
B A8 SR AOREAS 23 18] S SR BUAS [ A i A 45 A _E kAT
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