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Abstract: LBlock is a lightweight block cipher designed by Wu Wen-ling and Zhang Lei in ACNS 2011. In this paper,
the optimal implementation of LBlock encryption algorithm in hardware is studied. Firstly, the same operation is
realized in one module, then the main program calls several times to complete the encryption, especially 32 in Block.
Secondly, the same register is used in the subcell and key transformation, the cipher round operation and key update is
designed in same module, so that it can release the number of the registers and accelerate the speed of implementation.
Last, the sub-modules are combined into a complete program, the correctness of Lblock is tested. It can greatly reduce
the area of LBlock algorithm by the optimal method, which can meet the application requirements of smaller chip area
and provide reference for the further application of IOT encryption. ¥
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module LBlock(result,state key,clk);/T1 #2345 1L

always @(posedge clk) begin \

ent <= (cnt?32)? cnt+1;_.cnt;7/ﬁ‘ £

res<=ready?"( (cnp)?{te,res[63:32]} :state):res;

Kk <= ready ? ( (cnf)?tkey):k; /551 Hi

“ready <= (cnt*32)? 1:0;/F L 32 IREE TR

end

LBlockRound LR(te,t,res k,cnt);

LRy IE e

/7% H result {H

endmodule
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module LBlockRound(re}‘S,Up_k,s,k,r);
begin // “?ﬂﬁﬁ% Sbox
sO[ 0]=4'hE;s0[ 1]=4'h9;s0[ 2]=4'hF;s0[ 3]=4'h0;s0
[ 4]=4'hD;s0[ 5]=4'h4;s0[ 6]=4'hA;s0[ 7]=4'hB;
...... PR AZ B AR SN 25)
end
I5E AN E1E: AddKey, SubCell , Permutation,
X0 iR, X1 5 X0 Fak
assign res={
S6[s[59:56]"k[75:72]1"s[23:20],s4[s[51:48]"k[67:64
117s[19:16],

initial
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% 3 (result):4b7179d8ebee0c26
FIH Modelsim6. 1 {7 SL&5 R, Wikl 5 fis.

kg8 O OO Cr o oo

5 LBlock 1/ B 525 45 1

ME 5 SR g R T W, ASCII LA S B m N &
BEARIE IR,

© TEREBIK AR

http:/fwww.c-s-a.org.cn



2015 4 5245 B 7 MW

http://www.c-s-a.org.cn

i EONL R g N

3 FETEDKMFPGAKIE M M BEvFA

RN I K EAHEDK) 2 H T B A =] 4 #2
REM A MR RTT E. EEMFAFT RN KA T H
(Platform Studio) A K fix A3 IBM PowerPC il {-Ab B 3%
¥ A1/8% Xilink MicroBlaze #AbFR #8147 Xilinx “F &
FPGA T P (I H AR SR AN P EDK Bl TiF% L
HFN 1P, ATLA AR e B i N b B A% R e, H 3
45 Xilinx V& TAEE XPS FIE I & E 4 SDK.

AW THIEH 1) FPGA ##ff/& XILINX VIRTEX 5
XCS5VLX50T, 56, 58/ LBlock %8 Sk (1 g4
i R JE R Modelsimé. 1£ 15 T, $iFEa; &b, £
EDK 13.2 *F& Nl o sl s N, JH4G
SDK13.2 3 UF I IEAfi .

£ EDK P53 b, s in e L IP %, 3f FgE
FPGA 14T, 75 & Won 4 45 5 il 6 iR,
I P M, AR S B LI .

Foi @) @SR @) A O CFAH ) RERS @D ASEh oD

0O = B =0 B3 EE
HOEEEE i plaintext—B123456782ABCDEN
NNeEs v £H - kew=A123456 7839ABCDEFFEDC
ho e e
a2 = s ciphertext=4B7179D8EBEEBC26

K 6 LBlock A2l b H 45 R &

N TR ASC Y LBlock Ak S 3L EAE %R
A7 AT VERE VA, SR S rp R P A 7 K
SEILARADREAT R4k, JL 3 SR IR RENS U L,
w7 P, A EOE GRS FSBLR A, B
fbif LBlock F# 4 FPGA L, (5 slices 4 3986,
LUT 24 11004; A7 TR LSt &ds, Eipiit
ff) LBlock F# % FPGA LN, 5 H slices 4 2966, LUT

h 7557, WU EE LB AT 40, 404k )G (1K) LBlock ZEMIAN

PR A EC DR T B At slices (il L >
T 14%, LUT 5 HGimeb 7 32%. 3 U i6E T AL
11 1 LBlock 5580 A6 SCEL A R

Sl Lo Do

SliceLogie Disio:

Ny i ot TN Nanberfsred S 1okl 100 A
Sucberof (T pHppasued 1104 Nk [T it 755
whesttmmedfpfy  iforef 1100 3% oo FpFp Janel 1§ Mo
et mumsad [T Vilate 10H 2% Nderwihemuased LT Whotd 1
Ny e LUFFF i | N hlywed PR 248amef 759 %
Nmbercf el i, ke o e ol i

Nk of e et s ot e eriasiske

focartl ¢ i L ovef 2880 35

focur s et ot B0 &

7 PRI slice A5 BURH IR LR

Design statistics:
Hininum period:  9.911ns (Maximum frequency: 188.898HHz)
Haximum path delay from/to any node:  4.578ns
Haximum net delay: 9.385ns
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