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Kernel Module Detection Method of Guest Virtual Machine Based on Virtualization Technology
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Abstract: The virtualization' teéhnology is one of the key technologies of the cloud computing. Meanwhile, monitoring
virtual machine is an i;nportant function on the virtualization platform. In order to obtain the internal information of the
virtual machine better, a lightweight virtual machine kernel module detection method (KMDM) is designed and
implemented on the virtualization environment of Xen. The KMDM resides in the host machine and uses the virtual
machine introspection mechanism to obtain the kernel module information of the virtual machine. The experimental

results show that the KMDM can detect the kernel module information of the guest virtual machine, and the detection

results are accurate and reliable.
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unsigned int getnameoffset(void)

{

return &(((struct module *)0)->name);

}
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Dom 0 4 1% 4GB Ubuntu 12.04.4
Dom 1 1% 1GB Ubuntu 14.04
Dom 2 11 1GB Debian 7.6.0
Dom 3 1 #% 1GB Centos 6.5
Dom 4 1 #% 1GB Fedora 19
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root@lyg: /home/lyg/xen/tools/mokuai
root@lyg: /home/lyg/xen/tools/mokuai#t ./xenmodulelist ubuntul4e4

ubuntu1404 & #1#
Module

intel_rapl
crct18dif_pclmul
cre32_pclmul

root@ubuntu:
Hodule Size Used by

P intel_rapl 18773 ©
ghaSh*C1NU1n1*1ntEI'crcti@di?_pclmul 14289 @
snd_ens1370 credz_pe lmul 13113 @
gameport ghash_clnulni_intel 13259 0
snd_rawmidi snd_ens1370 29039 0
snd_seq_device gameport 15758 1 snd_ens1370
aesni_intel snd_rawnidi 30144 1 snd_ens1370
snd_pcm snd_seq_device 14497 1 snd_rawmidi
fb_sys_fops aesni_intel 55624 0

gy snd_pcn 102099 1 snd_ens1370
SV:“’W”‘” fb_sys_fops 12763 0
sn 7Pageialloc sSyscopyarea 12529 0
sysfillrect snd_page_alloc 18710 2 snd_pcm,snd_ens1370
lp sysfillrect 12701 ©
parport 1p 17759 o
aes_x86_64 parport 42348 1 1p
sysimgblt aes_xB6_64 17131 1 aesni_intel
ru aesni_inte
9{128:”{ gf128mul 14951 1 Irw
gLue_ne.per glue_helper 13990 1 aesni_intel
ablk_helper ablk_helper 13597 1 aesni_intel
cryptd cryptd 20359 3 ghash_clmulni_intel
snd_timer snd_t iner 29482 1 snd_pcm
snd snd 69238 5 snd_timer,snd_pcm,s
psmouse psmouse 102222 0
serio raw serio_raw 13462 0
™ soundcore 12680 1 =nd
s°”":?gre mac_hid 13205 0
hac_hic iZe_piixd 22155 0
12c_piix4 floppy 69370 0
floppy rootBubuntu:™# _

root@lyg: /home/lyg/xen/tools /mokuai# |l

4 AL SNSRI A AR B Z RS EE

h T RS KMDM K A R R B 1) 245
UERGPE, 2% 7 BERIHL Ubuntu 14.04 P #8004
“insmod hello.ko” @4 #f A hello Bib)5, E% ) /L
MUAMTAAAT 2 R UL A A5 B 71 R ARG ) o 2 SAS W
FPBERALNB R GIRG R, B S BRTE
FURERUBL PO IR A BEE AT &5 . B 5 S
Mg Fony LU H, KMDM A8 52 (R H B A 1)
B B

"

root@lyg: fhome/lyg/xen/tools/mokual

root@lyg: /home/lyg/xen/tools/mokuai# . /xenmodulelist ubuntu1464

ntel_rapl
cretdif_pelmil
cre32_pelmul
ghash_clmulni_intel
snd_ens1370
ganeport
snd_rawmidi
snd_seq_device
aesni_intel
snd_pen
fb_sys_fops

OO0 ubuntutdos BH

XA EHHM) BEV) RRERK

Syscopyarea pgtaybumtu:"¥ cd /home/ubuntu/insnod_nodule/

snd_page_alloc poteubuntu:/honesubuntu/insnod noduled nake

sysfillrect  make -C /usr/src/linux-headers-3.13.0-24-generic =/hone/ubuntusinsnod_nodule modules
p nake[11: Entering directory '/use/sec/linux-headers-3.13.6-24-generic’

parport Building modules, stage 2.

aes x86 64 HODPOST 1 nodules . ‘
systnghlt nake[1]: Leaving directory susr/sre/limx-headers-3.13.0-24-generic

root@ubuntu:/honeubuntuinsnod_nodulet lsmod | grep hello
I rootGubunty :/hume/ubuntu/insmud_mudule
gf128mul rootOubuntu Zhone/ubuntu/insnod_nodulet Isnod i grep hello
qlue_helper  hello 1242 0
ablk_helper  root@ubuntu:/hone/ubuntusinsnod_nodules
cryptd
snd_tiner
snd
psmouse
serio_raw
soundcore
mac_hid
i2c piivd
floppy

root@lyg: /hone 1yg/xen/tools/nokuai# |
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3.3 HATHE

K6 SEVUR AR & R PLERIE RGBT T,
KMDM 6l ] AZ BRI A 1R I ). e, BlAR AR %
JUBIINLAISEEY, HARFRE KMDM #E4T 10 OB
SR IRE SN ] (R S, i 6 rTLLA Y, EDYF
A% UL R 48T, KMDM Kl e s 2 e
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