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Security Issues of RFID Production Line

GONG Qian-Ru, Zhao Jian-Chao
(Department of Computer Engineering, Henan Polytechnic Institute, Nanyang 473009, China)

Abstract: This article uses attack tree model o analysis the RFID-based production line system security issues; gives
the corresponding securityipolicy according to the questions described by the attack tree mode model. Directional
Faraday net is used to solve the problem of the safety of the RFID reader. The HASH chain is used to solve the problem
of the RFID information security. Mutual authentication system based on digital signatures is used to solve the
communication security issues. An overall information security management system is established to solve the whole
security issues of the production line.
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