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Detection of Android Phishing Malwares Based on Image Similarity
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Abstract: As mobile payment has become increasingly popular recently, some phishing malwares on mobile devices try
to steal users’ sensitive information through forging a user interface similar to the targeted application, which cannot be
detected by existing anti-phishing techniques. We propose a new similarity-based anti-phishing approach to detect
phishing malware on Android. With the perceptual image hash technology, it compares the similarity of captured screen
images between the suspicious application and the targeted application. If the similarity exceeds a threshold, the
suspicious application is determined to be malicious. The experiment proves that the approach i§ effective to detect
phishing malware on Android. ‘"

Key words: phishing attack; mobile security; malwares; perceptual image hash; Android

WG FLIBR GG, LR A5 oA IR AN Al RS A, U O 52 A U RSO Bk 1 S H AR SRR
NI —ANELE N . SR BAR AR S AL R, RSRBUR F TR H ARG IR S L
tﬁ??ﬁ“ﬁ)@ﬁ‘]*/\iﬁl% ARG AT, R R, R S L b, S % A T LU
PP AEAE AR AN NS i o 99 AT A, e SR RN ] S B A R g
SRS B LI (¥ KO, A3 RS 3 ST B 52 2UAAT Byt RN S — T2 R E ] P AR 3 2 B
ML, FERE 3 SR, S'Zﬁﬁ%ﬂ%TﬂulﬁJ PC £ BN, HOE SR T B =5 SO AT 5
R S SEELAN, T OB RAT AR =053 i, VR A A S AR AU BOF R

ﬁ%‘ﬁﬁ‘ﬁyﬂbFFH%juEk & A IR S5 A, IO K B
W0 2% SCAS K IR 2 A Uk ok A s i i AR 4 LRIy o0 28 4 £ B AT 5 1 B AR vh AR £ 0 Y

w2y th, — RO ML TR T8, Lot R, 5 IR — B0 2T URL BT 0O SCA

O FEI0H : TAF SR E Rk & R 400 H ([2011]295 )
ORI [1]:2014-04-08; W0 21 & L s i [71]:2014-05-20

170 %ApEHA « 59 Software Technique * Algorithm

© EREERREST  hup/iwvww.e-s-a.org.en



2014 4 52345 5 12 M

http://www.c-s-a.org.cn

i EOHL R g N A

HRAE A TR DL = 28 T B T RS AT )
(TR 7 TS ) P 4 46 90 3 5 552 i £
TEAE R FEATDLME 30— AR SR, 38 4 R
TR B4 LR LT

T AERS 215 2 N F RSB 527 T, K 2 %ok ot
IR AT A, I o 25 P e A 437150,
A M W B AR ST T 0 5 5 B A 25 51010 g
7, ARHT IR AR, AR 5 AT R, {H
B, T T [0 AT o T B B M R A
F P R L B P 3 0 02 0% . B3k
SRS A T4 0 2 P e 5
20 L PR B I BT E, T M A7 4% 1 vh K,
R S5 B 0 HTTP P ey 4%, iR
BTSRRI AR, R, — AR 3
S I LR 0 v A — 5 5 P T N . ) 4,
U 2 S PR £ B X T 3 i S A 5
AR f El U M 75 7 D, U 0 26 T 4T
R R, AELRE, 00 2 07 i 7 LR — A
B (0 G, e S AR SR ML AR A )

5 7 PR R L L, % 03 2 R ) — A
LR R MR BRI AR AL, SOA %
Sl LI, VRIS B A SO T I Bl
fUPE, R T —FIE ] Android T & 4 fa % 2R
W7 . %07 1230 3ok 20 A R S A R 0 2 P £y A
HLAS T SR, 00 FH P s T e St 3 5 b
FH ST B ATLRE . 224 A 0L et 45 5 B (R, 30
A U D S o L (0 4 S R . AR S

P 15 S RE i L U BETT & 2, 5 T

B ELIE Y o g e W RS IR, I HSE R AT vk
ATV RO AT R
1 Android44) %t i FH 5280
7£ Android R4, Activity J&— N THFEF A E
B RH Y. — A Activity XtV TN FERE 2B
FU— ARG . B2 — AN Activity JH ), |
—A Activity &5 1E, X2 Activity #iR BEAE RS
HI—A Activity J7 8. BT B Activity SBEAE 5 7RG
R, YA PR IR P, R TE Activity 5t H
IR, TR Activity 4 555 s 7E BR%E L.
— P[] Android V- & LR SR H 1 2
FIFH T Android REHIIX 450, HIT Activity #Ek

SEPUC. Bk A BRI ] PR 3 — AN B IR
%, ARG AW M As AT R, AR ILH
PREERESA BN, WUR 23— AN Activity. W1RIXAS
Activity SR ST, AT LA AR P K S
W, RIRGTIERE NS %

2 EURREIG A HAR

o F AR R T, b At FH 32— R B AR R
PRI 75 H R O S R NP U 2
AE SR TSNS A (8, AR 1 AR B T i
LT VR (0 s FRLRVDLRE , 0 AT JEE 3oL 5 5
i, JU)SEPA R B AT,

A G FE (0 7 BRSO S N B AR
HURE, i N T T AR AU T3 I 75 P A B k. T
B, TGV ELHE R TG R . P R 7 B RN % L
R E R, BT RE AL P R,
A28 PR 751 T2 LR A ) A P 1.

RTINS 7 (L5 D B P 5 A0 2 A A
MIBURAE, eI AT 2R, IEIET DCT &#., &
TG, F T Radon A5t L A Tl He b (f 25
7. WA ARARBLRE VR K S B T SR P
PR T B e AT R Ul (8 A1,

AR SCR - pHash™ i Sk HEAT P45 A4S FE R .
pHash J—ANSEHL T 2 BB IR 7909 110 TR R,
H 1445 DCT-HASH . MH-HASH 25413 DCT-HASH
bt e, s (R THEHA 0 DCT Ash R MUk, K
FE A 8 ANSENT, MM SR L B By vk AT
MH-TTASH 7 7] FH 58 74 I /N AR 40 2 e Pl 1502
Lt B, RIFIEGRR 72 T 7. WA A AL A
FESR LI B B 15, (ELR b 107 16 W 7 fE
SR FH ST B B LS 50 7 1 K BE LA A AL
(RIBEES. pHahs i ()1 25 70K e S 0 () 3 1A
J, DCT-HASH 535 (1 BEEFE N 22, MH-HASH [ 5]
ok 04, T LAA X 4 BBk R M. o T i
DCT-HASH 5 MH-HASH WS 4532 50 38 H A SC g
AR B, A S LA P 0 B2 1A O B A
VE RN B, DL S 5 P A S A I R 1
AR R ST F PE R VR b

3 Android )%= N R v
Ay I TR AZ O R AIE AE TR0 5 B P P, B,

Software Technique * Algorithm K fFHiA « &3k 171

© TEREBIK AR

http:/fwww.c-s-a.org.cn



i EONL R g N

http://www.c-s-a.org.cn

2014 4 523% 5 12 M

Ay A R A A I SR R IR S A W AR LAY, A
wliil I URL 55 W9 50N 28 A1 SR BT H bR R ity i 44 0%
RN, D TR A At R H AR ES Bl N AR AR
SR ECSAT FRIE, KA B P N S AR
B AZ O A T N F R P B AN HLAS B ST R e AR ARL. R
I, A SCEE O IX R AR AL PR R A, AR T A )
Android ¥ & (W) A F I FE A, 38 48U R
IINHLAZ B S, FH RN IS A5 HARR 5 H AR Y
FHRR Y B4 AE FEREEAT LEXS, 3R 3% () F 1 e 1
RS B, DI AR A 3 FH Ay 4 £ i N .

fE Android ZZH, Activity H 28 H S A& H
View KA. B View I — B X4
TP B EREAT St B, —AS View ] RS —A>
e, AN, Ea il kAN dE k. AT
Activity # A Z0/E AndroidManifest.xml 3C2FHE I, 7
WG AE R G R ET M S Activity 7E
AndroidManifest.xml 3 {1 f¥] Action J&TERR I H Main
5, MW Activity £ Activity, NI 2
i Launcher /3 3.

WL B3t 7%, A Launcher 5208 H
B Activity, 2RJGX & Activity _ERF4A TR K
sl R4, WTCAE G — AN R TA - Activity, Jf
AR Activity 1) A THI# K. Google /A H{E Android
SDK & T H AL $2 44t JL3K Android N H H 46l
T.H., %5 Monkey. Monkeyrunner. HierarchyViewer
&%, Hh Monkeyrunner T HARHE T —4 APL S
WA AT %S Python F27 22 & 4] Android B &
MRS, SEBLN HIRR P IR 2 8. ROEBNTERR %
B LRAT 5 10 1] 48
3.1 KIBEX g

1 AASCTAT AT & .

1 R X

Activity, i€ {1, m }

Io={Ing. € {Lm} FERIMINRTET D MPF Activity 1
FEI4EA, H ID A § A Activity 18R

Kl j € {1.m}

5 & X
APP; H bR R
APPp R R T

Actr={Actri}, 1€ {l,n}

H b5 N HIFR T APPr 15 LU Activity £
#, Hb Actr 95 i Activity, i€ {1,n}

IT={IT5}, i€ {1,11}

H b= FLT APP 65 HLER Y Activity
BIEES, Hb I A% 1 K,

i€ {1,n}

Actp={Actp;},j € {1,m}

eI ) Y B2 7 APPp £ LL LY
Activity # 4, Hh Acty; B j A

172 B AFHR « 53 Software Technique * Algorithm

M={s;}, i€ {1,n}, | HARFEF APPr ST APPy 1)

j€{1,m} Activity BB AHUEERTFE, s 4 APPr 115
i M S APPy 5 § MR AR
#

Phash-Test BEAGBRSna A5 R I eR KR, i AR LR 2

S-Threshold & A /fﬁ1y\)§*§|§ﬂfﬁ‘ \

32 AEMEER o .

A5 RN R AR W E 1 s, 6T HERN
APPy S REREIIN FH APPy 4 M35 FALFERBE 1 1 2
RIFHEES L 5REES ., FEMGEE B2 F, 7
BEPURAFRT U N, F APPL 215 5 H AR APPr A ] —
N IAS TR AR, BRIk Gn SR =5 Jeg 1 ) — . FH R AN [+
AR, JUIA7AEARARLEL 22 A ) St i AR . T4
& It 5 Ip, 7ERE BRI H GG A G Sk oo
I PAHALEESL, AMOTTARS I APPp A2 15 % 2 N .

BRI R

TALERT B 10 RGP HPRN A APPr, 3RFG1F#K
Kl Activity 256 Acty, TERLIUAS F13RI Acty X[
BEES 1.

THALERRY B 2: | 4 H bl Fl APPp, LA APP,
55 APPy [FFRF 4 4R o IR R A — 5, T,
PAFA TR Activity T Actp, FERILAEHIRIN Acty
SIS T,

KM EE: I Phash-Test 1144 It 5 Ip " c £
PIARACLER L, ALSARUERE M, Witk M A e T &R iE
it S-Threshold, WJHIE APPy A= N H.

Horp, WHFRN FH APPr [ Activity 254 Acty, 3
O R IR A T A AR T IR R

MM APP; [ Activity JFUf, 038249 Activity
SRR, AT Activity FREHLERAE, R R
ID;

O P A, MR ik A 42 L P A 1)
ZE, Fidsk Ol & 1 EE 1 1D;

@ Android 2L Activity #&H & TEM
Activity %F8, WEAREIZN Activity #FKE THES
Acty EUARBARPE, TR A5 B/ E B 1, BRI TS
AN ) S i A

© TEREBIK AR

http:/fwww.c-s-a.org.cn



2014 4 52345 5 12 M

http://www.c-s-a.org.cn

i EOHL R g N A

@URAES Acty I ITA TG 3R Y ) F 1 5 AT
TR, BOFT A sk I9EE 1D # Ok, Wik,
LRSS Acty T Activity TS I FR) S 1 5 A7 %
PE AR Tr, KT B 3R S EZ 1 Activity,
LA 1o S X I (48 0 745 B “NULL”.

SREURFARSII N APPy [T SR ARG T 10
MRS AP B0l IR 2, BRI APP, )
I Activity FFURHK U] APP T Activity, 3REX
XTIV () LR ]y 5 0 & PRI APPr I3 Activity
T kI 1 APPr [T Activity, Hi# Android &
I Activity AR T 1 Activity ZFR &0 8 T4
B Actp, WIS, TUERICY G 2 ALAE X 1) S 1 P&

. SR Tp I 20 R rh ) i P R4 A 4

v
HARRE "X —
APP; 3 » FALPEE B
PRy SR
(RS > R
D
\ 4
KO E
4
st

Bl 1 5 akniEE

4 K g
AR SCAS Y 25 2% SCHER[13] 0 1R 4 005 5 B RE A
SRR FH AP, BRI APPy A 35 44 )5 = 77
IR BN S A 51O Android N FHRERE, WA S
3.2.0.1228, [ H A RS0 I 117351 V3 451 TR N
YERZ N, 1582 BN A G {APPrctke 115). 2K
KRS HARESE N Android2.3.1. X T4E4 Acty,
Aoz K b ok B OAPPT OB X R MW
“com.alipay.android.client.Login” {4 Acty [FIME—JC 2,
Wi 2 P, XY, AT E NS, A &
JRK P AR I U S A P 8 i 2 JOiE AT 1Y,
T AR ANE S BB AE 1R S 1S IS AR 0] T B 2

15 WRAFA TAEATA B E R B

zizan BEECT)
| v
[ eeeren HEEREH
B3 i
»

. K2 APPy )8 S S A

SRR, 6T APP SRR 2 AN, Horp—
ASRZN G E S, WE 3@FTR, 5N R
AT B Activity 5 Oy B — AN T, Wi 3(b)
iR, X TG {(APPr ke 15y, LI 50 S5, H
Hh A A N BRI A 8 b S A BE AR T, DR R A
B SR, AT — 2N 8 T B 2K, BAA—A
FHf FA IR AL, AR AL R S B S
MK Activity #2& [R]—4~.

—,

L]

K3 APPT f LTI A

Kl 4 g5y 3R phash PERIPIRIRG A5 THE 715
FIH) APPp A {APPry } e 1,15 TR 52 7K St 1 A 1)
MR BN &, Horp & 4(a) K DCT-HASH 57
JEEE R, B 4(b) KA MH-HASH 15 5 145 8.
Bl e (R R 24k P b R R B R A AL B, 3l Ry 22 A

Software Technique * Algorithm 3KfFHiA « Hk 173

© TEREBIK AR

http:/fwww.c-s-a.org.cn



i EONL R g N

http://www.c-s-a.org.cn

2014 4 523% 5 12 M

0.4, “*” i k) APPp I8 0 SR K], «“+” 11Uk APPy (1%
SRR IS, oA {APPR ke 1,15 R T4 A

IR SLAR, PR ARCVE S T ARG DR 0 44 1 T, SR
H DCT-HASH 835584 =44k, 1k H MH-HASH
FEVYSK I R b= A T i, ax DY gk St i AR K o s 1
AN, WS Fos. Wik AN TR, Hd
Pk B AR SR G 3 AT R B APPy IR 8 S AT
— (R, T 53 A Pk AT Ry e 4 AN [, 3 1
MH-HASH 5035 FH 28 74 BRI AR e B 5
SR VAR A W S T A R R B RN, D]
I, DCT-HASH #{ Lt MH-HASH 5.9 50 3E & W F A
SCITHR HA A 0T S Y P AU

DCT-HASHE F R

10 20 0 an W0

K4 PR AR s

10 40

E AR )4, APPp A& — MR PRI 8
LR S0 0 T 5% I 7 CRAE Tl 8 n T A i DAk
TP bR R G B DCT-HASH 5k 5
APP; (8 S AU AT L, AR R %4 10, 31X UE
B S (1 8 £0 Y, FH 7E S TARBLRE b3z iy 1 — M (¥ B
FEFP.

0 TEE TEE
— y  sueEsm : .

it IFNE  WARR  E2nd

B o oo
ETAERKETETEFEERES
8 TS
1 8 &
b 9 [

K 5 MH-HASH SRR kK
5 R4k
A 235 1 T i) D) 228 24 PG 00 408 A2 A6 0 P9 D, G
A S A N B N B, S — R
o Bl N AR LE, 44 o N T 32 S0 I 3 5 H AR

174 #AFHR « 53 Software Technique * Algorithm

FHAR AL 6 S . SO S OBl SR, SR B 1 7 4
NBUBAE B ASCOEF XA, $2 7 —Fpif
Android V- 5 184 6T B N FHAS I 7 v, 3@ ik 2h A&
TR AR ARSI I 1) A ATLAE IR, ) P A s o Jk
SIS E bR Y FH S B AR, AL
PR Tk BN, R A D S FH A % H A 8
Puf G . SEB R W, 35T DCT-HASH $i%, %
J7 R LAAT 0k Android V- 65 b 138 25 44 1 J3 H.

SEXH |

14 PR 40 S0l ot/ hewikipedia. org wiki/ £ £ 5%
Hit,2013-1281.

2 BT R, ST I 0 25 44 £ A AR A R
452012,(4):30-35,42.

3 Fu AY, Liu WY, Deng XT. Detecting phishing web pages with
visual similarity assessment based on earth mover’s distance
(EMD). IEEE Trans. on Dependable and Secure Computing,
2006, 3(4): 301-311

4 J IR iR, P S B, 7K 1R 50 )RR T PR N s A BOR 1)
LA RN o B N Y = P Sy TR
2012,32(4):59-63,69

5 Clint G, Jonathan C, Jeremy E, Hao C. Androidleaks:
Automatically detecting potential privacy leaks in android
applications on a large scale. In StefaniK, ed. Trust and
Trustworthy Computing, 2012: 291-307 :

6 Aubrey-Derrick S?;‘, Rainer B, Han.s-Gunther S, Jan C, Osman
K, .‘Kamer" A\k{, éeyit AC, Sahin A. Static analysis of
exe(\:lltables for collaborative malware detection on Android.
IEEE International Conference on Communications. New
York. 2009. 1-5.

7 lker B, Urko Z, Simin NT. Crowdroid: Behavior-based
malware detection system for Android. ACM Workshop on
Security and Privacy in Smartphones and Mobile Devices.
New York. 2011. 15-26.

8 William E, Peter G, Byung-Gon C, Landon PC, Jaeyeon J,
Patrick M, Anmol NS. TaintDroid: An information-flow
tracking system for realtime privacy monitoring on
smartphones. USENIX Conference on Operating Systems
Design and Implementatio. Berkeley. USENIX. 2010. 1-6.

9 Zheng C, Zhu SX, Dai SF, Gu GF, Gong XR, Han XH, Zou W.

SmartDroid: An automatic system for revealing ui-based

© TEREBIK AR

http:/fwww.c-s-a.org.cn



2014 4 52345 5 12 M

http://www.c-s-a.org.cn

N A1 N VA

trigger conditions in android applications. ACM Workshop
on Security and Privacy in Smartphones and Mobile Devices.
New York. 2012. 93-104.

10 Vaibhav R, Yan C, William E. Appsplayground: Automatic
security analysis of smartphone applications. ACM
Conference on Data and Application Security and Privacy.
New York. 2013. 209-220.

11 Desnos A. Android: Static analysis using similarity distance.
Hawaii International Conference on System Sciences. New
York. 2012. 5394-5403.

12 Steve H, Ling H, Edward W, Saung L, Charles C, Dawn S.
Juxtapp: A scalable system for detecting code reuse among

android applications. In Ulrich F, ed. International

Conference on Detection of Intrusions and Malware, and
Vulnerability Assessment. Heidelberg. Springer. 2012.
62-81.

13 K, Android %4 1—Activity )45 5 F s,
http://maosidiaoxian.iteye.com/blog/1623016, 2013-12-28

14 Christoph Z. Implementation and Benchmarking of
Perceptual Image Hash Functions [Master Thesis].
Hagenberg: University of Applied Sciences Upper Austria,
2010 .

15 Phash. http://phash.org/, 2013-12-30 \

16 45 https:/www.alipay.com/, 2013-12-30

17 RS8N F 17 3. http://www.mumayi.com/, 2013-12-3

Software Technique * Algorithm 3KfFHiA « Hik 175

© TEREBIK AR

http:/fwww.c-s-a.org.cn





