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Design of ISSU System for Devices in Distributed Network
ZHANG Min-Di, GUO YuShun
(School of Electronics Information, Hangzhou Dianzi University, Hangzhou 310018, China)

Abstract: Today sofiware upgrades to have new features or capabilities, or to keep maintenance which is still the

primary cause to inaccessibility of network system. The design of In-Service Sofitware Upgrade (ISSU)

system of redundant route processors takes advantage of Nonstop Forwarding with Stateful Swit-

chover(NSF/ SSO), patching, IPC and hardware redundance to permit true in-service sofiware upgrades or

version changes while continuously forwarding user traffic. In the upgrading process of the compatibility

check and rollback timer design are considered. So the ISSU system have faster upgrades, minimal impact

to service and higher availability.

Keywords: ISSU; HA; compatibility; rollback; patching

fEE IP HARM CERAR, SMISE ST W
FREITTZAIR B Fr¢HI NGN/3G. IPTV i SR
REAETEMVPN EREEEMEERIV S, FIPB
EMEIT AR 7T RS AEX, RMEAETR/NG
HRIT, g R4 P RIAR RIS =4 AE 2N, 1IX
EEUR A S BSMER). SRTEEMER
T eXERE" I NIERT, HAXERMEET
PARWERTEARRAMN . RS WLV 520
%, I SRR, MR EERERAET E5H
SRAENE , 5515 1 55 AR AR A 4EP 55 5 FH Rt 418
W, tRAHEZN T M ENS T BMEX,

1 5l &5
MBS T BITEARRY, RIEE—A - RAREHE

@ YksR1E:2009-09-26; U 2HE 2F5RE: 2009-11-05

40 WFFIFA Researchand Develepment

PREREHE S, ERTMNAATER A, RITEWN
EHDVEERT, FHBIRMERRERRE, © 0BT F
& E 18] MTTR(Mean Time To Repair)FIE#k
fZ8)f% MTBF(Mean Time Between Failures)# Mg
PR#EFTEE, MTTR 25— MAFIOREMEEE R 1%
BEEMHTENFHRE, MTBF 25— MEESI%
FENLHEETEIRE, RTA:
MTBF*100
MTBF + MTRR
HEARBEWMA, MERENT BMEERIKER
99.999%, ABMEL T REAE—FNELZTHES
o] g R ENE AL A RS (8D F 5 08, A
S HRAETT WA R JEelE R R
FT%E, KRERMMMEPSIHARTIET . BB KR

Availibility =

Q@ BEIRREBEAR AT

http://www.c-s-a.org.cn


http://www.verypdf.com

2010 £1986 £ 6 HA

HTENREN R

WZ&RE A R UES MTBF &K MTTR k25
W& RGeS IS B AR L & R T 2R
ISSU(In-Service Software Upgrade) R4, #7155
G T 4o AXEE RNEMEEAFA . HANT B
AREOI K E =20 EA M ERAR N H MLk
WER ISSU ARGt fT 7t 52, F X FRTT
FEEIRZBARRERMRE, Fi A7 RRE
br&4 Rt B shBtE 2 2 SIFER AR, M
R, BahtiRBIFRERE, REEE =T, B
R T MENREMNST A,

2 ISSURZHIMZR 52k
2.1 WERPHHABRRGEE N

DI RMEEZEUTRE RS AE, FEEE LR
BRSSAEH EERIROATEAS E), ENEBE MR
BRVZD, AIBENRENEHLE, HREEE. K
AEN. MERBEEBME; MBI SR,
ATREMRI AR, a0 IP RSCE A, MPLS 3RS #,
QOS RUFE Tk, W FIRIUR AT A F ML
W ISSU FHRIRMH T ok &t

ASCIREA ISSU AR R G2 B IS TH
FIRFHTH, EEETEREREN. IPCUL itk
T A% NSF/SSO SHMEEERIE MNE(LOAD). /i
(RUNSWITCH) . #IA(ACCEPT)152 5(COMMIT) P9
FRIRILY T EMEENHAR, BREARIER
#i07 =/ %% B8 (ROLLBACK)E 2, B4E5F 5h[El
RMEREMFEBHNEER, YXWETARE, LW
FRIRPLIEE. RBEURALBHERRAS
PSR IR GREE, BAES T AT B B R A&
BEAARRLIERRT R, 88T HERFNRIE
MIAEE L, BRAROE 1 firo

] am

C aw

S Ttk Z2 apm

IEARIEN IR RIER

ERNEIANEARIEAIRNER

7 | | 7= | | 7= | | 622 | | =2

757 | | Gsq | | 7=7 | | =2 | | 72
Ised  Rmwkhk  Aax 8 Camk

W1 Tl SRR R

2.2 BTHRAFER MR ER AR

TEFHRH LOAD (B, ERSHNEFH R HRA
HEFB, SEEFIRE BT AR IFRA, 7
XMIREPRFESBEREZ EES NEFEERE
MBIRES, RNNERAETRA MRS, RIBA
EAIR B RIEF BN ARES  RA M TS S8
SIS, BSRIRASIFF I RZRA T, XFh3k
A —BRAAE SR EATH, maASNEE Sz
TUREREAM, RUEARAZIMEZLFIERE 5T,
RZA BT ERANES REMR B XA
WIFRIRT., 2SR H AT ISSU FHR R S AR &2
BIE B ETHERSRIBRADIZ O AL, SFMEEH
W EIRRX UL B BEENESERAMRELE R
NATERE. BN FRA. RAFAN T2 FTA X,

T EFRAMEBAREEN FHNIETE NFHRE
X, FMAEFEAREARNZ AN M E LT ARTES
N\ RUNSWITCH 1B E R & RFEA BN T
A%<\ RPR(Route Processor Redundancy)Ft
KEX, 7£ RPRIZA T, Bl EHS|I S IMRITE
ZHIEFRZEEY, ATESRZENINIEESE
THRARA, AEXEEMRMNE, ERMAAFTHE
RAINERL boot 515id#E, X MMIREBENRIL+
FoEFiE), BUNEtARTHIM AR T ER 8. RTR
MBRAGFAEE—ENHAENE, AARRFHRY
VORFTR, &R 7 FHRMR A
2.3 & ISSU RGN E M3 KB AR

FIORBI AN ES RO AT ANE: PR
BERR, ATFIERE, 7—RRESBFRR, &
TFEPRES, THERRETIRF, BBRESEE
FEEM—HONSEEEHNEEBERR, FEEHE
EREBME BERIREENEEE S DA FEIR
ARG BN IEER, &R REEX
MEFERE TAE, BFER 6 EAdE & FmdAR &
SREES, —EREE RS T NENST A4,

T, BAFNERERRELIEVRIIASS
EHFEmANIE, AVREFESHNN EHITEIA
hE, MARARE T TBENERRD, BRE#ER
R ENTR, b, ZRIE, MEMNKRIEEE
SINRIEFVRETAURRET, R, WRMAEZ 8RS
BB AEES LSP f0E, MEthessFs
ABRARERIERE, REANTH, B UWRMAE

Research and Development iR 7% 41

Q@ BEIRREBEAR AT

http://www.c-s-a.org.cn


http://www.verypdf.com

HTENRENRA

2010 F 198 5 6 A

2 B oh7SEE NS B SR L, PR
ERERSTHH, XRFRAZRHFESAEEN
BRT, AENRFTASETITE, £FTIANE
FERIBE. L OSPF #3861, #r Master A HRY
Hello X 2B RKCER RID, =S BLEL
OSPF ZiARZASEE, HIEMAEYIHRAIRE HHXH
LSA Mk, SEEEHEINTE, WREEMITEER
HIE, RESSTAETHEVRNEE, MELET
k1R, NEEEF OSPF SFlisy, mEHks>
B, MERASIEREAA AL TRVHRAEEN,
UESTHR el IANE Y, BEmStTERTIRA, 7R
MMNEESSMEZ ALAEES, XFMEBELRN
ESREASEERESNHI, F18E &S
%f—&ﬁﬂmﬁﬂ%mﬂﬁﬁ%%ﬁ%ﬁﬁﬁﬁﬂ
ST, HheSE S HIER PR,

xxﬁﬁ%|$uﬂﬁ%%ﬂ%TK@%%ﬁ
N%ﬁ%*%ﬁ$oﬁﬁﬁwwﬁﬂ7mmwme
YA T = B IR, IR R RN el IE E 1T,
Mﬁ%%ﬂ%%ﬂﬁ%ﬂ?Wf%mo%Tiﬁ$ﬂ
Witk & NSF 3K, Bk, ERERBEBNHRER
&M, B|WELERHNE, AREXTR VIR, &
AL @mﬁﬁwAwm%ﬁ%ﬁ%kIﬁuA
R, RIFEFE, TFERFEMIINLACRISERHIF
). EERBEWAE 2 Fix,

B
nus

/€7ﬁ\\

/( 4 NN W\
osrr uu- LDP BGF OSPF 1SS

% -.}'ﬂ!ll

Bl 2 oA 3P 2635 4 0 2 4 B 30 1| 7 4% R 38

NFRrBEESHN, @ OSPF. 1S-1S. BGP. LDP,
EMABEE, BEESEIEMEIAEIE, 9, BGP.
LDP 7f TCP tizf7, XEMNEME TCP E#

42 WFFIFA Researchand Develepment

FIShZSTMNEIE, hER RS EN TCP SRS, X4
TR A A ESE A T AR, &8 Bk AE
ERFFE, ARSI EN BB TCP iz
BE &M IS EIEE T, OSPF/IS-IS tl sz Rl & %
Hello k3¢, BGP/LDP i %1% keep-Alive zZ,
XL SREREZ SRS E R, AR, HER
PBEILEPFE, TEEADILETE MPLS 55Y
SHERENMEMEFREEEN A=A RKEES,
BEHEARERERVESHEAIAER, SR ENEEL
KRB, TPUREIHE SELHER.
Z4uﬂTﬁﬁﬂﬂL%ﬁ

NSF 0 SSO HEARIUE 7 E & B L2 F IV FHARA
SER, K SN EE AN ER, TIARLI S
IREVER R, RZ AR S RAFTRRATE
FEABRAIRFILEMNEE W SIEAFE, REARR
RIRE B AR ZAR, —ERE ERIE T W SHIFESL
%, G T L ESREEE, ISRl ST,

AR A I1SSU ARE G BT AF A#RAN TR
SCHL T ANBT BB IE R B RRA R R EEIR S B I AT TH
Bt MBI o AN T BT BN R G T
BERN—IARE, BEN THNRGFNRELE R
TEIE M & BUh N VAR T, EREBERT MRS
FEBTHEL AN RAHIRELE, it R
G TS R EAERFPRE—BAGFRIE, KB
AYERFLSLARIARNT SRR A INECE R, ARIEE AR &3
RN AR 2 B R N B —ETHES, B
Hh—&BkR1E<, LEAMREE BB R
K, CPU RIEBKEIES A THT BRI L AR

[ Moot | RAA
1 DO RS S NRAN T o
SSRIPCERRN T HRBR
D zen :
3. B WEPIAB]
EX T
WHRERNIE T R
e PXYPRORAXEEABRNYMF BN T

B3 #AhT 7 R LIk AR BT o BT A

& 3 #iARE I1SSU RGX Al SARAN R Il 5 F+

Q@ BEIRREBEAR AT

http://www.c-s-a.org.cn


http://www.verypdf.com

2010 £1986 £ 6 HA

HTENREN R

RE— N BIEEITR, (318 A.B. C RAR RS FHAN,
HEFBARTHNE EE W SIRAF R . FHRT
ME IR REE—HFTEE C AR APP B, B
B2 ISSU RGEITH T A8 A FH4: %] 7 B ERA,
HEMH B BRAFXFRE C AR LOAD HRE#HA
RUNSWITCH ¥ E&

X MNNER AR S IPC JHEE AN SR pna A
T, FIEE NG TR ER A Ok itk £ &EHRE,
55 B R ARACA T B ERAREY IPC BNV S AR BUE
AT A, BG5S A B BITFHBAN THZRAGH
TEMA R CHIFENT, REE R E EARET e 4
W ESARANT MNEERMESE AN T AT AR, TR B
EARFHRERATE IR SARNFE, REARIRE
BRRFARLER, AR T SRt E,

3 ISSURGHIFR LI RN L NIHER

B 4 ISSU % Siwy R A2 A

ASTHIISSU R G 277 linux Z G E A 28 H3C
B C S H eI, TAUTREESRANAR
TN, SIS NPT R, &L AR B2RA

F FARF A fp S thtp hSCR S AR AR R INEkE N 25%
BEENR, ©EMEERRRERA T SR FA
TE45ISSURGHNA R REE, B 8idissuload
N E AR AFT AR AE 7 B 5, BITHRARA T
19 & fE#E N\ E BB, BRI RUE W SR F
HANT , AfE1EIT accept AT, &/5181T commit
BIRE A E R IR AR BB o AR AR

ATUAE A2 EF A Smartbits T E# A ISSU 7+
R RGBS K IRAZEBOEL P, ATM {5, POSEE
ERXPEER, NELSE. TR, BEXEMURETE
KRG T MAE RS . KR T A
FAFH, EREREAZEHRENER TR S H
B, IAFAER T, FRARIAM IR FFREAE X,
AFRE PSRV SR I 558 1 1 5 FRT ; RPR FHER AR
N THTRARUETE 1 20502 A, AR A Th /a W 55 7 Rk
SIFE, £RFABIIAISSU ARRGE—ERE LR
57 MTBF. (K7 MTTR, SLHLT 57 = WS & 7F
W ZEARFRETRIER N AR A SR,

4

ASHARER ISSU FHERGHEN R MK R E
LI AV S A RBTER AR AT R, SEAS S B LR ENIE TR
B, KRAES T MERENST B, B, BES
HREBBARNEHA, MEREFIA LTS
2%, LR BEKBER, A I1SSU LRGN LR
SN BRMTEM EH=E,

225 30K

I BB R A, 30308, T AU 24 BOR R
T AR SR RRAE, 2005.

2 Garbin DA, Knepley JE. Design and analysis of high
availability networks. Portugal, 2009. 1 — 6.

3 Cholda P. High availability network fundamentals: a
practical guide to predicting network availability.
Communications Magazine, IEEE 2002. 34 — 34.

4 Kankkunen A. Non-Service Affecting Sofiware Up-
grades for Multi-Service Routers. 2005. 16 — 19.

5 B X%, BRA —F AKX R GEAANT 89 5% e
24 7 ik P H, CN02125766.3. 2002-08-16.

6 FRHT.E EHRAR R R0 BV AT Y B RBER AR
+F AR AN BT R F, 2006 .

7 W, BB RN linux AT P EE R
WAL, 2007.

Research and Development iR 4% 43

Q@ BEIRREBEAR AT

http://www.c-s-a.org.cn


http://www.verypdf.com



