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Design and Realization of Snort-Based Intrusion Detection System
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4.2 Apache Web R EZR2ECE

NERMER G Apache B0 Web fR%53, =
EREH T ZBHNERNSFRE S ACID » HTFZ&
RERAELKAGNNIE, E4%% 7 Windows
2000 Server RFEHIZHMH IS Web Server, IIS Web
Server BOAKEITAYROZ 80, ZimH=5 Apache
Web Server UsHTHyim AR, F itk #% Apache Ayl
HORERETAERBOD, BXHRERHOSH
8028, BAE2 &N c:\Apache2\conf\ httpd.
conf 3L Listen 80 1B4)4 Listen 8028, FLEST
BfE, TSR AT e A c\apache2\bin>
apache - k install, M=z Apache fk%5.

4.3 PHP E. &

T ACID 25T PHP fIFF 4, FlZE &
ApacheWeb Server iz17 ACID, i 4 1B E Apache
Web Server xf PHP §93 45 [=)6¢ , B2 & PHP % MySQL
I FFo § !

ANEKNEREEGE R PHP 5.0 R A, @E
php-5.1.1- Win32.zip X% c\php5 , B <
\php5\php5ts.dil = # # 01 % c\WINNT\
system32 T, ZA/54 c:\php5\ php.ini-dist >3 {f#
W& c\WINNT T, JHME20ZX 30 php.inis [{
B, &2 phpini XHHARE, KR ",
extension=php_mysql.dll” BGH ;" FKEED
o, RE#DL c:\php5\extension\php_mysql.dll
SCHEE C\WINNT, RS, Mz PHP % MySQL
XFFECE,
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EcE Apache Web Server 3 PHP 145, FZE
&% C:\Apache2\conf\ httpd.conf X1, #1301
NEREMAATAR

PHPIniDir "C:\php5"

LoadModule php5_module "c:\php5\php5
apache2.dll"

AddType application/x-httpd-php.php

SR EFH B Apache RS, =i Apache Web
Server % PHP SZ#HELE,

4.4 Winpcap fic &

Winpcap(Windows Packet capture)Z UNIX T~
f Libpcap #48 % Windows TH9~47, 2 Windows
FEF— TR, AHEANKIFRORSF, NERUR
SifE A Winpcap F222 Akt {T MK HR S AER
LIS E 52
4.5 ADODB &7l jpgrapg EAE.E

ADODB(Active Data Objects Data Base)ZE 2
73 PHP 12t 403RE# 1, #F ACID /5 MySQL ¢
BE, NERMASGWESEPHE adodb465.tar
X2 c:\Apache2\ htdocs\adodb BT, Al
ADODB FEHI %%,

jpgrapg ZE= PHP NEMIEFE, NRAM ARG
et 2 b #2 J5 jpgraph-2.0.tar.tar > 4 %I
c:\Apache2\ htdocs\ jpgraph E% T, EHEX
c:\Apache2\ htdocs\ jpgraph\scr B % T i
jpgraph.php i%#qj DEFINE("CACHE_DIR","")i&E4]
5 'DEFINE("CACHE_DIR", "/ tmp/jpgraph_
cache/"), =f{ jpgrapg EMERE,

4.6 Snort B &

7E snort FECE ISR, 5 % MySQL #17 snort
DAIRIE Y snort ZEH snort A, JEECY snort A
Fg B BB AECAR AR ARSI A ST

mysql>create database snort;

mysgl>grant usage on *.* to "snort"@"
localhost" identified by "snort";

mysql>grant select,insert,update,
create,alter on snort .* to "snort"@"localhost";
"snort"@"

delete,

mysql> set password for
localhost"= password ('1111117;
4.6.1 37 snort E{TATNEEER

# C:\snort\contrib ~HJ create_mysql 3 {#%
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DL #] c:\Program Files\MySQL\MySQL Server
4.1\bin BT, Ef1ar%:

mysql>source create_mysql;

SERLTE snort FHEE TE 7 snort BT IEL
#ERo ULASTE snort HURZET—HEYT 7 16 MR
Fx, XEHIERBIE. data k. detail 5. encoding
F. event 3k . icmphdr 3&. iphdr 3&. opt k.
reference . reference_system¥. schema .
sensor ik . sig_class ik . sig_reference .
signature % . tcphdr &. udphdr %,

4.6.2 E2& snort.conf (14

ECE c:\snort\etc\snort.conf X, HEMBEH
BEA “inclu-
dec:\snort\etc\classification.config”, “includere
ference.config” &A1& X 4 “include @\snort)\
etc\reference.config” 5 58 H& classification.
config SC AN refer_ence‘.co‘nfig IR IEBCE

B4 snort EHHNE, &2 “var RULEZ
PATH../rules” 75424 “var RULE_LPATH c:/snort/
rules”, 7 snort EFIH WKL KZ, BRI snor
T—HBET 48 PN
4.6.3 E2E snort.conf Xt

#®i1iE 4 “output database: alert, Mysql,
host=localhost port=3306
password=wangjiji1225

“include classification.config”

dbname=snort
user=root sensor_
name=n encoding=ascii detail=Full” 5= f{i%&
o
4.7 EEBAERRNSEFE ACID
N MRS (Analysis Consele Intru-
sion Detection—ACID)2— 5T PHP BREISHT
512, HTREMAIEHZHF DS, Firewall . W45
W TRA ST B SIEET LS F1HACID T
FRFANIEET Snort FFRUEAIN IDS 4 s 7E
My SQL #8224 5140, 821 acid_conf.php 3¢
f, 17 acid PECE, BEFREEANTNT .
$DBlib_path="c:\Apache2\ htdocs\adodb";
$alert_dbname="snort";
$alert_host="localhost";
$alert_port="3306";
$alert_user="snort";
$alert_password="111111";

/* Archive DB connection parameters */

$archive_dbname="snort ";

$archive_host="localhost";

$archive_port="3306";

$archive_user="snort";

$archive_password="111111";

$ChartLib_path"c:\apache2\htdocs\jpgrap
h\src";

ER, & c:\Apache2\htdocs\acid BE& 1
create_acid_tbls_mysql.txt AR A #£%| create_
mysql X4 B—RiEH 4 “mysgl>source
create_mysql; ™, M@ MYSQL A9 snort #3E 2
BfRT ACID FrA 2 H 4 %k acid_ag.
aicd_ag_alert. acid_event #0 acid_ip_cache,

5 ANERENRZEG &8N
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HlEMEZTER, ME 2 ImAANERNASGIZES S
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