TENRENA

2004 £ 7 1

gE LINX RERSMIER

the defence measure of improving security on linux operation system
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echo 1= /proc /sys /net /ipv4 /icmp_echo_ignore _
all
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echo 0= /proc /sys /net /ipvd /icmp_echo_gnore_
all"
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# cat /proc /sys /net /ipvd Avs /timeout_synack
100
£ cat /proc /sys /et /ipvd Avs /timeout_synrecv
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# cat /proc /sys het /ipvd /tcp_max_syn_backlog
128
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backlog #1843 & /> timeout_» fh{H .
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. [root@kapil /]1# chattr +1 /fetc /services

6 % F Control—=Alt—Delete &% %7
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ca..ctrlaltdel. /sbin /shutdown —t3 —r now
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i ca..ctrlaltdel. /sbin /shutdown —t3 —r now
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# This will overwrite /etc /issue at every boot.
So, make any changes you

# want to make to /etc/issue here or you will
lose them when you reboot.

fecho "" = /etc/issue

ttecho "$R" == /etc /issue

#techo "Kernel $ (uname —r) on $a $ (uname -
m" == Jetc /issue

#

#cp —f /etc/issue /etc /issue.net

#echo == /etc/issue

B_%.

MEE" letc" B3R T M “isue.net" 1" issue" 3L #

[root@kapil /1# rm —f /etc /issue

[root@kapil /184 rm —f /etc /issue.net
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%" fete/Milo.conf" LR IIA T H =2 # . time —
out,restricted,password, X =& ¥ UERH RS
TR oM ERBBEIL,

B4,

4548 |llo.conf (vl /etc Ailo.comf), {8408 2 &
E=15H.

boot = /dev /hda

map= /boot /map

install= /boot /oot. b

time-out=00 # iLiX$7iZ4 00

prompt

Default = linux

restricted # fnAiX {7

password = < password™> # MAXTHRBACHE

initrd= /boot /initrd—2.2.14-12.img

root= /dev hdaé

read —only
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[root@kapil /]# chmod 600 /etc/lilo.conf
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[Root@kapil /]# /sbin/lilo —v
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[root@kapil /]# chattr +1i /etc/lilo.conf
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# ocat /proc/sys/net/ipvd /conf /ethl /accept _
source_route
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# echo 0 > /proc /sys net /ipvd /conf /ethl /ac-
cept_source_route
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image= /beot A/mlinuz—-2.2.14-12
label = linux
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