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Few-shot Intrusion Detection Based on Diffusion Model
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Abstract: To address the insufficient generalization and degraded detection performance in intrusion detection models
caused by scarce samples during the early stages of novel network attacks, this study proposes a few-shot intrusion
detection method based on diffusion models. At the data augmentation level, the proposed method introduces a noise-
aware conditional diffusion model that employs cosine noise sche.duling to bal‘ance generation efficiency and sample
fidelity, while residual connections are incorporated to enhance fea_tﬁre propagation stability and improve the distribution
fidelity of synthesized traffic data. At the feature metric level, a dynamic prototype network is designed, leveraging multi-
head attention to optimize class prototype representations and mitigate feature sparsity in few-shot scenarios.
Simultaneously, a joint optimization strategy combining cross-entropy loss with an orthogonal regularization term is
adopted to enhance injcra—class\compactness and increase inter-class separability. Experimental results on two public
datasets demonstrate‘that the proposed model outperforms other detection methods in terms of accuracy and
generalization capability under few-shot scenarios, providing a novel solution approach for few-shot intrusion detection.
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A8, VPl AR BT VX 43 SRR (R RS L S8 SR FH v A
R OFERR . AR FLEENENERR, 45503 3.
4 FiR. ¢

%3 CIC-IDS2017 ﬁﬁ%rmﬁwi%%% (%)

7 L. s IR Fli
Fags . L o8Lss T 8042 80.70 81.16
GVAE 82.48 81.55 82.13 82.05
EC<GAN 83.61 81.97 82.36 82.92
A 84.27 84.54 82.62 83.97

# 4 CSE-CIC-IDS2018 i¥idE [ ixt L szt 4 | (%)

T ik e = TR AR FUH
T 80.10 79.11 78.90 80.96
CVAE 81.92 80.05 81.59 81.73

EC-GAN 82.37 81.56 81.87 82.52

& 83.34 82.54 83.12 82.85

3. R4 &R, ALK CD-DPN J7ikAEM
ANEHE A b3 IS et R I 7E SR FH AN [ 11 1 5 7 12k
JEAS IR A Fr R n, B 73 5R NREA N AR A
DAL S5 1A 2.

HAKT &, CVAE M 2 AF @ st A, (H
AT i Ar B E AL, 78 57 AR5 1R 3% 55 T HE LUK
HEA S B FEAS [ i B 45 4, 32T AT FR. EC-GAN
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TE A BORH TN R AR B8 W 0T B S 40 AR I RE AR, (H
£ CSE-CIC-IDS2018 F- 1 fE T i 1 B H Ab 3 v 4 52 %
P 28 R85 I 3 NP R, AR LE 2 R, CD-DPN JITR H (1)
S AT BB B 8 3 i D J W I R A B R AR A AT,
TEAR SZME S B 5 R 22 R FE LR, A B
TREARA BRI TS 2R, teAh, § it B i 2 )
PR EAT S5 AR, (019 G e AR AE 1R L R H
PRI, Bt R T T RRAE A R A S 45 RS
UE T AR SCHE 0 776 SO T /INREZAS 1) RS SR ()it
LA KU, ST+ T A AR 1 .
343 /NFEARTTEEXT LG

N T ATHVHAG A SCHTHE 1) CD-DPN J5 A 7E /M

ARNZATIAE S5 P PERE IR 5, A SCER I T 5 A AL

B INREA 2 5] I AR AT L AR k] s
21 Meta-Baselinel?™. PF"{DW]*D FS-CT™,
B A J7 1545 10-shot &E‘Tiﬁﬁﬁﬁ, 43 WIAE CIC-
IDS2017 Hl CSE-CIC-TDS2018 44 1l 3 4 2K v
Wi, HRFR, BHEM FLE, &3mE s ko6
Fis.

* 5 CIC-IDS2017 F¥ade Xl thsih g5 1 (%)

Jrik TR Fhff R AR FUH

JR T Y 4% 76.67 75.68 76.67 75.87
AR o 244 79.44 77.96 79.55 78.11
Meta-Baseline 80.89 79.88 81.02 79.90
PFTD 81.07 75.57 78.09 75.78
FS-CT 82.11 83.29 81.58 81.44
A 84.27 84.54 82.62 83.97

%% 6 CSE-CIC-IDS2018 #i#ii4E b Axt Eb st &5 3R (%)

ik TR s FENCIES FUH

JE TR X 4% 74.33 74.28 73.51 73.72
25 R 2% 77.56 75.14 76.52 7516
Meta-Baseline 79.67 78.67 & 79.38 78.89
PFTD 80.48 L 7522 77.57 75.01
FS-CT 81.64 78.55 80.43 79.25

P 's 83.34 82.54 83.12 82.85

MG &5 Al DL Y, CD-DPN 78 M a4
BT T B EE AR5 5. 7F CIC-IDS2017 4,
CD-DPN [f] F1 15N 83.97%, B XA FS-CT 2T+
2.5 NE A EE BB R) CSE-CIC-1DS2018
HPE4E, CD-DPN [) F1 {4 82.85%, Lt FS-CT #&7+
T 3.6 NES A, HAER S RBON M, X —24
BRI RELT CD-DPN 18 N6 5 4% 57 K U B A 358 1) 1)
SRIZALRE S 5B, R CD-DPN fE/NMEARIGHT

A5 T L7 T T R MERT 2502 F .

T8 JT AT 770, T80 0 4% 5235 A X9 4 ) Bl L
e, 51 DA 7 T35k 7 3K 7 VA R 25 1 2K I
0 44t 7 2B 5 M MR AU B TR R M, TE 7 4 SE
ST 49 A 2 T K i B KU, T CD-DPN 5% v 7%
FIHURIRTBE A& 00 A 0 TR 432K 8 (i K R A B L
LRSI A B fE /7. Meta-Baseline 7 76 SJHEZE R A
B AT S92 1 RS 7, 1B SE IR L7 45 HO 15 25
BELE M, KT 52 I 46 T B2 6 LA SE L
HELZ R, CD-DPN i B 4 4 HOBER 72 5 Py i %
FEFRE AR, 0T 3o 00 2R A 8 A 9 LA R
¥ RFTD BLAT BEHEUIZE S, (2 5T o i 53 A
SR 0 1 25 5 4 M R 15 2R U, FLZ IR Tl
EIF EHA R AR, S84 RER K B
i AL WA T 52201 58 Ak 0 4 5. 117 CD-DPN e I AT 458 1
e WU A 3 5 BT 9 4%, T 75 308 1 AR B T
I REE S, AW T ISR B2 5 % U T4 . FS-CT
R T A R0 2 0 P T 3 - R 2 e fr
kR (2K ) 80 A — R G, TR X R 2 O i
Mg 9 DA SR 5T 24 ] 4344 T CD-DPN 71 [y
VE R BLSE T ISR M R B, B0 TR L 4 T 2
T [ 3 4R T 45 4 S5 b B %, 3T T BB
117, T R P S5 S — 3 1 SR S 80 340 4 e 7 15
BT B AR IR B IR e 10 7 e

4% |-, CD-DPN Z7NEE A N A AT 25 o J 51 1
O S B 7 1k O TR R, R T BL S ML 0 2%
e I 02 5 2 P26 8 B S PR ).
3.4.4 RS

9 T VPAS BT B CD-DPN J7 125 b % 48 1) 45 24
P, % CIC-IDS2017 A1 CSE-CIC-IDS2018 %454 F i
10-shot {T.45HEAT T AT ¢, LAITAS 6 LI HO A 2%
Pe. % 7 R T SR

K7 HBSEIEL R (%)

g A TR F11H

Expl 81.58 81.16

Exp2 82.34 82.56

CIC-IDS2017 Exp3 82.16 82.51
AL 84.27 83.97

Expl 80.10 80.96

CSE-CIC-IDS2018 Exp2 81.89 8186
Exp3 81.32 81.24

AL 83.34 82.85
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