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Trustworthy Task Offloading in Internet of Vehicles Based on Deep Reinforcement Learning

QIN Xue-Qing, SHI Qiong, SHI Zhi-Bin, WANG Meng-Li
(School of Computer Science and Technology, North University of China, Taiyuan 030051, China)

Abstract: In response to the challenges of resource constraints and high load in road side unit (RSU) within vehicular
edge computing (VEC), as well as the limitations of existing task offloading optimization schemes that focus solely on
reducing latency or energy consumption while neglecting the security issues faced by edge nodes, this study proposes a
task offloading scheme based on trust awareness and the proximal policy optimization (PPOj' algorithm. First, a VEC
network architecture is constructed, which utilizes the computing resources'of neafby idle vehicles to process tasks locally
or offload them to RSU or idle service vehicles, in order to reduce the overall system latency and energy consumption.
Second, a dynamic feedback trust evaluation'model based on multi-source weighting and a reward-punishment
mechanism is constructed to achieve'a quantitative assessment of the trustworthiness of edge nodes. Finally, the task
offloading strategy is optimize\d using the PPO algorithm based on deep reinforcement learning. Experimental results
show that compared to the DQN, D3QN, and TASACO algorithms, the proposed scheme has better convergence and
stability, and it outperforms existing schemes in terms of task execution latency and energy consumption.

Key words: vehicular edge computing (VEC); task offloading; deep reinforcement learning (DRL); trust evaluation;

network security; Internet of Vehicles (IoV)
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6t AT % D, B U5, 8 B AT e AT 45 Dy A
Hb BAAT BHE 0 2 2 R IR 45 ZE 49 8K RSUL 2 24
PREDIRAS, B R P (T35 20 OB R 25 1A A, T R

Ar=A{ai} (39)

-

233 XEhR%
2 il bR B W R 5 R G R AL H AR A — 3, 45

L PRI AT . BSFE LA B0 G ST (S B, 25 R KT
FoRN:
R(S1,A) =B1-exp(Ti (1)) +B2-exp(E; (1) +B3-exp(GT® (1))
(40)

Hrr, B B MIBs 43 MR NS SE 3B Re#E 2L B AN v
12 S AL R
2.3.4 FT DRL # PPO i

B4k, 5] S5 ot B B VR S FR B S L, A
AL ZHS Y, K AR MDP LA 2007 s, YR SR
ST 64 T RS 3 AR KRIRRE 11, A 3T T
e 2 5] (s et Ui, ISR SRS £ 1L (PPO)
SEVRE W g TR WA 2 5] 7 0, R N O i
SRR AS- B 23 ), BAT R RME R 5T 2 1 . kol
SACHE B L T 388 67 N R 55 A5 01

PPO S 2 — LT S W 5 8 1 77 v, S 4R A
S 1 2% D S LA 55 SR W (0 PR A T AL
22511y PPO SLIE I 48 B HI 1 2 BT, %48 K 3 B
3 ARG — A HO 01T S0 N 4 g (als)
— B HUN Ooia 17 1H FEWE WX 2 7, (als) TN — NS HCH
¢ HPRESIHMEM RV, ().
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a |

mals) 4
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=
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2 PPO HVEM 45484
PPO HLyEFI B S ms X 28 g (als) S IR HEAT 28 B
PLREE LI FEA, FAKI 5, il i S W 24 4 K s 4
IY AT RAE, PAT PIT I sh R Ja, WLSEPRE S 15t i) BV IS
KRN LA SR BT —IRE, A IE XN (s ar, rey 5041)
B TCAH, H¥4 HARAE B 250 B i X, G XA &
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APV E A L PRI, 52 BEAE TR, 3R AR BT B

BREBIERELR)S, T X AT (ah AT
PPt LR 35 S SRS S, AR s =2 ST, H T
ftibm e A2 AN, BT 20T 4R, B R AE AR R
RENE SRAT ). 2205, SRR R, R

Ri= > Vr (41)
k=0

Horb, y e [0, NIRRT T, F 14 AR 2 Jah )
BVES o RORNAE S 1+ kI 20345 1 RIS 22 J5).

WESEREY () T VPAPIRES M GF IR, oAk
& s N, BB ENE AT RS S DU, B R
(E1:0E A TES

V™ (s1) = Ex[Rils/] (42)'

BNAEAE PR HL O (51, a0) RN TEWR D s, N RIS 1Eay,
A TR AT FOEE S 2 BT
Q”‘(St:'at) =Ex [Rilss,ar] (43)
PO 0 S 2 M T U
YIS AKE 10 A, PPO B N T T S SR Lo
A L B0 5k ) S50 85 2, AT 4
YIRS MR
PPO L7385 F 24 3 et S T R S8 T B
47 ST T A, 8 B SR LS P e I 95 )
B 2 1) (25 AR
ro(ailsy)
7oy (arlSy)

o, g, B IF M g 0% 24 T K,

r(0) =

(44)

9 T 4R R T T A M ARG P, PPOE

E S0 S K3 2 P 51N BT L. 2 WL 8 R ol
TR P B T R %m%ﬁﬁﬁgﬂ%ﬁ@%%ﬁlﬂﬁ%ﬁ%, MM TE
5 SRR GrAsgE B 2 (A SEHLSF 4, 2815 PPO
FVEAE S AR 58 b R B O o 1Y R 1 A2 AL B
PPO BEAEH LAN H Aw ek B0 AT SRmE bk BE V5
L°P(9) = B, [min{r; () A;,clip(r;(6),1 —&,1 +£) A;}]
(45)
Horf, 0FRR M AT RIS & IS8 A, BRI R AL
& & BB RE, B S50 SR MR B, By 1k e R AR i
KA.
£ PPO Bikirh, 1035 bR B A, 2 34 S 6 1% ) b
BRI 0 A, TR A B 5 — SR A X T T 35K

46 % it+Z71R Special Issue

FIAF IR, DN T R s ghAa s IR B Al 1 7 22, PPO
SRR AT AR #4531t (generalized advantage estima-
tion, GAE) /7 1%. GAE 1l id Xf £ AN} J¥ 243 (temporal-
difference, TD) & Z BT IR, Bigs & TIRIRE
FUETT ZE e . Hat s AR F:

T-t
A =6+yAAi = ) P06 (46)
k=0
Hoo, 6,305 TD R AR SR T, I Tl i
575 £ 1P, !

L 19 2830830k 5 B P 75 R — IR 2 51 £
EA T Vip (s ()R TESE TD 3522

L a= V(s = Ve(s) 47)
B, A PR SR B P TG F S 1 4% 19 5 8o
0 — 6+ aVyLP (6) (48)

oo, oL S P24 2 5] 9
PPO 355 i 1 P £ 1 B8 2 0 05 /M B2 £
V5 AR 2 [ (37715 22 (MSE) SRSEHLI0, H 4
ok BB HE S
L @) = B[V (s~ (re+ Vo swn))| (49
HA Vi (50) FE L B0 R A5 5 (0 £ 5 55 5L e
PVip Csen) A B BIEL, SER I BTG S22 0 R — IR 25 LA
T,
165 PRI FE T WA A 0 LI 4 O M, 50T
(b < - BYL M (9) (50)
el g i 2
_ BPO SR AR IR A 7 2 S S it 3
PNHURITT 430 3 AW Be: B 2%, I REME SRR A
T, AU 0 2T T R B AT R b X o B, B
A% R L (RO 1) 24 A8 X e B LSRR S 2 K4,
S FBREE 1t BAFEE T [ 55 30 547 2 0 24 7 i )
S B8 L AN O A S0 I 240 R (P 265 19 28, T
BB IRTHT 5 SR (1 . 2T PPO MBI
PASLIEI S | iR
B 1T PPO ¥ RIS R 45 1 B L
BN AR5 IR L.
Tt AT 55 EI

L WIS P 2% 2400, 01q —O RN E M 2% S 5o
2. MIBH AL T AF i e B i [l g2 v X
3. RS R A S 5
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5. fors=1to T do:

6 B Re AR B SR IA I IRIUIRE 50

7. FRAE SRS g L FEBNE o

8 SRIILIN 1y AR RS 141

9 K (srarre,sp ) FEAE I RO
10.  end for /45 HAGIR

11. for =1 to T do:

12. H’ﬁ V¢(5t+l)$u Vq}(St)E}"]}H(é\\{E

13. A (A7) THELR 7 2 5 iR 2

14. HRAE S (49) THEL A M 2% 45 2% B B
15. MRAEX (50) A FHBEE N R o
16. R (46) THE LR AR,
17. FRAE R (45) THAEET H bRk 4

18. R4 (48) {3 FIBRE_ETHE T Bre
19. BT 0o1a=0

20. end for //ZERAFGHH

21, JHZ MR MIX

22. end for /45 A

R |, ML SH AR ER O (1). £ H
W EL, SRAREH S 2 BENO (T) 2354 7E M = 18] Nepisodes
FAT, FILAE 2 NONT). 1ESEIAR AL I B, 45— 25
PR 1) R [ A5 4%, BRI NO(F), A EIRT IR,
FFRIGIEAN IR, BT LR 4B MO (NTF). S AR I [R5
LN PIR B 2% BEAR TN, RIO (NTF).

3 i ESEIG NS SRt
3.1 XWgE
3.1 SEESH

A58 T Python 3.8 Al PyTorch 2.2.0 HEZR 5L
B, 328473 Bi N Ubuntu 22.04 R4, £ RTX 4090
GPU M55 88 EHUT. BRI R Adam 04k 2832847
SR FE AL SHINE 1 PR,

*1 FESH -
S SHIE " L
By 40" ¥ UVOR(E M B GE (MHz)
By 20 V2VASIE &7 % (MHz)

R 100 RSUZE & 6 Bl (m)
d; [1,1.5] THEATS K/ (Mb)
fi [500, 800] R4 PR THE R R (cycles/bit)
e 0.3 R4 T KR BAEIR (s)
g -40 PRAZHIFEH 4L (dBm/Hz)
e 1 LI ERIIAE R TI R (W)
GT 0.5 WIUH(EAEE
Y 0.95 YrenmHr
1 0.97 GAEZ
buffer_size 10000 EIY €L P NAN
batch_size 128 FEA R

3.1.2  XFELSREG

N T VA (SRR (1 M R, 5 SCHR[17-19]07 it
FTRE L.

N T VST S5 EER P R, 5 DA 7 ST AR,

(1) DQN: /& — Pl IR B4 N 45 5 Q-learning AH
SEA I RAL A 1T IR, B AR I 41T Q M BREL,
T ST EL SR 1) 2 > 5 A A0,

(2) D3QN: /£ —Fh45 4 T Double DQN #1 Dueling
network 454 IR BRAL 2 2] J7 i, dlid 7y B S HE
BRIEU RN BN AE A 35 pR 4L, Mﬁﬁ%ﬁ‘%‘@ BRI Q 11
i i 1] Y ] o

(3) TASACO; /&= 3T 5 AU B35 AE IR 10 75
SRR J3E SR 5 > 75725, 38 T A1 1 SR 1 40 B [ 4
189, SEHI R AR S 1 e A 2] ),

3.2 LIRS
3.2.1 fEAFRERIMEREVEAL

N T B8 AIE AR SCRTHE H I B A S AT R AL (1 R,
M B B8 10 A8 B A AT AE AN 4 JR P B AT 55 R MUK
PN BB AT AR BEAT T VA 7E07 BB, w8
T 100 BB, 10 4 RSU A1 10 N2 R AR 55 4249
ot 20 NMALGAT AL, FEE TR E AT N, BRI
G R LLA 2 B E N 10% 20% . 40% FH 60%.
N T AE AR SRS A B AT A R, B S
rﬁﬁ[17719]¢%%$E@{%E*}-:zﬂi&ﬁgﬂgb XL fE AT AR A
BT ISR, B R AR A AT L.

(1) JR kA b -

TE 7G5 HI B B i IRl 1 5 T
&E%‘%Ei%ﬁ?ki&ﬂ@ibu, F AR B AR L
FuE 3 fros. WEl 3(a)—(d) TR LG, FEIL ST R
T B B R I, AR SRR U7 SR e 05 TR RN
BT, IR AR G R B, B R AR R
A EG I At v, AR SCE I A 2 4R IR BURN 3 25 22 1841
i, 7E G AU 5 LR, A5 R RS AR
SHEAT I IEBRARIAS AT, BAT = B A i .

(2) &R PERE T

A 55 SR W 2 2 4 2% iy 2 BT A RSP T BAE 25 i o)
WA G E N GTT UAREE IAT 55 B AT 55 H e e A7
L TR AR BB A 2080 WA AR R 7 TR R R I T A
T3 TR AT SEPE. AT45 RO AR, 0B (S AT PPl A L A
TR B 2R G0 22 A MERUT 55 i h 26 7 THI R DR AR . 76 R
GuH A GAT B BRI I3 AR, S R AT
25 IR [P0t L i 28 n 1 4 FoR.
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1EE 4(a) W, BERIAGT LA E N 10% B,
BT 48 7 B A 55 SR O AR T SCHR[ 1718 KPR AR T
10.62%, B/INFAK T 3.54%. 1E1 4(b) /1, B L L
MU EL 1 B R 20% B, BT 75 SR AT 25 2R I e AE 55
FICHR[ 1718 KRR T 13.07%, f/NEIK T 6.46%. 78
K 4(c) H, BRIDZTT M I LB % BN 40% I, i
J7 G AT 55 SR MU AR T STHR[ 1 7185 KPR T 12.07%,
HNEIR T 10.18%. EE 4(d) H, BB S L
%% BN 60% B, BT H 77 5 04T 55 2R T AR 50T 5
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L
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DQN J5 %8/ N P& 12.56%, T % T % 33.95%; TOTA-
PPO W45 V3 HEFEA LT TASACO J7 i/ N P&
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